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Abstract: Human fingerprints are rich in details, here
called "minutiae". In this paper, a fingerprint recognition
system based on a novel application of the classifier DECOC
to the minutiae extraction and on an optimised matching
algorithm will be presented. To identify the different shapes
and types of minutiae, a Data-driven Error Correcting
Output Coding (DECOC) has been adopted to work as a
classifier. The proposed one has been applied throughout the
fingerprint skeleton to locate various minutiae. Extracted
minutiae have been used then as identification marks for an
automatic fingerprint matching that is based on distance and
direction between two minutiae and type of minutiae.
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I. Introduction

The modern society is challenged by the need to identify
individuals. Among all the biometrics [16], fingerprint
matching is one of the most popular, mature, and advanced
technologies. In 1888 Sir Francis Galton found that
fingerprints are rich in details in form of discontinuities in
ridges.The uniqueness of an individual fingerprint is
exclusively determined by the local ridge characteristics
and their relationships. There are various types of local
characteristics called minutiae in a fingerprint, but widely
used fingerprint features are restricted to only two types of
minutiae. The first is a ridge termination defined as the
point where a ridge ends abruptly. The second is a
bifurcation defined as the point where a ridge merges or
splits into branch ridges. Galton also discovered that such
features are permanent during lifespan [1].

Due to the varying quality of fingerprints, some
preprocessing is usually required. Consequently, an
enhancement algorithm is applied on gray-scale images to

improve and separate fingerprints from the background.
This process is denoted binarisation, the first preprocessing
step (see Fig. 1). Some of the most frequent methods are
directional filters [2].

The minutiae are determined only by the discontinuities in
the ridges, which are totally independent of the ridges
thickness.

By minimizing the data that represents minutiae without
corrupting it, a more effective and faster minutiae
extraction can be achieved. Thinning the ridges to only 1-
pixel-wide lines preserves minutiae with a minimum data
usage. This process of skeletonisation follows binarisation.
It is usually an iterative method, either sequential or
parallel [3].

The next step is the extraction of the minutiae from the
skeletonised fingerprint, (see Fig.1). The method that
handles this, simply examines the nearest neighbor pixels
around a pixel that belongs to a 1-pixel-wide line [4].
Another method [5] studies the relationship between the
thinned ridges and depends on the flow; it detects and
extracts the various minutiae. Unfortunately binarisation
and skeletonization might risk some important details of a
fingerprint to be removed. Therefore there are algorithms
([6] and [7]) that extract the minutiac directly from the
gray-scale image through a ridge line.

The algorithms in [6] and [7] cited above have different
rules or ad-hoc methods to handle the various situations
that arise while extracting the minutiae. This makes it
difficult to cover all the possible situations.

Methods extracting the minutiae from the skeletonised
fingerprints heavily depend on the pre-processing phase
which consists in binarisation and skeletonization. In fact,
producing high-quality skeleton fingerprints for extraction
relies on properly performed this phase. An optimized
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method in binarisation and skeletonisation is proposed in
this paper to ameliorate the image of the finger at the end
of the pre-processing phase. Our method that is used to
produce skeleton fingerprints is based on the thinning
process where a block of 3X3 pixel neighborhood of a
black pixel [3] is considered.

The method proposed in this paper for minutiae extraction
is based on Data-driven Error Correcting Output Coding
(DECOC) to recognize the minutiae patterns in
skeletonised fingerprint images. A well defined training set
of patterns with a suitably chosen size proves that no
additional ad-hoc rules are required. Jie Zhou [8] improved
that the classifier DECOC has better recognition rate than
SVM in manuscript recognition and OCR. For this reasons,
DECOC classifier is tried to be trained in to the fingerprint
recognition.

Gabor Filter

Binarisation

-

Skeletonisation

U

Minutiae Extraction

Figure 1. Minutiae extraction with the preprocessing steps.

This paper is organized as follows. Section 2 explains the
binarisation with Gabor filter method. Section 3 presents
the optimized skeletonisation method. Section 4 presents a
detailed description of minutiae extraction with DECOC
classifier. Section 5 shows the matching method. Finally,
experimental results are discussed in section 6, and
concluding remark in section 7.
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Il.  Filtering and binarisation

This step is divided into two phases: filtering phase and
binarisation phase.

A. Gabor Filter

Gabor filter is viewed as a filter that can represent the
local frequencies. It has both orientation spatial and
frequency domains. Gabor filter has the following form:
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where ¢ is the orientation of the Gabor filter, f is the
frequency of the sinusoidal of the plane wave, 6x and dy
are the space constants of the Gaussian envelope along x
and y axes, respectively [ 15].

B. Binarisation

The most used method of binarisation is based on global
threshold that consists in calculating a unique threshold for
the total image. The disadvantage of this method is the
elimination of many parts of the finger image (Figure 2.a).

Captured image
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a. Global threshold b. Local threshold
Figure 2. Binarisation methods

The binarisation method is based on local threshold
(Figure 2.b). The calcul of threshold is determined using
the formula (2). This method consists in scanning the
finger image by 10 x 10 pixels bloc, so each bloc has its
threshold. This method shows good results especially in
the field of fingerprints because the partition of the pixel
intensity is not homogeneous.

(a) Thinnig method without smoothing filter

M, j
Threshold =M )
nl *nc
Where M(1,)) is the image matrice and nl*nc is the number
of pixels.

I1l1. Skeletonisation

The method used for skeletonisation is a 3 x 3 blocks
neighbourhood. When this method is applied for the total
of the image, the process costs too much time. To reduce
the time of this phase, we consider that the process of
thinning is applied only when the 3 x 3 bloc contains more
than two black pixels. Experimental results show that the
call of thinning function is reduced to third. Figure 3.a
shows the results of skeletonisation process.

The major problem of skeletonisation is the occurrence of
zigzag ridge that can influence the detection of the
minutiae. This drawback is illustrated in figure 3.b and 3.d.
The image issued from skeletonisation with smoothing
filter (figure 3.c) is more adopted in the case of fingerprint
because the changing of one pixel can modify the kind of
minutiae. As an example, when a bifurcation minutiae is
modified by one pixel we can view the block as transition
or ending minutia.

(¢) Thinning method using smoothing filter
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(d) Absence of zigzag ridge

Figure 3. Skeletonisation method without (a,b) / with (c,d)
Smoothing filter

IV. Minutiae Extraction

A. Error Correcting Output Coding (ECOC)

Error correcting output codes have been used in the fields
of network communication and information theory for the
purpose of enhancing the reliability of transmitting binary
signals and maintaining information integrity. It adds the
redundant parity bits to an information word. The result is
called a code word, which is a binary code string.
Distances between two code words are described using
Hamming distance, which is the count of the different bits
in the two patterns.

On the receiving end, a decoding process examines the
Hamming distances between the received binary message
and all the valid code words to detect and cope with errors.
Table 1 gives an illustrative example of the ECOC code
matrix of a S5-class classification problem, decomposed
into 6 binary classification problems.

BL1 | BL2 | BL3 | BL4 | BL5 | BL6
Class1 1 1 0 1 1 1
Class2 0 0 0 1 0 0
Class3 0 0 1 1 1 1
Class4 1 0 1 0 1 0
Class5 1 1 1 0 1 0

Table 1. Example of an ECOC code matrix

The code matrix is used to guide the training and testing
processes of ECOC classifiers. In training, 6 binary base
learners are involved. For the binary base learner fi
(i=1,...,6),if an element bk,i (k=1,....,5and i=1,...,6)
in the code matrix is 1, then all samples of class k will be
considered positive. The remaining samples are considered
negative for fi (can be labeled as -1 or 0. Here 0 is used for
analogy of binary coding). The testing process determines
the class label y of a testing sample x by first applying all
base learners to the unknown sample, yielding a codeword
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w(x) (a bitstring of 1s and 0s). A decision on the label is
then made, based on the shortest Hamming distance:
y = argming H(Wwi,w(x)), k=1, ..., K 3)

where wk is the ideal code word for class k, that is the kth
row of the code matrix. H (wk, w(x)) is the decoding
function which computes the Hamming distance between
wk and w(x). The class label of the closest codeword, that
is, with the shortest Hamming distance, is assigned to the
testing sample. In the case of the code matrix given in
Table 1, the ideal code word for class 1is[1 1011 1] and
the ideal code word for class Sis [1 1 1 0 1 0]. If a testing
sample yields a code word [1 1 0 I 1 1], it will be
determined as class 1 which corresponds to the shortest
Hamming distance.

Motivated by providing new solutions to the problem of
multi-class decomposition and extending the applications
of ECOC, we will propose a new data-driven
decomposition approach. Different from current methods,
it is a mechanism that adaptively designs the code matrix
of ECOC based on the inherent structure of the training
data. The proposed method does not limit itself to any
particular base learner. There over, we will apply DECOC
to two multi-class pattern recognition problems that have
not been addressed yet by the ECOC approach [8].

B. Methodology: Data-driven ECOC

Data-driven ECOC (DECOC) is proposed to design the
code matrix for ECOC by choosing the code words
utilizing the intrinsic information from the training data. In
a present decomposition mechanism for a K-class problem
such as pair wise coupling, K*(K-1)/2 base learners are
always needed, which can be a large number of base
learners when K gets larger. The key idea of DECOC is to
selectively include some of the binary learners into the
code matrix based on a confidence score defined for a
binary base learner.
This measure will help to determine how likely a learner
will be included in the ensemble.
Before introducing the confidence score, it necessary to
define:

e  Separability Criterion

d(e; o) |G|#1 and |G]zK-1  (4)

O
| —|G|Oj¢k,cjckeG

where d(cj, ck) is the distance between the two classes cj
and ck, which is the Euclidean distance of the mean or
median vectors of the two classes; G is the number of
prototypes in the group of samples associated with classes;
|G| is the size of the set G; 2/(|G]2 —|G|) is the
normalization factor. If there is only one class or there are
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K-1 classes in G, S (G) is set to 0 since both situations
correspond to the 1vo partition of classes, which is a
particular case to be considered separately. S(G) also
indirectly describes the inherent homogeneity of a group of
samples: the smaller S(G) is, the more homogeneous the
group of samples is. It is worth noting that sample groups
associated with G are drawn from the training samples.

Training Data Testing Sample

v v

Apply base learners

to get the codeword
for the sample

Calculate inter-class
distances and
separability criteria

*
Calculate C(f) l
L 4 Calculate the
distances between
Sort C(f) of the the codeword and
learners .
rows of code matrix
v

Choose base learners
with top confidence
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represents the group of all the samples considered as
positive by the base learner f, and c- represents the group
of all the samples considered as negative by f.

Figure 4 describes the flow of calculating the confidence
scores and selecting the base learners, which is the core of
the DECOC algorithm. This clear then, that DECOC is a
data-driven approach of designing code matrix: instead of
having a preset matrix, DECOC adaptively generates the
code matrix based on the structure of the given training
data.

The training data is divided into three different pattern
classes: termination, bifurcation and non-minutiae. While
the 3 x 3 pixel window does not represent much
information, the 7x7 pixel window shows too much
information.

Therefore the training data size is chosen to a 5 x 5 pixel
window. The size of the window is deliberately an odd
number so as to have a single pixel in the centre.

A total of 136 different patterns have been gathered. The
different classes have 32 termination patterns and 104
bifurcation patterns. Such patterns have been carefully
selected so that the detection would occur in the centre of
the minutia. The patterns with minutiae off the centre are
classified as non minutiae to avoid overlapping detection.
Figure 5 illustrates some used patterns for each class:

score
v Termination (a) and Bifurcation (b).
DATA-DRIVEN Decision on the
ECOC class label of the
DECOMPOSITION testing sample or
CODE MATRIX rejection
L |
Figure 4. The flow of the training and testing algorithms (a)
for DECOC
e confidence Score
f 5
C(f)= SG..(1) |G| #1 and|G,| K -1 %) (b)

|SG.(M)+SG.(F)

where G+(f) is the set of prototypes whose samples are
considered as positive by the base learner f, G-(f) is the set
of the remaining prototypes whose samples are considered
negative. For example, for the base learner 4 in Table 1,
classes 1, 2 and 3 among the 5 classes are considered as
positive, so GH(f) = {, 2, 3} and
S(GH(f)) = 2/(32-3)*Zd(cj,ck) {1,2,3}. S(GH/-(f)) denotes
the separability by viewing the data set as two groups of
positive and negative samples separated by the base learner
f. S(G+/-(f)) equals the distance between the two groups:
S(G+/-(f)) = 2/(22-2)*d(ct, c-)= d(ct+, c-), where c+

Figure 5. Sample of different patterns.

V. The Matching Method

There are many reasons for fingerprint template variations
such as the fingers displacement, rotation, nonlinear
distortion, pressure, skin condition and feature extraction
errors, etc [1]. So it is hard to work with the coordinates of
each minutia.

In this section a matching method that is performed by
calculating the Normalized Euclidean Distance between
every two minutiae by vertical scanning is proposed, (see
figure 6). This distance is calculated by squaring the
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difference between the corresponding elements of the
feature vector.

This method is optimised by adding direction between the
two minutiae and types (Ending, Bifurcation). So the
signature of the two minutiae is: S= (Distance, Type,
Direction). So, the comparison is made by all the distances
of input fingerprint and the distances of all fingerprints.
When we find a distance that is inferior to £=0.01 we
verify the types between the corresponding minutiae. A
minutia is accepted when the distance and types are
accepted.

Distance ,,, v, = \/(xz -x)’ =Y, -y’ (©)

S Y. =Y,
Direction == (7
(M1,M2) X, — X,
11 Bifurcation — Bifurcation
10  Bifurcation — Ending
01 Ending — Bifurcation

00 Ending — Ending

Type(M M2) =

where M1(x1,y1) and M2(x2,y2)

7N\

B Ending Minutia @ Bifurcation Minutia

mmm Distance between two minutiae

Figure 6. The matching method

The reduction of the size of signature is a necessety. A
method based on angles is applied. The idea consists in the
replacement of two successive directions by an angle using
the following formula. (figure 7)

Alpha = |arctan(direction])| + |arctan(direction2)| (8)

For example when the fingerprint M1 en minutiae,

the size of the array of direction is twelve minutiae. The
array of angle obtained has the size of eleven.
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Directionl

M2

M3
Direction2
Figure 7. Anlge between three minutiae

VI. Experimental Results

This section is divided into two parts. The experimental
results from the minutiae extraction are going to be shown
in the first part and those from the total identification
system (Extraction + Matching) are going to be presented
in the second one.

The method of extracting minutiae from skeletonised
fingerprints presented in the paper at hand has been
evaluated by implementing it into the whole fingerprint
recognition system. A database has been assembled from
pre-stored fingerprints in FVC2004 Db3. This database has
been chosen randomly with different qualities. Figure 8
shows a very good finger quality as well as a very bad one
with size of 300x300 pixels. The proposed system extracts
minutiae from the skeletonised images.

Figure 8. Different quality of fingerprint image
(a) good quality (b) bad quality

The following definitions are needed for the purpose of
comparing the experimental results.

True minutia: A minutia point detected by an expert, m.
False minutia: A minutia m, which does not coincide
with my is said to be a false minutia.

Dropped minutia: When a minutia m; is not detected in
m,, My is said to be a dropped minutia.
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Exchanged minutia: A minutia m, that corresponds to m;
with their types exchanged.

Thus, True Minutiae Ratio (TMR), False Minutiae Ratio
(FMR), Dropped Minutiae Ratio (DMR), Exchanged
Minutiae Ratio (EMR) and Average Computation Time
have been defined so far. Table 2 gives a comparison of
performance and computational time between Hwang
methods [9], Jain’s method [10], Ray’s method [10] and
the proposed novel method. Indeed, it should be mentioned
that the Dropped Minutia Rate is the highest although it is
proved that even 12 minutiae are sufficient to identify the
fingerprint. Consequently, this rate is less important than
TMR, FMR and EMR.

As for the results of the matching method, six samples of
fingerprint have been selected randomly as a training set
and two others have been used for a testing one. A
fingerprint is accepted only when the recognition rate is at
its highest value which is superior to 60%. Thus, we have
been obtained 88.88% as Recognition Rate (RR).

Factors TMR FMR DMR EMR Average
% % % % classification
Time (ms)
Hwang without | 7532 | 22.5 10.18 | 14.5 35.9
skeletonization
Hwang with 79.20 | 48.60 | 6.20 14.60 | 105
skeletonization
Jain’s 74.10 | 22.20 Not indicated
Ray’s 63.40 | 20.40 Not indicated
DECOC 78.23 | 15.07 | 15.23 | 3.08 | 93.75

Table 2. Comparison of performance and computational
time

A comparison between the different methods and our
method is presented in table 3.

FAR FRR
HAO GUO method [11] 4.18% 9.93%
OMER SAEED method [12] 1,12% | Not indicated
Ying HAO method [13] 1% 2.5%
Jiong Zang method [14] 0.04% 1.31%
The novel method 0% 0.02%

Table 3. Comparison of the FAR and the FRR with the
other matching methods.

The results above prove that the advocated method could
effectively avoid the adverse effects caused not only by
some linear deformations such as rotation and translation
but also by some degrees of nonlinear deformation in the
process of fingerprint matching.

VII. Conclusions

A new method for reliable and fast feature extraction based
on the classifier DECOC from skeleton fingerprint images
has been proposed. This method classifies a bloc of 5x5
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pixels into bifurcation and termination. The experimental
results show that this method provides an acceptable TMR,
the best EMR and a good average classification time.

The optimised matching method shows a good result for
fingerprint recognition. The aim of this method is to
identify the fingerprint without intrinsic coordinates. So,
the matching distance solves the problem of rotation,
displacement and the core region identification.

The identification takes about 5 seconds on a 2 GB RAM,
1.66 GHz Intel Core 2 Duo processor with Windows XP
operating system. This speed may be improved by
hardware implementation.

References

[1] D. Maltoni, D. Maio, A.K. Jain, and S. Prabhakar,
“Handbook of Fingerprint Recognition”. Springer; 1st
edition, 2003, ISBN 0- 387-95431-7.

[2] B.G. Sherlock, D.M. Monro, and K. Millard, “Fingerprint
enhancement by directional fourier filtering,” Vision, Image
and Signal Processing, IEEE Proceedings-, vol. 141, no. 2,
1994, pp. 87-94.

[3] Patil, P.M.; Suralkar, S.R.; Sheikh, F.B. “Rotation invariant
thinning algorithm to detect ridge bifurcations for fingerprint
identification”, 17th IEEE International Conference ICTAI
05 on Volume, Issue, 16-16 Nov. 2005.

[4] N. Ratha, S. Chen, and A.K. Jain, “Adaptive flow
orientation based feature extraction in fingerprint images,”

Elsevier Pattern recognition ISSN 0031-
3203 CODEN PTNRAS, vol. 28, no. 11, 1995, pp. 1657—
1672.

[5] A.Farina, Kovacs-Vajna, and A.Leone, “Fingerprint

minutiae extraction from skeletonised binary images,”
Pattern Recognition, vol. 32, no. 5, 1999, pp. 877-889.

[6] D. Maio and D. Maltoni, “Direct gray-scale minutiac
detection in fingerprints,” IEEE Transactions on Pattern
Analysis & Machine Intelligence, vol. 19, no. 1, 1997, pp.
27-41.

[71 X.Jiang, W.Y. Yau, and W. Ser, “Detecting the fingerprint
minutiae by adaptive tracing the gray-level ridge”, Pattern
recognition, vol. 34, no. 5, 2001, pp. 999-1013,.

[8] Jie Zhou, Hanchuan Peng, Ching Y Suen , “Data Driven
Decomposition for Multi-class Classification”, published on
Pattern Recognition, 2007.

[9] Hui-Yeoun Hwang, Jung-Hwan Shin, Sung-Il chien, “Run
Representation Based Minutiae Extraction in Fingerprint
Image”, Workshop on Machine Vision Applications, 2002.

[10] Qijun Zhao, Lei Zhang, David Zhang, Nan Luo, “Adaptive
Pore Model for Fingerprint Pore Extraction”, Springer
Berlin / Heidelberg, book Advances in Biometrics, ISSN
0302-9743 (Print) 1611-3349 (Online), volume 5558/2009.

[I1]HAO GUO “A HIDDEN MARKOV MODEL
FINGERPRINT MATCHING APPROACH”, Proceedings
of the Fourth International Conference on Machine Learning
and Cybernetics, Guangzhou, IEEE Print ISBN: 0-7803-
9091-1, 5055 - 5059 Vol. 8 , August 2005.

[12] Omer Saeed, Atif Bin Mansoor, and M Asif Afzal Butt “A
Novel Contourlet Based Online Fingerprint Identification”,



553

BioID MultiComm2009, Springer-Verlag, LNCS 5707,
2009, pp. 308-317.

[13] Ying HAO, Tieniu TAN, Yunhong WANG “AN
EFFECITVE  ALGORITHM FOR  FINGERPRINT
MATCHING” National Lab of Pattern Recognition, CAS,
Institute of Automation, Beijing, P. R. China, 100080.

[14] Jiong Zang, Jie Yuan, Fei Shi, Si-dan Du “A Fingerprint
Matching  Algorithm of Minutia Based on Local
Characteristic”, ISBN 978-0-7695-3304-9/08, IEEE 2008.

[15] Miao-liWen, Yan Liang, Quan PAN, hong-cai Zhang “ A
Gabor Filter Based Fingerprint Enhancement Algorithm in
Wavelet Domain”, Proceeding of ISCIT 2005

[16] Vashek Matyas, Zdenek Riha “Security of Biometric
Authentication Systems”, IJCISIM,Volume 3, 2011, pp.
174-184

Author Biographies

h Mossaad BEN AYED was born
in Sfax, Tunisia,in 1983. He
received the electrical
engineering degree in 2007 and
the master in NTSID (New
Technologies of Information
Systems Dedicated) in 2009 from
the National Engineering School
of Sfax, Tunisia. From 2007 to
2011, he was a researcher
associate with the Laboratory of
Computer Embedded System (CES), National Engineering
School of Sfax, Tunisia
(http://ceslab.org/fr/perso.php?id=81). He is currently an
assistant professor at the High Institute of Computer
Science Mahdia. His field of research includes Pattern
Recognition, Co-design, Simulation, and Emulation.

Faouzi BOUCHHIMA was
born in Sfax, Tunisia,in 1976.
He received the electrical
engineering degree and the
master and the Phd degree in
industrial computer from the
National Engineers School of
r S Sfax, Tunisia. From 2007, he
. . was a research associate with the
P | Computer Embedded System
(CES) Laboratory
(http://ceslab.org/fr/perso.php?id=38). He is currently an
assistant professor at the Gabes University. His research
interests include biometric and behavioural co-simulation
models for heterogeneous systems.

Ayed, Bouchhima and Abid

Mohamed ABID, Head  of
«Computer Embedded System »
laboratory CES-ENIS, Tunisia.
He is working now as a Professor

== _ at the Engineering National
- School  of  Sfax  (ENIS),
el University of Sfax, Tunisia

(http://www.ceslab.org/eng/perso.
= php?id=27). He received the Ph.
Y © D. degree from the National
Institute of Applied Sciences, Toulouse (France) in 1989
and the “thése d’état” degree from the National School of
Engineering of Tunis (Tunisia) in 2000 in the area of
Computer Engineering & Microelectronics. His current
research interests include: hardware-software co-design,
System on Chip, Reconfigurable System, and Embedded
System, biometric, etc. He has also been investigating the
design and implementation issues of FPGA embedded
systems.
Actually Dr. Abid occupies the post of director of doctoral
school “Sciences & Technologies”, University of Sfax. He
is founding member and Head of the research laboratory
«Computer Embedded System » CES-ENIS, since 2006
(http://www.ceslab.org). He was Founding member of
“System on Chip at Computer, Electronic and Smart
engineering system” Laboratory at ENIS 2001-2005. He
was founding member and responsible of doctoral degree
«computer system engineering» at ENIS, 2003-2010.
Dr. Abid served in national or international conference
organization and program committees at different
organizational levels including Conference Co-General
Chair, Technical program co-chair, organization co-chair
and Member of several national and international
conference Program Committees. He was Founding
Member of several international conferences and school:
SCS, SSD, GEI, SensorNetSchool. Recently, he is Vice
General Co-chair of IDT’10. He was General Co-chair of
SensorNetSchool’09, Vice General Co-chair of IDT’09,
and Special Session Co-chair of ICECS’09. He is Member
of technical committee of DASIP since 2007, ICM 2010
since 2006, ComNet 2010, and General Co-chair of
IDT’08. He was also Joint Editor of Specific Issues in two
International Journals and Joint editor of many
conference’s articles nationals and internationals:
ICM’2004, GEI’2006-07, SCS’2004. He is a co-editor of
the best paper in the international conference EDAC-ETC-
EuroASIC’96.



