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Abstract: This paper deals with the necessity of protecting in-
formation in the auditing process mainly in the actual e-society
characterized for the continuous information exchange carried
out nowadays by companies and accounters. We introduce a
system that allows this information exchange, applicable for
other e-systems, in an efficient and secure manner.
Keywords: Information protection, authentication, auditing, mul-
ticast.

I. Introduction

Information society has produced new concepts in human re-
lationships that give raise to e-systems that organize or pro-
mote wider relationships and activities such as e-commerce,
e-learning or e-governance. These e-systems are character-
ized by integration, automation of processes and controls.
Our e-society increases reliability of (and dependence on)
systems what is also accompanied by an increased need for
accurate and timely information [9]. This creates the need
for new approaches in audit procedures and auditing archi-
tectures in all these e-systems, but especially in the largescale
socioeconomic systems.

Remote access software and client/server technology are in
the core of any e-activity, but they show to be essential for
accountants to keep pace with the business. Technology has
a great impact at every phase of the audit process and pro-
vides efficiency and effectiveness. Computer-generated au-
dit programs or audit software capable of testing the entire
population of the client’s data helps undoubtedly the accoun-
tant with his task and this can use remote access software to
run programs on a computer at another location, download
files, or discuss issues with another accountant at the remote
computer ([4]). The use of information technology have in-
fluenced undoubtedly in the accounting and auditing process
and its benefits have been also studied by some authors (cf.
[6] for example).

Nowadays every investment-banking firm and many big

companies use packages that provide management and ac-
counting with a consolidated view of risk across business
lines and helping to make strategic decisions. An example
of the contribution of accounting information systems (AIS)
to knowledge management and strategic role of the organi-
zation can be found in [19]. Auditing plays a central role in
preventing fraud. Beasley, et al. [3] conducted an archival
study of fraudulent financial reporting. A 2001 study by
Church et al., [5] reveals that internal auditors are able to
identify certain risk factors for fraudulent financial report-
ing. Accounting scandals of the early decade have led to
increased awareness of both the regulators and organizations
(public and private) for internal control. Thus we are at a
stage of maturity of the organizations and improving effi-
ciency and control of their activities has become one of the
basic needs. Some authors claim that within the various ac-
tivities involved in internal control strategy of the organiza-
tions, control over the management of information systems
every day becomes more relevant ([8], [15]). At the time
when organizations become aware of the need to increase
the level of control over the management of information sys-
tems, there is the next concern. Are data integrity available to
the auditing firm? There exist many risks associated with the
computer-to-computer exchange of business information and
transactions, particularly in ad-hoc networks (cf. for instance
[10]) due to the massive use of smart devices, and that obvi-
ously also affect auditing such as unauthorized access, virus
contamination, information vandalism, theft of information,
confidentiality and security of transactions, and hacking by
outsiders. Supporting of financial auditor, the computer au-
ditor treats the accounts, but questions the reliability thereof
too. New control objectives, such as control over informa-
tion access, management of authorization and registration
mechanisms of activity on that information start being con-
sidered. Therefore the information processed by information
systems must have an adequate security level to its value and
the associated risks to its use. Clear examples of this fact are
[1] where the author analyzes possible threats that any ac-
counting information system based on modern information
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technologies faces off, or [16] where ubiquitous computing,
nowadays commonly used to provide services, some of them
required to be carried out in a secure manner as pointed out
above for e-auditing, is analyzed from the security point of
view.

Modern technologies allows to consider new methods for au-
thentication and secure access and/or distribution of the in-
formation, as the method considered in [17]. The aim of this
paper is to propose a system for accessing the distributed
information for accounting based on multicast communica-
tions satisfying the main requirements of any system imple-
mented for a secure treatment of information: confidential-
ity, the information can be accessed just for authorized users;
authentication, source and destination of information are au-
thenticated; integrity, users can ensure that information has
not been altered during the communication process and fi-
nally, but not less important, non-revoking, i.e., source of the
distributed information cannot be denied. Multicast commu-
nications allow a host to simultaneously send information to
a set of other hosts, avoiding the establishment of point-to-
point connections with all of them ([18]). Key management
is a main issue in secure multicast. Efficiency in the key
management, including key storage and refreshment and per-
fect forward and backward secrecy are required, i.e., a new
user should not be able to decrypt the contents before join-
ing the multicast group and an old user should not access
the encrypted information after leaving, trying to minimize
key storage and communication overcomes, although some-
times the interest on secrecy of contents may expire. The
system we are introducing in this paper makes use of the pro-
tocols presented at [2] after the cryptoanalysis developed in
[14] of a group of algorithms proposed in [13]. The system
is quite resilient against faulty networks due to the fact that
users can derive all the rekeying information from their pre-
viously predistributed private information and so they are of
particular interest in the above mentioned situations. We also
include a method to authenticate the rekeying information, in
order to avoid external non-desirable intrusions that can steal
the distributed auditing information and also a method to au-
thenticate users that distribute the information to be audited
and therefore, we avoid possible forging of this information,
enhancing the auditing process. Both former algorithms do
not pretend to substitute traditional digital signatures and cer-
tificates respectively, but may constitute an alternative to be
used in some light devices that cannot admit them or slow
down the communicating process due to computational re-
quirements.
The paper is structured as follows. In the first section we pro-
pose the architecture to be used by the auditing system. Then
we introduce and analyze security of the rekeying algorithm,
the authentication algorithm for the rekeying information and
the authentication protocol between users.

II. The Architecture

In Figure 1 we can observe the architecture that corresponds
to an entity that makes public the information to be audited.
The entity sends the information through the channel and this
is received by every member in the multicast group and re-
sent from this to the other members interested in receiving

such an information. Note that in this figure we consider just
one entity, sending the information to a plurality of users that
can be either other entities interested in the information by
commercial purposes or accounting to carry on an auditing
on this information. The system would be composed by a set
of these situations where communication takes place from
many to many and not only from one to many.

Figure. 1: Multicast: one-to-many communication

In Figure VI we include a trust entity that provides the ses-
sion key to encrypt the information to be distributed. Com-
munication of this session key is carried out similarly by ev-
ery user as in Figure 1 and only those users holding some
private information used to protect this session key will be
able to retrieve it. Then the session key is used to encrypt the
information to be audited and sent, once it is encrypted with
the session key.

Figure. 2: Secure Multicast Centralized

Thus we could summarized the scenario as follows:

• Audience is composed by a set of clients.

• Communications are encrypted with a session key.

• A Key Server distributes and refreshes the session key
by means of one-to-many communications.

• Communications among clients may be either one-to-
many or many-to-many.

• Clients can enter/leave the system at any time.

• We require perfect forward (and backward) secrecy.
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III. Protecting the Information

Through this section we will describe in detail the process
of protecting the information and how the session key is re-
freshed, which is depicted in Figure 2. We will also show that
the protocol is resistant against passive and active attacks.

We recall that when an entity wishes to make public any in-
formation this will be encrypted and sent as shown in Figure
1 in an efficient way (cf. [18]). The point now is how to re-
fresh the session key also in an efficient and secure manner.

Every user in the system is assigned a prime number xi that
we will denote a ticket. This ticket is given during the first
connection of the client to the Key Server and it is communi-
cated in a secure way. The client will not have to access the
Key Server again to this end during the life-time of the ticket,
i.e., we can assign a caducity to every ticket and after it ex-
pires, the client should ask for a new ticket to keep accessing
the distributed information.
The set up process is carried out in a very simple an efficient
way. The Key Server selects

• m and p, large prime numbers, such that m− 1 = p · q.

• k and δ, such that δ = k + p and δ < xi, for every
i = 1, . . . , n.

• g that verifies gp = 1 mod m.

• The session key to be distributed will be gk mod m.

However, the session key, as noted above above should be
distributed in such a way that only authorized users can ac-
cess it and thus, they will be able to retrieve the information
encrypted with such a key. To this end, the Key Serve just
makes two simple computations:

• First, it calculates the product of all the valid tickets in
a determined session, L =

∏n
i=1 xi. This will be kept

private at the Key Server..

• Secondly, it computes two integers u, v, by means of the
Extended Euclidean Algorithm (cf. [11]), and such that

u · δ + v · L = 1

Then the Key Server broadcasts u, as well as the public in-
formation g and m. Recovering the key is straightforward
for every user. Assume that a company holds the ticket xi.
Then it calculates u−1 mod xi = δ and gδ mod m = gk

since gp = 1 mod m. Then using this session key that can be
a symmetric key, any information is encrypted and securely
distributed. When an accountant receives the information, he
uses his own ticket to derive the secret key, and then gets the
information. It is important to note at this end that everyone
holding a valid ticket xj gets the same δ and so, the same
session key. The reason is that δ is the only solution of the
congruence system u ·x = 1 mod xj for every j in the range
[0, L−1]. Thus, using this efficient way of distributing infor-
mation we avoid unauthorized access since only those users
holding a valid ticket during a session will be able to decrypt
it. The consequences are that it will be impossible to theft of

information, as we will show below, and of course, confiden-
tiality and security of transactions.

In [13] the authors pointed out that every user holding a valid
ticket is able to compute δ and therefore it is possible to get
the number u · δ − 1, which is a multiple of the product of
every ticket, L, since xi is a factor of L that divides u · δ− 1.
Thus, if this user is able to factorize this number, then he
would get all the valid ticket at the session given by u. But
this may involve the factorization of a huge number if the
primes xi are selected large enough.

A very well-known attack to any key exchange is the so-
called “man in the middle” attack. In that case a forger im-
personates the Key Server identity and sends false messages
containing the session key. Then, information sent by any
user could only be decrypted by this forger and use the infor-
mation maliciously.
In [14, Section 3], the authors propose a “man in the middle”
attack using the above mentioned multiple of L. The forger,
as noted before, possibly a previously legal user h generates
a new value δ′ < δ, and computes u′ and v′ applying the
Extended Euclidean algorithm, such that

u′δ′ + v′(vL) = 1

Then member h sends g, m and u′ to the rest of users. Those
members will obtain the new value δ′ = u′−1 mod xi, and
compute the refreshed key as in the proposed protocol.
It can be seen that, as usual with this kind of attacks, this
issue is easily solved with any authentication associated pro-
tocol, i.e., the Key Server should send some attached infor-
mation allowing the users to authenticate the source of such
rekeying messages. This can be carried out by using typical
digital signatures ([11]), although we will also propose an
authentication method that can be derived from the rekeying
method.
However this is not the only menace that a key distribution
scheme face off when considering a group of users. Another
possibility is that any legal user could try to get some other
user’s private information. Thus the attacker could still get
all the information sent through the network even after his
own ticket’s caducity, this time using the private information
of someone else. However this is not the only problem. Our
system aims to be a way where entities can send securely
their information to other entities or accountants in charge
to carry out an auditing. In our system, as we will propose
later there is a way to authenticate legal users and therefore,
if someone is able to get the private information of anyone
else, then the forger could impersonate this user and sent fake
information with the disastrous consequences that this could
be imply for an entity that it is being audited, in case this
information shows worse results than the real one or, on the
other hand, if the fake information shows better results than
the real, then when the truth came up, this entity’s credibility
would be questioned by the accountants, but specially, by
customers and investors.

So let us show consequences and simple ways to avoid two
different attacks considered in [14, Section 3].
Firstly consider that a rekeying has taken place and the com-
ponents of the group of users, entities and accountants has
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not changed. So as noted above, any legal user has computed
a multiple of the product of L, namely v ·L. previously to the
rekeying. After rekeying, a new u′ has been distributed and
then, the same legal user has access to a new multiple of L,
v′ · L. Then the attacker can compute the greatest common
divisor of these two multiples, and if v and v′ are coprime,
then this will reveal L. If the group of participants is stable,
then this strategy could be carried out for a period until the
divisor obtained appears a determined number of times, what
will imply that the factor appearing is precisely L. However
this does not constitute a problem since, as we noted above,
if the attacker pretends to get other users’ tickets, then he will
have to factorize L, that is formed by primes large enough to
avoid the more simple case when any user tries to factorizes
simply the multiple v · L.

A second case involves a sequence of different rekeying mes-
sages where the group of users is changing, entering or leav-
ing the system. The attacker can try to apply successively Eu-
clid’s algorithm. The strategy here is similar, but in this case,
the attacker applies the algorithm until a ticket is revealed,
i.e., the algorithm is applied until the output is precisely a
prime number, that would correspond to some user’s ticket.
This has an easy solution by just considering as a factor of the
product L a ticket that is not revealed to anybody and kept se-
cret by the Key Server. This fake ticket can be changed after
a determined number of refreshments and thus, in the worst
case, the output of Euclid’s algorithm would give a integer
that is a product of two large primes and again, a factoriza-
tion attack will not be feasible.

IV. Authenticating Rekeying Messages

As we mentioned in the previous section any key distribu-
tion scheme is susceptible of an attack by forging the Key
Server’s identity. The way to avoid this is to attach some ad-
ditional information that allows authenticating the source of
the received data. This is a very simple way to avoid viruses
and their terrible consequences as vandalism or theft of in-
formation. In this section we give an authentication scheme
that do not pretend to be a substitute of digital signatures,
but an alternative to this in case of use light devices that may
not have the computing requirements to do so many times
efficiently as can be the case in real time communications
without desynchronizing and the corresponding loss of in-
formation.
Let us recall first the message authentication associated to
the key distribution scheme proposed in [13]. Assume that
the Key Server aims to distributes the session key gk mod m.
Then the Key Server carries out the following actions:

• It computes s = (gk)−1 mod L by means of the Ex-
tended Euclidean Algorithm,

• Then it chooses a random number a, such that a < xi,
for every xi.

• Finally, it broadcasts the pair {a · s, h(a)}. h(a) is the
output of a hash operation on a.

Now, when a member i receives the authentication message,
he computes h(a · s ·Kpub mod xi), which should be equal

to the value h(a) received in case xi is a factor of L, i.e.,
only users holding a valid ticket will be able not only to get
the session key, but also to be sure that this session key was
created by someone that knows their tickets, the Key Server.
Therefore, it is convenient that the authentication message is
attached to the refreshment message so authenticity can be
verified upon reception.

In [14, Section 5] the authors give a way to break the mes-
sage authentication protocol associated to the key distribu-
tion scheme. The attack to forge Key Server’s identity pro-
posed in [14] is as follows. Assume that a user has com-
puted a multiple of L, say v · L. Then he generates new
values for the parameters of the system, that is, m′, p′,
g′, δ′ and k′. Then, he computes u′, v′ applying the ex-
tended Euclid’s algorithm to δ′ and v · L. In this point, the
member h begins with the authentication protocol described
above, but using v · L instead of L, that is, he generates
s′ = (g′k

′
)−1 mod v ·L, and chooses a′ at random. Then, he

broadcasts the forged rekeying message (m′, g′, u′) and the
attached authentication message (a′ · s′, h(a′)).

When a user receives the message, he uses his ticket to com-
pute δ′ = u′−1 mod xi, and r′ = g′δ

′
mod m′. Then he

authenticates r′ by computing h(a′ · s′ · r′ mod xi).

It is easily observed that the authentication process works
since h(a′ ·s′ ·r′ mod xi) = h(a′) but only for those xi such
that a′ ≤ xi. Thus the authentication would not work for
those users whose tickets xj are lower than a′. Therefore an
entity holding such a ticket could inform the Key Server that
someone is sending fake rekeying messages, trying to forge
its identity.
We could increase the difficulty for developing such an attack
by simply considering authentication messages (a · s, h(a))
corresponding to a determined rekeying message such that a
is above a determined bound of the same order of the least
ticket, these tickets are distributed uniformly and there is not
a short distance between two consecutive tickets. The at-
tacker could then choose a′ less than a determined ticket, say
xh, and therefore the fake message succeeds just for the users
holding a ticket that is larger than xh.

A. An enhanced authentication scheme

As we have shown above, the attack that is proposed in [14]
succeeds for some users of the system, but there is always
somebody that could detect the fake message and denounce
it to the Key Server. We note that there are systems of sim-
ilar functionality, used mainly in multimedia transmission
in streaming as the well-known system proposed in [12] or
more recently in [7], where some trusted entities or users,
usually those with a longer stay at the communicating group,
that may help the Key Server to maintain a vigilance on the
distributed messages. If we assign this entities the lowest
tickets, then they would detect this attack. Thus once the
fake message is detected, then this detached user would in-
form the Key Server and this should track the origin of this
message and detect the forger. However, while detecting the
fake message and its origin some kind of fraud has possibly
taken place as theft of information or distribution of fake in-
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formation to be audited. Thus, we have to give an alternative
in order to avoid this difficult but possible attack.

The solution that we are introducing in this section will not
need the existence of this detached trusted entities and will be
shown to be secure. So let us assume a system as described
in the previous section where each client holds a ticket that
is used for decrypting and authenticating.
Now every user holds a ticket xi as before for decrypting the
rekeying messages and another one bi in the rank [0, xi − 1]
i = 1, . . . , n that will be used for authenticating the rekey-
ing messages. Note that we are assuming that the system is
composed by n entities. If, as above, r = gk mod m is the
session key to be distributed, then the Key Server carries out
the following actions to build the corresponding authentica-
tion information:

• Firstly, the Key Server selects a such that a < xi for
every i = 1, . . . , n.

• Then it calculates h(a) for h a hash function.

• Finally, the Key Server computes s = (gk)−1 mod L,
where L =

∏n
i=1 xi and solves the system of congru-

ences x = as + bi mod xi, i = 1, . . . , n, getting a
solution S.

Then the information that allows authenticating the session
key r is (S, h(a)).

Let us show now that every user is able to authenticate pos-
itively the rekeying message r = gk mod m: Firstly the
user computes Si = S − bi mod xi. Then, he computes
h(Si · r mod xi) and verifies that equals h(a) since S =
as + bi mod xi for every i = 1, . . . , n and sṙ mod xi = 1.
It is clear now that although a forger could try to impersonate
the Key Server by using a multiple of the product of all the
tickets, L, as proposed in [14], even if she is able to factor-
ize this product, then to forge the authentication message, he
needs to know all the secret values bi, i = 1, . . . , n.

Let us remark finally that length of the authenticating infor-
mation can be shortened. If as above r = gk mod m is the
rekeying information to be distributed between n users, the
Key Server gives every user a second ticket, namely, yi that
we will call the authentication ticket. Every authentication
ticket yi will be a prime number satisfying that m ≤ yi for
every i = 1, . . . , n. Then the new authentication protocol is
developed by using yi instead of xi as in the previous section.
We observe that yi’s only need to be coprime in order to get
the desired result given by the Chinese Remainder Theorem.
Then new authentication message is of the order of the prod-
uct of all the tickets yi’s, and, since there is not any possible
factorization attack as in the distribution protocol, then yi

could be considered shorter, simply greater than m.
Let us show the consequences in a real system we aim to in-
troduce in this work. Assume that our system is composed
10 entities including accountants and companies to be au-
dited and consider that the authentication tickets are given
by primes of 64 bits length. Then as we noted above the au-
thenticating information is of the order of the product of 10
primes of 64 bits, which gives that our message will a little

over 640 bits (recall that we are also sending h(a) of some
few bits more). Thus the authenticating information is quite
shorter than a typical X.509 certificate used in standard se-
cure communications.

V. Authentication between users

As we have mentioned several times through this work, a
crucial point in any auditing process is to authenticate the
source and destination of the information in order to prevent
a wrong auditing with its corresponding consequences and
the theft of information. Thus it would be convenient that
when establishing contact with any source, the communicat-
ing parties could authenticate each other in order to be sure
that both of them are legal users holding tickets given by the
Key Server.
Thus assume that an accountant, that we may denote by user
i, demands some information from a determined company,
denoted by user j. Firstly the accountant wishes to be sure
that user j corresponds to a company that has been authen-
ticated by the Key Server and it is not a forger trying to dis-
tribute fake information on this company. If this authenticat-
ing process succeeds then the communication will be estab-
lished. We will show that authentication is carried out with
no disclosure of any private nor sensible information.
Let us suppose first that the session key has already been
distributed, and that the public information is constituted by
the prime number m and the generator g of the cyclic group
ZZm. Then the authentication of the company, user j by the
accountant, user i is given by the following protocol:

• User i chooses a random integer t such that 1 < t < m
and sends it to the Key Server.

• The Key Server computes inv = t−1 mod L and sends
it back to user i.

• Then user i sends {inv, gxi mod m} to user j.

• User j calculates tj = inv−1 mod xj , βj = tj · (gxi)xj

and sends back {βj , gxj} to user i.

• User i computes βi = t · (gxj )xi , which should be equal
to βj .

If βi = βj then it is clear that j owns a valid ticket xj . Oth-
erwise user i should warn the Key Server and thus security
measures can be taken against user j.

As it can be observed, a force brute attack to try to derive
any information on the tickets xi or xj involves solving the
discrete logarithm ([11]).
However, in [14, Section 7], introduce an attack where the at-
tacker tries to use the above protocol to discover the ticket of
the users that supposedly is going to be authenticated. The at-
tack is as follows: firstly user i computes dhi = gxi mod m,
chooses inv at random and sends the pair (dhi, inv) to user
j. Then user j computes rj = inv−1 mod xj , dhj =
gxj mod m, and βj = rj · (dhi)xj mod m and sends
back to user i the pair (dhj , βj). Now peer i computes
dh = (dhj)xi mod m and recovers the value rj mod m =
βj · dh−1 mod m. If m is greater or equal than xj , then
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rj = rj mod m and (inv · rj − 1) is a multiple of xj . There-
fore, xj could be computed as xj = gcd(inv · rj − 1, v · L)
with high probability, where v ·L is the multiple that any user
is able to compute as we pointed out in the first section.

We point out that this reasoning works for those values xj

such that verifies either the prime m is greater or equal than
xj or rj is in the rank [0,m], since otherwise rj 6= rjmod m.
To avoid this situation we could consider only those authen-
tication messages verifying m < rj < xj . Otherwise, user j
will refuse the authentication message.

We can also observe in the above protocol that every time
a user wishes to authenticate another one, the Key Server is
demanded a number. This could constitute a problem in sys-
tems with a big number of users since these requests could
collapse the Key Server, which gives the opportunity to an
attacker of a denial by service attack, i.e., the Key Server
is not able attend the demands and broadcast new rekeying
messages, which can be used by the attacker to forge identi-
ties in the meanwhile with the consequences previously com-
mented.

We may address this two matters with the following easy so-
lution. If a peer wants to get a “challenge”, inv as denoted
in the above protocol, to authenticate other users can gener-
ate a list of numbers and send them to the Key Server. Then
the Key Server selects some of them among those numbers
whose inverse verifies what was noted before. To do so, the
Key Server selects inverses such that are in the rank of m
and the highest ticket (including possible false tickets as pro-
posed in Section 1). In this way the attack proposed in [14]
is not applicable. Moreover, the user may have a list of au-
thenticating messages (of single use for security reasons) that
may be an alternative to standard certificates expedited by an
authority. Figure 3 describes the authentication of users pro-
tocol.

Figure. 3: Secure Multicast Centralized

We could increase the difficulty to attack this protocol by
including some information in the Key Server message (sec-
ond step of the authentication protocol) to allow authenticat-
ing that part of the information that was created by the Key
Server and not by a forger.

VI. Conclusions

In this paper we have introduced a secure system for auditing
in order to get the doubtless benefits that an auditing infor-
mation system based on the modern information technolo-
gies can provide. We get the advantages of adding secure
protocols to the auditing process such as unauthorized ac-
cess, virus contamination, information vandalism, theft of
information, etc. We give a complete security system con-
sisting on an efficient algorithm to distribute information in a
secure way, based on an efficient algorithm to compute mul-
tiplicative inverses in a ring which is a product of finite rings.
We provide confidentiality of the distributed information and
authentication of the source such an information. We also
give a protocol to authenticate legal users, i.e. the final des-
tination of the distributed information, auditors, accountants,
investors, customers, etc. Our method also provides non-
revoking, that avoids denying of possible fake accounting
distributed information. Moreover, we can ensure integrity
of the distributed data and thus we can ensure that the orig-
inal distributed information is exactly what auditors receive
in real time. In other words, we are preventing fraud, one of
the main objectives of accounting. We have also shown that
the cryptoanalysis on the above mentioned algorithm carried
out by some authors in a previous work and that may affect
different parts of our system does not compromise security,
confidentiality of information, identity and secret informa-
tion hold by users or source of information, nor its efficient
functioning, i.e. we are foreseeing attacks by denial of ser-
vice, avoiding, in this way that the accounting process is car-
ried out in real time. We also provide alternatives to those
situations where the cryptanalysis may succeed showing now
its fortress against them and that can be used combined or in a
single way as an alternative to other traditional cryptographic
methods.
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