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Abstract:  With the wide usage of the World Wide Web get-
ting more and more popular nowadays, the impact of the In-
ternet on all user aspects of computer applications is huge.
Almost all the web applications focus on the authentication
and security preserving factors in order to overcome breach
of data, spamming and to prevent bots from accessing them.
To prevent the misuse of online servicing platforms and to
provide a good level of reliable, secure and authenticated ser-
vice, CAPTCHAs (Completely Automated Public Turing test
to tell Computers and Human Apart) play a vital role. Us-
ability aspect of CAPTCHA is defined as the ease of humans
dealing with its challenges and overcoming them. CAPTCHAs
should not be too easy for a human to identify while maintain-
ing high difficulty for the bots to recognize the solution. Many
of the existing text and image CAPTCHAs do not provide an
acceptable level of usability for various groups of people. In
this paper, we have designed a novel, usable, robust and reli-
able text CAPTCHA schemes framework named MACS-TCHA
(Manipulation of Alphanumeric characters, Colors and Shapes
- Turing test to tell Computers and Human Apart). A total of
4 primary variations of CAPTCHAs were designed and imple-
mented by incorporating multilayered randomness approach,
involving alphanumeric characters, shapes and colors for ob-
taining better usability. A large scale user study involving more
than 200 distinct users was conducted in order to compare and
evaluate the MACS-TCHA'’s accuracy and usability. A thor-
ough investigation has been made on the reliability, robustness
and performance of the proposed MACS-TCHA schemes with
the existing methods in order to thwart recognition attacks from
the bots. We also identified various usability factors for our

evaluation and the results show that the users achieved high ac-
curacy and consider our framework to be highly usable, reli-
able, fun and efficient.

Keywords: CAPTCHA, evaluation, MACS-TCHA, robustness, se-
curity, usability, performance

1. Introduction

With the humongous amounts of data flowing over the Inter-
net medium, there has also been an increase in the risks that
web applications are facing. Nowadays, websites are being
attacked by bots for different reasons, like stealing data,
intrusion of malicious users, crashing the server, etc. The
past few decades saw a variety of sophisticated mechanisms
to deal with these problems. To deal with overcoming these
issues and to fight these attacks and prevent the bots from
accessing the web data, various security methods have been
developed by researchers.

One of the prominent methods used is a Turing Test, de-
signed by Alan Turing. A Turing Test is a test for deter-
mining whether the user is a human or a computer. A Tur-
ing test is a game like test in which a human judge with 2
other individuals, one being a human and one is a computer.
The test proceeds with the judge asking both of them some
questions based on which the judge decides which of them
a computer is. For modern-day websites, a system called
CAPTCHA was introduced [1]. CAPTCHAs are Completely
Automated Public Turing tests to tell Computers and Hu-
mans Apart, meaning that instead of a human judge, there
is a program that decides between humans and bots. The ba-
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sic idea remains the same as the traditional Turing test. There
is some sort of text or image displayed along with some dis-
tortion/noise. The user has to enter the text or follow a set of
instructions and this user input becomes the deciding factor
in CAPTCHAs.

CAPTCHAs have become a necessity today, as they con-
tinue to provide authentication for humans to enter a website.
The CAPTCHA challenges the user by posing some ques-
tions that can easily be solved by humans. Such questions
might become a hassle for automation bots, thus providing
an upper hand for humans [2]. Further, by providing some
sort of distortion, this authentication process can be strength-
ened. Because of certain characteristics that can only be rec-
ognized by humans, this type of authentication method has
been successful. CAPTCHAS can be divided into two broad
categories:

OCR-based authentication- The user is asked to type char-
acters from distorted images. This method is mainly based
on the weakness of the OCR software because it faces dif-
ficulty in reading text from distorted images, and produces
inaccurate results.

Non-OCR-based authentication- This type of CAPTCHA
authentication focuses on multimedia support to authenticate
the user. Multimedia such as audio, video, pictures, etc. are
used to make such CAPTCHAs, for example being the Text-
to-Speech CAPTCHA [3], Video CAPTCHA [4], etc. Such
types of CAPTCHAs are sometimes easier for many users
but can require additional resources and time to crack.

The most common form of CAPTCHAs is text-based
CAPTCHAs. The basic idea of a Text CAPTCHA is to ob-
tain a text input from the user and analyze the input to con-
clude the user’s identity as a human or bot. Text CAPTCHAs
use a variety of techniques. There could be involvement of
distortion of characters, noisy background, crossed-out text,
and even some sort of instructions that the user has to follow
to reach the answer. All these factors are based on the as-
sumption that a human can recognize characters despite some
sort of variations.

There have been more attempts to exploit such CAPTCHAS
because of the fact that the text CAPTCHAs are the most
prominent ones used in various web applications. Using ap-
propriate machine learning techniques and image recogni-
tion, various types of exploitations have been done on the
different types of text CAPTCHAs.

The bottleneck in-text CAPTCHAs come due to their sim-
plicity. Because there is not enough variation in the text
CAPTCHAs, the characters can be recognized easily and
thus the answer can be retrieved. The distortion in the text
can also create irritation and delay for the user to enter the
valid answer. Another bottleneck is the confusion and de-
lay caused because of the overlapping of the characters, pre-
sented in some text CAPTCHAs. This overlapping is intro-
duced in order to defend the CAPTCHA from bots while en-
abling human users to complete the process. Although this
seems to be an efficient method to avoid bots, this also comes
with a disadvantage for human users. Such variations in text
CAPTCHAs tend to give a hard time to many users because
of the time taken by them to understand simple alphabets or
characters.

Goel et al.

To bridge the gaps in the literature, Tejaswi et al. have pro-
posed novel text CAPTCHA schemes named MACS-TCHA
based on colors and shapes along with their usability evalu-
ation [5]. This work deals with proposing four more novel
variations of MACS-TCHA which fulfill both security and
usability factors required for a robust and an efficient text
CAPTCHA, as an extension to the previous work [5]. A to-
tal of 4 primary variations of CAPTCHAs were designed and
implemented as a usability system. The key contributions in
our work, compared to [5], are summarized below:

o Design of novel, efficient and robust text CAPTCHA’s
by increasing the number of layers using multiple levels
of randomness that will make it difficult for the bots to
predict the correct answer while maintaining an accept-
able level of ease of use for humans.

« Performing extensive usability evaluation investigations
to analyze the accuracy, ease of use and other usability
factors for MACS-TCHA, through data collected from
a large user survey.

e Design of variations of MACS-TCHA intended for
any age group including children and mentally chal-
lenged people using elementary level knowledge of ba-
sic colors and shapes, instead of irritating distortion in
CAPTCHA.

A detailed and thorough theoretical analysis to show the
robustness of our proposed MACS-TCHA schemes in
order to analyze the effect of recognition attacks from
bots using inferences from the existing works on primi-
tive deep learning models.

The different variations of MACS-TCHA have several ap-
plications for practical security domains. Web Registration,
Online Polling and Mitigating Comment Spam are the most
common examples of the practical usage of MACS-TCHA.
Since flooding attacks and bot attacks can create a nuisance
for web applications, MACS-TCHA can effectively prohibit
bots from entering the homepage. Since MACS-TCHA asks
the user to perform a specific task, Dictionary attacks and
Phishing attacks can also be prevented. Even in the field of
online gaming, usage of bots is a massive threat, which can
be prevented by using MACS-TCHA to distinguish between
a human user and a bot. Since these applications fall under
the domain of security and privacy of applications connected
over the internet, MACS-TCHA serves a solid web security
and privacy protection application.

This paper is organized as follows: Section 2 discusses the
literature review of text and image CAPTCHAs. Our pro-
posed MACS-TCHA schemes are explained in Section 3. In
Section 4, we present the usability evaluation studies and
discussions of our proposed schemes. Reliability Analysis
and Robustness of proposed MACS-TCHA Schemes are pre-
sented in Section 5. Section 6 presents the Human Percep-
tion Analysis from the Usability evaluation of MACS-TCHA
Schemes. Section 7 concludes with future directions.

II. Literature Review

In this section, various types of CAPTCHAs existing in the
literature have been elaborated with their design along with



A Novel and Efficient Multilayered Approach to CAPTCHA: Design, Performance and Usability Evaluation

a short analysis of the same.

A. Gimpy CAPTCHA

Figure. 1: GIMPY CAPTCHA

The methodology behind this CAPTCHA is to select a few
words and present them as distorted and corrupted images
by adding colors in the background and making non-linear
modifications and asking the user to type the words correctly
[5]. The words generally consist of simple words from the
English dictionary as seen in Figure 1. Generally, the user is
asked to type in any three words, so that it becomes difficult
for a machine to solve the CAPTCHA. By adding noise, rota-
tion, or scattering, Walid Hassan [7] showed that these types
of CAPTCHAs are not easy to break as they create variabil-
ity in detecting. In 2003, Mori and Malik [8] showed a way
to break Gimpy using shape context. This method from then
on is used for various exploitation techniques for CAPTCHA
recognition and shape matching. There are other variations
of this Gimpy CAPTCHA like EZ-Gimpy and Gimpy-r[34].

B. Baffle Text

(RAUSE

Figure. 2: Baffle Text CAPTCHA

In this type of CAPTCHA, an image is filled with random al-
phabets in a sequence, to form a random word, which may or
may not have any meaning, and then the image is processed
in different ways, to introduce noise into the image. As seen
in Figure 2, this will distort the image visibility and increase
the difficulty for the user in reading the letters [9]. A great
merit of this type of CAPTCHA is that it is safe from dictio-
nary attacks since the words are not standard English words.
A major demerit of this design is the distortion of images
displayed to the user, making it difficult to solve.

C. Animated CAPTCHA

The Animated CAPTCHASs came into existence due to the
limitations in static CAPTCHAs. Such CAPTCHAs involve
some sort of manipulation with frames and movement of
characters. This is an approach widely presented by many
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Figure. 3: Animated CAPTCHA

researchers like Cui et al. [10][11]. The basic idea is to
present some sort of movement to the primary subject of the
CAPTCHA over and above some sort of noise in the back-
ground.

As stated by Yang-Wai Chow and Willy Susilo [12], this type
of CAPTCHA takes the advantage of the ability in humans
to recognize depth through motion, which is still unknown to
a computer. Further, as mentioned in Figure 3, the change in
frames makes it difficult for a machine learning bot to rec-
ognize the correct answer. Willy Susilo [13] further men-
tions the methods of breaking an animated CAPTCHA - Hel-
lIoCAPTCHA wherein parameters like time delay in showing
frames in animated CAPTCHAs can become a major reason
for the loss of security and result in the breakdown of such
CAPTCHA s using effective exploitation methods.

D. Question-based CAPTCHA

Question Based CAPTCHA

Written by:
Mohammad Shirali-Shahreza
Sajad Shirali-Shahreza
Please answer the following question
There are 1 § v 4 a5 and

i B
4 £ in the room. How man
u’}-) ¥ ¥
stationeries are in the

Foom?

RS A

Figure. 4: Question-Based CAPTCHA

The Question-based CAPTCHA was designed to get a fast
response from the user by giving them a simple situation
containing images and numbers related to the images with
a question at the end. The questions can be answered by
any human easily while a bot would face problems in un-
derstanding the question and predicting the answer would be
very difficult. For example, “There are 5 pencils, 7 oranges,
and 2 sharpeners on a table.

“How many stationeries are there on the table in total?”’[14],
so here the answer is 7 because pencils and sharpeners come
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in the category of stationeries (5+2=7) while oranges come
in the category of fruits, which is very hard for a bot to de-
tect and categorize, and then predicting the answer would be
tough and the bot could be misled by the use of the images
to predict a wrong answer as shown in Figure 4. The merit
of this CAPTCHA is that it is very time-efficient for the user
as the user just has to figure out and type a number and the
demerit being that if the user does not have the knowledge of
the categories then it would be difficult for the user to solve
it.

E. No CAPTCHA ReCAPTCHA

I'm not a robot

Figure. 5: No CAPTCHA ReCAPTCHA

Google ReCAPTCHA is one of the most used CAPTCHAS
in the whole of the community. Basically, this CAPTCHA
asks whether the user is a bot or not, as shown in Figure
5, and gathers some information from the user’s behavior of
his previous, current, and future actions while clicking the
checkbox and analyses it to check whether the user is a bot
or not [15]. The analysis can also include the user’s brows-
ing history as well as the movement of the user’s mouse on
the page. If still the CAPTCHA is unsure of the user then it
could present the user with a visual ReCAPTCHA to ensure
the security of the system and the user have to follow its in-
struction to pass it. The No CAPTCHA was concluded as the
least frustrating test among the many available CAPTCHAs
and the readiness for future use for this CAPTCHA is also
great as per the survey conducted by Gafni et al.[16]

The ReCAPTCHA system considers a wrong image coupled
with correct ones as a correct answer and this flexibility in
terms of answer verification might be a weak point that can
be used to break this CAPTCHA.[17]

FE. Simple text-based CAPTCHA

SIMPLE TEXT BASED CAPTCHA

(r=. T

Figure. 6: Simple text-based CAPTCHA

Goel et al.

This CAPTCHA focuses on preventing breaking attacks
by presenting many types of obstructions. As shown in
Figure 6, obstructions like font variations, random length
of CAPTCHA, disallowing replays of previously submitted
CAPTCHAS, rotating the strings/code at various different an-
gles, etc. [18] This kind of CAPTCHA prevents mainly im-
age recognition but is different for users to crack in one go
and some characters are difficult to understand for the user
which sometimes demands to be refreshed.

G. 3-D CAPTCHA
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Figure. 7: 3-D CAPTCHA

In this type of CAPTCHA, the assumption made by the cre-
ators is that humans can recognize 3D characters better than
the OCR (Optical Character Recognition) machine learning
bots [19].

The CAPTCHA requires the user to enter the characters from
left to the right sequentially. These characters are in 3D form
instead of 2D format. This creates a restriction for the auto-
mated bots to figure out the correct answer. Furthermore,
they have given various other schemes that are variations
of the CAPTCHA given in Figure 7. By considering noise
and overlapping their CAPTCHA can increase the difficulty.
Users with eye-related issues would find such CAPTCHAS
very difficult to solve. Even for someone having healthy eye-
sight, reaching the correct answer for this type of CAPTCHA
can be tiresome.

H. Clickable CAPTCHA

In this type of CAPTCHA, the user must click on the three
English words which are mixed amongst the other sequences
of letters. If the user clicks on any other words, the solution
is termed as invalid. This type of CAPTCHA can have many
variations, such as words in some other language, or different
grid sizes, or a different number of correct solutions, and so
on, as shown in Figure 8. [20] But this type of CAPTCHA
has many drawbacks. One of them is that the user has to be
proficient in English to solve this. Also, this CAPTCHA can
be solved by bots using OCR. And also, the user cannot solve
this CAPTCHA on a phone or other small devices, since the
letters are disoriented and very hard to see properly.

New types of CAPTCHASs have emerged over the years,
like the De-CAPTCHA [42], where the authors have used
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Figure. 8: Clickable CAPTCHA

character extraction from CAPTCHAs, which is done us-
ing a Depth First Search technique, while character recog-
nition is done using a Convolutional Neural Network. Ale-
jandro et al. [43] propose a novel method BeCAPTCHA,
which works by analysing the drag and drop tasks in addi-
tion to accelerometer data from touchscreen input to recog-
nize whether the sample is from a bot or a human. The au-
thors use HuMIdb along with Generative Adversarial Neural
Networks and handcrafted methods to generate fake samples
and test their novel framework. UNI-CAPTCHA [44] is a
novel robust and dynamic user-non-interaction CAPTCHA
Model, which is based on hybrid biLSTM and Softmax.
The author Ahmet Ali Siizen, has conducted a robust study
on the behavior-based CAPTCHA, that is, UNI-CAPTCHA,
which was also developed in this paper. It was developed
to detect user-bot without interaction with user. The UNI-
CAPTCHA engine outperforms standard bot detection and
CAPTCHA solutions in terms of stability, speed, and detec-
tion. Asish et al. [45] present a two stage verification scheme
using HandCAPTCHA and presentation attack detection
(PAD) by taking the real hand images of legitimate users
who have successfully passed a random HandCAPTCHA
challenge. In comparison to HandCAPTCHA [46], which
was presented by the authors earlier, the new two stage
scheme overcomes vulnerability attacks and provides en-
hanced security. There are many other types of CAPTCHAS
such as GeoCAPTCHA [30], CaRP (Captcha as gRaphi-
cal Passwords) [31], Secure Text-Based CAPTCHA [32],
Microsoft’s Two-Layer CAPTCHA [33], Smart CAPTCHA
[35], e-banking CAPTCHAs [36], Hollow CAPTCHA [37],
CAPTCHsStar [38], The Yahoo! CAPTCHA [39], Jigsaw
Puzzle CAPTCHA [40] and CLAPTCHA [41].

All the above-mentioned CAPTCHAs offer some sort of dis-
tortion of characters to the users. This could include overlap-
ping of characters, adding depth to characters, adding lines
and noise in the background, tilting the characters at some
angle, etc. All these are sufficient to avoid bots from break-
ing the CAPTCHAs, although these come with a cost at the
human end. For any normal user to enter the valid answer
to a CAPTCHA, a certain amount of time is required which
is increased in the above cases due to the visual complex-
ity. Because a normal user has to strain their eyes in order to
complete the CAPTCHA, a certain amount of irritation and
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confusion is created every time the user encounters one of
the above-mentioned CAPTCHA.

Along with advances in novel frameworks of CAPTCHAs
over the years, significant work has been done for breaking
existing CAPTCHAs. Ying Ma et al. [47] propose a novel
CAPTCHA recognition algorithm called neural CAPTCHA
networks (NCN). By the use of Convolution Neural Net-
works and bidirectional recurrent modules, NCN extracts the
features from text-based CAPTCHAs and learns spatially se-
quential information from them. According to the authors,
NCNs can efficiently solve puzzle based CAPTCHAsS, char-
acter recognition and character matching CAPTCHAs along
with arithmetic operation related CAPTCHAs. There are a
variety of complex CAPTCHA these days, but Yao Wang et
al. [48] have proposed a fast text captcha solver based on a
small number of samples. They have built a generative adver-
sarial networks to simplify the captcha images before charac-
ter segmentation and recognition. By using this model, they
have achieved a very high success rate of over 96% charac-
ter accuracy. Similar work had been done by Chunhui Li
[49], where they have proposed an end-to-end attack strategy
to break text-based CAPTCHAs based on cycle-consistent
generative adversarial network. The have discussed in de-
tail about how to train and use the model and also the pros
and cons of the proposed model. This is indeed the next step
to break simple text based CAPTCHAs and can be used for
further analysis on more such complex CAPTCHAs.
MACS-TCHA intends to solve the above mentioned issues
by introducing variations in a text CAPTCHA in the form of
multiple layers instead of placing distortion or noise in the
image [5]. The random nature of generating the alphanu-
meric characters, colours and shapes helps in an effective de-
sign of the proposed CAPTCHA schemes. MACS-TCHA
will reduce the irritation felt by the user and also give the
user a simple puzzle-like task instead of asking the user to
guess distorted characters. The best characteristic of MACS-
TCHA is that it uses basic colors and shapes which can be
identified by any group of people. The instructions are given
in easily understandable English allowing the user to solve it
quickly. Thus, this CAPTCHA does not create a high degree
of confusion to a human and is very tough for a bot to pre-
dict the correct answer due to variations of layers used.The
next section presents the detailed design and system of the
proposed MACS-TCHA Schemes.

III. Design of our proposed MACS-TCHA Al-
gorithms

The idea of MACS-TCHA was to create a CAPTCHA that
involves concepts that can be solved by any age group of
people. By using concepts like Shapes, Colors, Alphabets,
Numbers, and basic mathematical operation, MACS-TCHA
makes sure that the bots will find it very tough to break the
system and at the same time humans can reasonably feel
comfortable to solve the CAPTCHA. This enables not only
the professionals but also elementary level school-going chil-
dren to solve the CAPTCHA. With the increasing use of
the World Wide Web and its associated technologies, many
schools have already incorporated the latest technologies in
their syllabi. With MACS-TCHA, we strongly believe that
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it will be easy for many student communities and even peo-
ple who have not received complete education to completely
solve a CAPTCHA. The only knowledge the user needs to
know to solve our CAPTCHA is at an elementary school
level.

The main aim was to create a distinction between human
users and computer bots by the means of multiple layers of
design. In every layer of the design, a certain degree of ran-
domness is used to generate the parameters (includes char-
acters, numerals, colours and shapes) involved. This would
prevent the CAPTCHA from being susceptible to various ex-
ploitation attacks. This was done to keep in mind the ease
of solving the CAPTCHA by human users while maintain-
ing enough entropy at every layer. With this thought in
mind, two major classifications of MACS-CAPTCHA have
been designed and furthermore superior versions of the two
MACS-TCHAs are also proposed and evaluated. For each
CAPTCHA, we display 5 character/digit images, 5 shapes, 1
instruction statement for the user along with an input block
and a submit option. On clicking the submit button, a mes-
sage is displayed on the screen validating the user’s input.
The workflow of the design of our proposed novel MACS-
TCHA is shown in Figure 9. It starts by mapping the
digits in the number_array to their corresponding images
using the image hashmap. With this, the correspond-
ing shape(which could be a colored circle or a black cir-
cle/triangle/square/rectangle) is placed. The shapes are then
checked by referring to the rgb_array or shapes_array and
placed in it accordingly. Once this step is implemented for a
single character, the same is done for all the remaining char-
acters using a loop. Further, the chosen instruction statement
is displayed, followed by the input block, and the submit but-
ton below the displayed CAPTCHA.

A. Numeric_Color based MACS-TCHA

In this scheme, a sequence of random numbers inside col-
ored circles is displayed to the user. The user has to enter
the sequence of numbers from left to right as asked in the
instruction statement shown. The algorithm starts by cre-
ating a static array of randomly generated numbers. Every
time the user fails to enter the correct answer or reloads the
CAPTCHA, this array is reinitialized with a new set of num-
bers generated randomly. This serves as the first layer of vari-
ation in our algorithm. Further, another static array is created
to store randomly generated colors which serves as the sec-
ond layer of variation. This is achieved by creating another
array that contains the number of choices for the colors pro-
vided. For every choice, the first letter of the color is stored
inside this static array. From this newly created color array,
a random index is selected, based on which the instruction
statement is devised.

Since the colors are randomly selected, the instruction state-
ment would also be different each time. With the help of the
randomly chosen index and randomized colors in the color
array, the instruction statement from a previously stored
string array can be chosen. This variation in the instruc-
tion statement serves as the third layer of variation in our
algorithm. Because the integer array and the color array are
of equal size, individual digits to the colors can be easily
mapped using the index. Further, every index with the color

Goel et al.

Algorithm 1 Numeric_Color based MACS-TCHA Algo-
rithm

Ensure: n =5
function GENERATOR
fori =0ton — 1do
number_array[:] = random_number(0 to 10)
end for
fori =0to9do
image_hashmap.insert (¢, “Digit.jpg”)
end for
rbg_hashmap.insert(“first_letter_of_color”,color)
fori =0ton — 1do
if pos == 1 then
color_array[i] = “r”
else if pos == 2 then
color_array[:] = “g”
else
color_array[:] = “b”
end if
end for
{Declare variable condition by choosing a random in-
dex from 0 to n-1}
{Declare variable find value = shape array[condition] }
if find_value=="first_letter_of_color” then
instruction_statement = op-
tions[corresponding_index_of_first_letter]
end if
fori =0ton — 1do
if color_array[¢] == find_value then
result_vector.append(number_array|[:])
end if
end for
for 7 = 0 to result_vector.size() do
answer += integer_to_string(result_vector[7])
end for
end function

function USER_INPUT(answer)
read user_input

if user_input == answer then
message = “VERIFIED”

else
message = “TRY AGAIN”
answer = 7
result_vector.clear()
GENERATOR()

end if

end function
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Figure. 9: Flowchart depicting workflow of MACS-TCHA

in the chosen instruction statement is compared and used to
reach a valid answer. Since this answer is not of a fixed
length, a dynamic array is used, like a vector in our case
to store this result. The flexibility in the size of the answer
serves as the fourth layer of variation.

94897

Enter the mumbers from left to right inside Blue circles

——

Figure. 10: Numeric_Color based MACS-TCHA

Furthermore, the CAPTCHA is displayed to the user by
merging pictures of numbers that were retrieved with the
help of the Hashmap, which stores the number as the key
and the image address of each of the numbers as the value.
This is then retrieved using the randomly generated number
array bypassing each of its numbers as a key for the hashmap
and getting the address of the image which could be parsed
and displayed by the selected language in a sequential way
so that it looks like a continuous CAPTCHA. Then another
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hashmap is used to store the first letter of the color as its key
and the complete color name as its value. The color could
then be retrieved by the language for making the colored
circle around each displayed number according to the color
array. Effectively, the user sees a set of numbers encircled
within different colors as given in Figure 10. Along with
this, instruction is displayed to the user which they can use
to reach a suitable answer. The corresponding algorithm for
this scheme is given in Algorithm 1.

Two different variations for Numeric_Color based MACS-
TCHA are listed below in sub sections 3.1.1 and 3.1.2.

1) Sum_Color based MACS-TCHA

In the first variation, instead of asking the user to enter the
numbers sequentially from left to right, the user is required
to enter the sum of numbers according to the instruction
statement as displayed in Figure 11. Instead of traversing
through the vector that stores the answer characters and
appending them to the string variable answer in Algorithm
1, the characters can be directly added to an integer type
variable answer. Further, this variable can be type-casted
into a string in order to match the user’s input.

Q0@se

Enter the sum of numbers inside Blue circles

Figure. 11: Sum_Color based MACS-TCHA

2) Alpha_Color based MACS-TCHA

In the second variation, as shown in Figure 12, the total
number of characters inside the hashmap is increased by in-
volving small case alphabets. This decreases the probability
of retrieving a character from 0.1(1/10) to 0.02778 (1/36)
and makes it harder for bots to predict the result for the
CAPTCHA.

After creating the static array of the random numbers,

000

Enter the characters from left to right inside Red circles

——

|
Figure. 12: Alpha_Color based MACS-TCHA

Algorithm 2 is appended to Algorithm 1. The primary
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change is that the dataset size is increased by including
alphabets so that the probability of predicting the answer is
reduced, as discussed above.

Algorithm 2 Alpha_Color based MACS-TCHA

alphabets = “abcdefghijklmnopqrstuvwxyz”
for i = 0to 36 do
if i < 10 then
digits_hashmap.insert(i, Integer_to_String(s))
else
digits_hashmap.insert(i, alphabets.substring(s - 10,
i-9)
end if
end for
for i = 0to 36 do
image_hashmap.insert(
its_hashmapl[i] + ”.jpg” )
end for

digits_hashmap[¢] , dig-

B. Numeric_Shape based MACS-TCHA

In this scheme, a sequence of random numbers inside shapes
is displayed. The user has to enter the sequence of num-
bers from left to right as asked in the instruction statement
shown. Just as explained in Section 3.1, we start by generat-
ing a static array of randomly generated numbers. Every time
a user fails to provide the correct solution to the CAPTCHA,
this array is reinitialized with a new set of numbers gener-
ated randomly which acts as the first layer of variation in our
algorithm. Similarly, a static array is created, consisting of
random numbers which will serve as the first variation layer.
This is achieved by creating another array that contains the
number of choices for the shapes provided. For every choice,
the first letter of the shape is taken and stored inside this static
array. From this newly created shape array, a randomly se-
lected index decides the instruction statement and our result.
The instruction statement is then randomly chosen from a
previously stored string array which is the third layer of
variation in our algorithm. Since the number array and
the shape array are of equal size, individual digits to the
colors can be mapped using the index. Similar to what is
mentioned in section 3.1, every index with the shape in
the chosen instruction statement is compared and the valid
answer for the user to enter, is calculated. Since this answer
is not of a fixed length, a dynamic array like a vector in our
case is used to store this result. This flexibility in the size
of the required answer serves as the next layer of variation.
Effectively, a sequence of numbers is displayed, where each
digit is inside a shape which could be a square, triangle, or
circle. As seen in Figure 13, an instruction statement for the
user is displayed along with this CAPTCHA. The detailed
algorithm is shown below in Algorithm 3.

1) Sum_Shape based MACS-TCHA

In this variation, instead of asking the user to enter the
numbers inside a certain colored shape sequentially from
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Algorithm 3 Numeric_Shape based MACS-TCHA Algo-
rithm
Ensure: n =5
function GENERATOR
fori=0ton —1do
number_array[:] = random_number(0 to 10)
end for
for i =0to9do
image_hashmap.insert (2, “Digit.jpg”)
end for
fori=0ton —1do
if pos == 1 then
shapes_array[¢] = “c”
else if pos == 2 then
shapes_array[i] = “¢”
else
shapes_array[:] = “s”
end if
end for
{Declare variable condition by choosing a random in-
dex from O to n-1}
{Declare variable find value = shape array[condition] }
if find_value=="first_letter_of_color” then
instruction_statement = op-
tions[corresponding_index_of _first_letter]
end if
fori=0ton —1do
if shapes_array[i] == find_value then
result_vector.append(number_array|[:])
end if
end for
for = 0 to result_vector.size() do
answer += integer_to_string(result_vector[])
end for
end function

function USER_INPUT(answer)
read user_input

if user_input == answer then
message = “VERIFIED”

else
message = “TRY AGAIN”
answer = 7
result_vector.clear()
GENERATOR()

end if

end function
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Enter the numbers from left to right inside a circle
Figure. 13: Numeric_Shape based MACS-TCHA

left to right, the user is required to enter the sum of numbers
according to the instruction statement as given in Figure
14. Instead of traversing through the vector that stores the
answer characters and appending them to the string variable
answer in Algorithm 2, the characters can be directly added
to an integer type variable answer. Further, this variable
can be type-casted into a string in order to match the user’s
1mput.

27)2f218

Enter the sum of numbers inside a circle

Figure. 14: Sum_Shape based MACS-TCHA

2) Alpha_Shape based MACS-TCHA

In the second variation, as shown in figure 15, the total num-
ber of characters inside the hashmap is increased by involv-
ing small case alphabets. This decreases the probability
of retrieving a character from 0.1(1/10) to 0.02778 (1/36)
and makes it harder for bots to predict the result for the
CAPTCHA.

After creating the static array of the random numbers, Al-

<1 )8/h (v

Enter the characters from left to right inside a square

—

Figure. 15: Alpha_Shape based MACS-TCHA

gorithm 2 is appended to Algorithm 3. The change is that
the dataset is magnified by including alphabets so that the
probability of predicting the answer is reduced as discussed
above.
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C. Time and Space Complexity Analysis of MACS-TCHA

Time Complexity: The proposed algorithms for all the ver-
sions of Alpha_Color and Alpha_Shape based MACS-TCHA
work in O(n) and §2(n) where n denotes the size of the
Hashmap used for mapping the alphanumeric characters
in generating the MACS-TCHA. Linear time complexity
is achieved since the algorithm iterates over the Hashmap
only once. Numeric_Shape, Numeric_Color, Sum_Shape and
Sum_Color based MACS_TCHA schemes have a smaller
Hashmap size since they contain only numeric characters.

Space Complexity: The proposed algorithms for all the
versions of Alpha_Color and Alpha_Shape based MACS-
TCHA have a space complexity of O(n) and Q(n) since
we store a Hashmap of size n and a few linear arrays. Nu-
meric_Shape, Numeric_Color, Sum_Shape and Sum_Color
based MACS_TCHA schemes have a smaller Hashmap size
since they contain only numeric characters.

IV. Usability Evaluation Analysis and Discus-
sions

Opverall simulation is performed on an Intel i7 processor 9th
generation with 16GB Main Memory and 1TB Solid State
Drive on Windows 10 Platform. Apache NetBeans, an In-
tegrated Development Environment (IDE) is used for devel-
oping Java applications. It is much easier to visualize and
run GUI based programs in Java comparison to C or C++.
The libraries used for making the working prototypes are
AWT(Abstract Window Toolkit), Applet, Utility. The plat-
form used for developing these CAPTCHAs is JAVA Applet.
Java Applet provides a good option for developers to play
with dynamic content. Also, it can run inside the browser
and works at the client-side. It executes very quickly as the
process of caching is employed by computers thus shorten-
ing the program’s runtime as well as it can work on various
platforms, thus making it platform-independent.

An exhaustive usability evaluation survey was conducted for
a total of four CAPTCHAs, for which we received responses
from 204 users from various age and professional groups.
Out of these, 135 being male and 69 being female and a good
variety of users were surveyed belonging to different profes-
sional groups. Precisely 126 university students, 38 school
students, and 40 working professionals participated in the
survey. These consist of people from different age groups,
of which 121 belonged to the age group 15-20, 37 people
were above 30, 30 people were between 20 and 25, 6 people
between 15-20 and 10 below 15. The responses were cat-
egorized based on their gender, age, and profession which
allowed us to analyze the data accurately.

All the users were requested to rate our MACS-TCHAs based
on the following parameters - Ease of Use, Clarity of Instruc-
tion Set, Clarity in understanding Colors and Shapes, and
finally Clarity of Characters inside the Shapes. The respon-
dents had to choose between easy, moderate, and difficult for
all the above parameters for the CAPTCHAS shown to them.
The following factors form the basis for the usability rank we
created.

Factors used:
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o Ease of Use - This factor is used to determine the ba-
sic complexity for solving the CAPTCHA. The respon-
dents were asked to provide their feedback on the diffi-
culty they faced in reaching the final answer for every
CAPTCHA.

o Clarity of Instruction Set - This is used to determine the
understanding level of the instruction statement given to
the user. The respondents were asked to give their feed-
back on the difficulty to understand and comprehend the
instruction statement.

e Clarity in understanding Colors and Shapes - This is
to map the confusion based on shapes and colors. By
gathering the responses based on this parameter, we can
understand the difficulty faced by the user while recog-
nizing the shapes and colors.

o Clarity of characters inside the shapes - This factor is
used to find out whether the given characters inside the
shapes are clear to the respondents while understanding
and filling the response.

Further, the respondents were asked to solve the CAPTCHA.
This helped us in understanding the overall difficulty as well
as the success rate of each CAPTCHA, which is represented
in the form of a Hit Ratio as given below.

Totalnumbero f correctresponses
HitRatio = / P

Totalnumberofresponses

Apart from this, we put forth a question to the respondent,
asking their opinion on the need to refresh the CAPTCHA.
This gave us a very promising response where 96.1% of the
people didn’t feel the need to refresh the Sum_Color based
MACS-TCHA. 94.6% of people for Alpha_Color based
MACS-TCHA and Sum_Shape based MACS-TCHA and
92.2% of the people for Alpha_Shape based MACS-TCHA
vouched for not refreshing. This proved to us the usability of
our CAPTCHAs in real-world applications and because of
the simplicity yet a small challenge, resembling a puzzle, our
CAPTCHA showed meaningful and interesting results. For
clarity sake, all the data represented in the graphs and tables
for the 4 proposed CAPTCHA schemes are represented as:
For clarity sake, all the data represented in the graphs and
tables for the 4 CAPTCHA schemes is represented as:

¢ Sum_Color MACS-TCHA (Scheme 1)
o Alpha_Color MACS-TCHA (Scheme 2)
o Sum_Shape MACS-TCHA (Scheme 3)

o Alpha_Shape MACS-TCHA (Scheme 4)

A. Analysis of MACS-TCHAs based on Hit Ratio

It is observed from Figure 16 that the Sum_Shape based
MACS-TCHA is the most accurately attempted while the Al-
pha_Color based MACS-TCHA is the least accurate among
them. In fact, both Alpha_Color based MACS-TCHA and
Alpha_Shape based MACS-TCHA are almost equal in terms
of Hit ratio.
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Figure. 16: Hit Ratio vs CAPTCHA Schemes

Since the Sum_Color based MACS-TCHA and Sum_Shape
based MACS-TCHA have only numeric characters, they
have a more accurate response from the users as seen in Table
1. Due to the similarity in few alphabets, users can attempt
the CAPTCHA incorrectly, although the chance for this is
very low considering the fact that the English language has
distinct characters. The example provided in the survey had
confusing characters in order to get the worst case hit ratio.
In the case of the original program, these numbers will in-
crease since every user will get a different sequence of char-
acters.

B. Analysis of Genders based on each factors

Here, we have performed a detailed study of the usability
evaluation of MACS-TCHA by various genders for every
factor considered which are discussed in subsections.

1) Effect of Gender on Hit Ratio

Figure 17 depicts the Hit Ratio based on the gender of
the user, for the four CAPTCHA schemes. For the
Sum_Color based MACS-TCHA, a higher percentage of fe-
male users solved the CAPTCHA correctly than the male
users, whereas a higher percentage of male users solved the
fourth CAPTCHA correctly. The accuracy for both the gen-
ders was almost the same in the case of the Alpha_Color
based MACS-TCHA and Sum_Shape based MACS-TCHA.
It is scientifically proven that females have a better un-
derstanding and perception when it comes to colors [21].
Since Sum_Color based MACS-TCHA includes colors, more
number of females have correctly attempted the CAPTCHA
which can be seen from Table 2.

2) Effect of Gender on Ease of Use

Figure 18, as shown below, depicts the percentage of people
who found the CAPTCHASs either easy, moderate, or diffi-
cult, based on their genders. Although almost all the four
graphs show that the users found the CAPTCHAs easy, fe-
males have a higher percentage for the moderate level in
terms of ease of use. In Sum_Color based MACS-TCHA
and Sum_Shape based MACS-TCHA, users were meant to
calculate the sum of numbers according to the instruction
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Table I: Hit Ratio for all CAPTCHA Schemes
CAPTCHA Schemes
Scheme 1 Scheme?2 Scheme3  Scheme 4
Hit Ratio 0.853 0.745 0.912 0.755
Table 2: Factors vs Gender for all CAPTCHA Schemes
CAPTCHA Schemes
Male Female
CAPTCHA Scheme CAPTCHA Scheme
1 3 4 1 2 3 4

easy 9482 9259 9630 91.10 89.86 86.96 91.30 85.51
Ease of Use(%) medium 3.70 6.67 2.96 8.15 10.14  11.59 7.25 11.59
hard 1.48 0.74 0.74 0.74 0.00 1.45 1.45 2.90

easy 90.37 88.89 94.07 90.37 86.96 8696 9275 82.61

Clarity of Instruction Set(%) medium 8.15 10.37 4.45 7.41 13.04 11.59 7.25 15.94
hard 1.48 0.74 1.48 2.22 0.00 1.45 0.00 1.45

Clarity in easy 88.89 89.63 9556 89.63 8696 85.51 91.3 88.4
understanding Colors(%) medium 8.89 6.67 2.96 8.89 13.04 13.04 7.25 7.25
and Shapes hard 2.22 3.70 1.48 1.48 0.00 1.45 1.45 4.35

easy 95.56 9334 97.04 9185 8551 8551 89.86 82.61

Clarity of characters(%) medium 3.70 3.70 1.48 5.93 11.59  13.04 8.69 14.49
hard 0.74 2.96 1.48 2.22 2.90 1.45 1.45 2.90

Hit Ratio 0.82 0.79 0.91 0.80 0.91 0.78 0.91 0.70

1 . y . ; - CAPTCHA 1 - CAPTCHA 2

[ vale [EFemale

2 3
CAPTCHA Schemes

Figure. 17: Hit ratio vs CAPTCHA Schemes based on Gen-
der

statement, which was easy for them to understand. But in
Alpha_Color based MACS-TCHA and Alpha_Shape based
MACS-TCHA, the moderate and difficult percentages in-
creased as compared to the other two CAPTCHAs. This is
because of the example that was given to the user which con-
tained all alphabets as the answer and users were confused
and tried making a meaningful word out of the letters. This
led them to answer incorrectly and find the CAPTCHAs a bit
more difficult than the others.

3) Effect of Gender on Clarity in understanding Instruction
Statement

The percentage of people who found the instruction state-
ments of the CAPTCHAs either as easy, moderate, or diffi-
cult, based on their gender is depicted in Figure 19. Although
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Figure. 18: Ease of Use vs Gender for all CAPTCHA
Schemes

all the four graphs show that users found the CAPTCHASs
easy, a higher percentage of females found the instruc-
tion statements moderate than the males. In this case, we
found that the percentage of users who found the instruc-
tions difficult is very less. The instruction statement in all 4
CAPTCHAs was relatively easier in comparison to the ex-
isting CAPTCHAs. Because of this, the number of peo-
ple opting for the easy option is very high irrespective of
gender. Although Alpha_Shape based MACS-TCHA had
both alphanumeric characters and Shapes, the instruction set
played an important role in this case. This is again a reason
for a slightly higher percentage of people opting for moder-
ate level, which can be clearly seen from the studies in Table
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Figure. 19: Clarity in understanding Instruction Statement
vs Gender for all CAPTCHA Schemes

2.
4) Effect of Gender on Clarity in understanding
Shapes/Colors
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Figure. 20: Clarity in understanding Shapes/Colors vs Gen-
der for all CAPTCHA Schemes

Figure 20 shows how male users have a higher percentage of
finding the shapes or colors easy in all the four CAPTCHAs.
The colors used in Sum_Color based MACS-TCHA and
Alpha_Color based MACS-TCHA and the shapes used in
Sum_Shape based MACS-TCHA and Alpha_Shape based
MACS-TCHA were very basic colors and shapes which were
easier to understand for all groups of users.

5) Effect of Gender on Clarity of characters inside Shapes

Figure 21 shows the percentage of people responding to the
clarity of characters which are inside shapes, who are catego-
rized on the basis of their gender. In all the four CAPTCHAS
mentioned in Figure 21, it is observed that the male users
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seem to find the clarity of characters to be easy to detect and
answer in comparison to female users.
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Figure. 21: Clarity of Characters inside Shapes vs Gender
for all CAPTCHA Schemes

Since there could have been some confusion between letters
like ‘q’,’g’, and ‘9’, a few female users found Alpha_Color
based MACS-TCHA and Alpha_Shape based MACS-TCHA
moderately difficult and this value was much lower in case of
male users.

C. Analysis of Age groups based on each Usability factors
1) Effect of Age on Hit Ratio

I 5 fov 20 [N 2030 [ Above 30

1 2 3 4
CAPTCHA Schemes

Figure. 22: Hit ratio vs CAPTCHA Schemes based on Age

The Hit Ratio for all the four CAPTCHAs based on the age
of the respondent is depicted in Figure 22. According to our
analysis, Table 3 shows that the people falling under the age
group of 20-30 had the maximum success when it comes to
solving the CAPTCHA. This was followed by the respon-
dents with age above 30 for all but, the last CAPTCHA. In
Alpha_Color based MACS-TCHA and Alpha_Shape based
MACS-TCHA, the Hit Ratio is less as compared to the other
two

CAPTCHAs. This shows that in the CAPTCHASs contain-
ing alphanumeric values, people of all age categories were
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Table 3: Age vs Usability Factors for all CAPTCHA Schemes
Age
Below 20 20-30 Above 30
CAPTCHA Scheme CAPTCHA Scheme CAPTCHA Scheme
1 2 3 4 1 2 3 4 1 2 3 4
Ease of use easy 96.18 93.13 9542 91.60 86.11 86.11 97.22 88.89 8947 86.84 89.47 81.58
medium 3.05 6.11 3.82 6.87 13.89  11.11 2.78 11.11 7.90 13.16 7.90 15.79
hard 0.76 0.76 0.76 1.53 0.00 2.78 0.00 0.00 2.63 0.00 2.63 2.63
Clarity of Instruction Set easy 90.84 91.60 9466 90.08 86.11 8333 97.22 88.89 86.84 81.58 86.84 78.95
medium 8.40 7.63 5.34 8.40 13.59  13.89 2.78 11.11 1053  18.42 7.89 15.79
hard 0.76 0.76 0.00 1.53 0.00 2.78 0.00 0.00 2.63 0.00 5.26 5.26
Clarity inunderstanding . 9160 9237 9542 9237 8611 8611 9722 8611 7895 7632 8684 8421
Colors and Shapes
medium 6.87 5.34 3.82 4.58 13.59 11.11 2.78 13.89 1842 1842 7.89 13.16
hard 1.53 2.29 0.76 3.05 0.00 2.78 0.00 0.00 2.63 5.26 5.26 2.63
Clarity of characters easy 93.89 9237 9542 9160 91.67 8889 9722 88.89 86.84 86.84 8947 7895
medium 5.34 4.58 3.82 6.11 5.55 11.11 2.78 11.11 1053  10.53 5.26 15.79
hard 0.76 3.05 0.76 2.29 2.78 0.00 0.00 0.00 2.63 2.63 5.26 5.26
Hit Ratio 0.82 0.76 0.89 0.79 0.94 0.83 0.97 0.81 0.87 0.76 0.92 0.71

giving more numbers of wrong answers as compared to the
other CAPTCHAs.

2) Effect of Age on Ease of Use

In Figure 23 given below, in all the four CAPTCHAs, the re-
spondents below the age of 20 found the CAPTCHASs easier
in comparison to other age groups. For the Age group 20-30,
there were still less but a decent amount of users found the
CAPTCHAs moderately difficult to use. This number went
slightly higher for the respondents above the age of 30 in the
case of Sum_Color based MACS-TCHA, Alpha_Color based
MACS-TCHA and Alpha_Shape based MACS-TCHA.
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Figure. 23: Ease of use vs Age for all CAPTCHA Schemes

3) Effect of Age on Clarity in understanding Instruction
Statement

The percentage of people who faced difficulty in understand-
ing the instruction statement and whether they found it easy,
moderate, or difficult, based on their age is depicted in Figure
24. Tt is observed that almost all the four graphs show that
users didn’t face any significant difficulty. Figure 24 shows a
trend that as the age group increased the percentage of peo-
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Figure. 24: Clarity in understanding Instruction Statement
vs Age for all CAPTCHA Schemes

ple who found the shapes or colors easy to understand de-
creased and the percentage of people who found it moderate,
increased which is also evident from Table 3. This trend was
strictly seen in the case of Alpha_Color based MACS-TCHA
and Alpha_Shape based MACS-TCHA.

4) Effect of Age on Clarity in understanding Shapes/Colors

The percentage of people who faced difficulty in understand-
ing the shapes or colors and whether they found it easy, mod-
erate, or difficult, based on their age is presented in Figure
25. In almost all the four graphs, we find that the users
didn’t face any significant difficulty. The graphs show a trend
that as the age group increased the percentage of people who
found the shapes or colors easy to understand, decreased and
the percentage of people who found it moderate, increased.
This trend was strictly seen in the case of Sum_Color based
MACS-TCHA, Alpha_Color based MACS-TCHA and Al-
pha_Shape based MACS-TCHA.
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Figure. 25: Clarity in understanding Shapes/Colors vs Age
for all CAPTCHA Schemes
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Figure. 26: Clarity of Characters inside Shape vs Age for all
CAPTCHA Schemes

5) Effect of Age on Clarity of Characters inside Shapes

Almost all the four graphs in Figure 26 show that users didn’t
face any difficulty in the CAPTCHAs. We observe a trend in
all the graphs that as the age group increased, the percentage
of people who found the shapes or colors easy to understand
decreased and the percentage of people who found it moder-
ate or difficult, increased. This trend was strictly seen in the
case of Alpha_Shape based MACS-TCHA.

D. Analysis of Professions of each usability factors
1) Effect of Profession on Hit Ratio

The Hit Ratio based on the profession of the user, for the
four CAPTCHA schemes is depicted in Figure 27. Accord-
ing to the analysis done using Table 4, for the Sum_Color
based MACS-TCHA and Alpha_Shape based MACS-TCHA,
university students and working professionals had a much
higher hit ratio as can be seen from Figure 27. For the
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Figure. 27: Hit ratio vs CAPTCHA Schemes based on Pro-
fession

Alpha_Color based MACS-TCHA and Alpha_Shape based
MACS-TCHA, university students scored the highest, fol-
lowed by working professionals.

2) Effect of Profession on Ease of Use
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Figure. 28: Ease of Use vs Profession for all CAPTCHA
schemes

The respondents were categorized into 3 categories accord-
ing to their profession, the categories being, School, Uni-
versity, and Working profession as given in Figure 28. The
graph shows that the users belonging to the category of Uni-
versity found the CAPTCHA s easier to solve than other cate-
gories of users. Further, it was found that school students find
the CAPTCHASs comparatively more difficult than the other
category of users. It is also seen that working professionals
found Alpha_Color based MACS-TCHA and Alpha_Shape
based MACS-TCHA lightly more difficult than the other two
CAPTCHAs.
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Table 4: Profession vs Usability factors for all CAPTCHA Schemes
Profession
School Student University Student Working Professional
CAPTCHA Scheme CAPTCHA Scheme CAPTCHA Scheme
1 2 3 4 1 2 3 4 1 2 3 4
Ease of use easy 89.47 8421 86.84 7895 9524 93.65 97.60 93.65 90.00 87.50 92.50 85.00
medium 10.53 13.16 10.53 15.89 3.97 5.56 2.38 6.35 7.50 12.50 5.00 12.50
hard 0.00 2.63 2.63 5.26 0.79 0.79 0.00 0.00 2.50 0.00 2.50 2.50
Clarity of Instruction Set easy 86.84 84.21 89.47 7632 9524 92.06 96.03 92.06 87.50 80.00 90.00 82.50
medium 13.16 13.16 10.53  21.05 3.97 7.15 3.97 7.14 10.00  20.00 5.00 12.50
hard 0.00 2.63 0.00 2.63 0.79 0.79 0.00 0.79 2.50 0.00 5.00 5.00
Clarity in understanding . gc04 8158 8684 8421 9603 9206 97.60 89.68 8250 80.00 90.00 87.50
Colors and Shapes
medium 1053  13.16 10.53 74.89 3.18 6.35 2.38 9.52 15.00  15.00 5.00 10.00
hard 2.63 5.26 2.63 74.89 0.79 1.59 0.00 0.79 2.50 5.00 5.00 2.50
Clarity of characters easy 81.58 8421 86.84 7895 96.03 92.06 97.60 93.65 90.00 90.00 92.50 82.50
medium 1579 13.16 1053  15.89 3.18 5.56 2.38 5.56 7.50 7.50 2.50 12.50
hard 2.63 2.63 2.63 5.26 0.79 2.38 0.00 0.79 2.50 2.50 5.00 5.00
Hit Ratio 0.76 0.63 0.84 0.61 0.87 0.82 0.93 0.87 0.88 .0.75 0.93 0.73
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Figure. 29: Clarity in understanding Instruction Statement
vs Profession for all CAPTCHA schemes

3) Effect of Profession on Clarity in understanding Instruc-
tion Statement

Figure 29 depicts the graph showing the percentage of people
finding the instruction statement easy, moderate or difficult.
It is clearly shown that the university students found all the
CAPTCHAS easier in comparison to other professions. The
working professionals group found the CAPTCHAs mod-
erately difficult despite having a huge percentage favouring
easy on the difficulty range. There were a few students and
working professionals that found Alpha_Color based MACS-
TCHA and Alpha_Shape based MACS-TCHA difficult in
comparison to the rest.

4) Effect of Profession on Clarity in understanding Shapes/
Colors

The percentage of people who faced difficulty in understand-
ing the shapes or colors and whether they found it easy, mod-
erate, or difficult, based on their profession is given in Figure
30. Although almost all the four graphs show that users did
not face any difficulty, the graphs show a trend that the uni-
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100 100
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80 80
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Figure. 30: Clarity in understanding Shapes/Colors vs Pro-
fession for all CAPTCHA schemes

versity students generally faced less difficulty in understand-
ing the shapes and colors than the other users. Further, it was
observed that people found Sum_Color based MACS-TCHA
and Alpha_Color based MACS-TCHA a bit more difficult to
understand than other CAPTCHAs, as they involved colors.

5) Effect of Profession on Clarity of Characters inside Shape

In the given graphs in Figure 31, in all the four CAPTCHAs,
we can observe that the University users seem to find the
clarity of characters to be easy to detect and answer in com-
parison to the other two category users. Further the school
category students faced a bit more difficulty than the other
two category users. As seen from Figure 31, difficulty was
slightly more in the case of Sum_Color based MACS-TCHA
and Alpha_Shape based MACS-TCHA.
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Figure. 31: Clarity of character inside shapes vs Professions
for all CAPTCHA schemes

V. Reliability Analysis and Robustness of
MACS-TCHA Schemes

Reliability is the degree to which the result of a measure-
ment, calculation, or specification is deemed to be accurate
and the analysis of this accuracy is termed as reliability
analysis. This helps in defining the novelty and reliability
of a system. On the other hand robustness is the degree
to which a system continues to function in the presence
of invalid inputs or stressful environmental conditions. In
general, the reliability analysis for a text CAPTCHA system
consists of machine learning and deep learning models
that are trained to successfully bypass the system. This is
done by removing the noise to recognize the alpha-numeric
characters and feeding these to the system to get the correct
output. In order to show that our MACS-TCHA’s are ro-
bust/reliable to a bot attack, we have theoretically compared
the efficiency of the design of our CAPTCHA schemes with
inferences from some of the existing deep learning models.
Since MACS-TCHA is a multilayered model, the first step
to reliability analysis would be to define the problems to
break individual layers.

The different tasks that are necessary to generate a valid out-
put for the MACS-TCHA system are given below:

o Recognizing the alphanumeric characters

e Recognizing the colored circles in the variations of
Numeric_color based MACS-TCHA

e Recognizing the shapes in the variations of Nu-
meric_shape based MACS-TCHA

e Recognizing the color/shape from the instruction
statement

Goel et al.

A. Recognizing the alphanumeric characters

There are multiple machine learning and deep learning
models that have successfully bypassed the existing text
CAPTCHA systems. Most of these models follow a pattern
to recognize the correct output. The models start by remov-
ing the unnecessary noise, followed by character recognition.
[27] Jun Chen et al. have compared the different techniques
that can be used to break text based CAPTCHAS in their arti-
cle published in 2017. The text CAPTCHA, program gener-
ation CAPTCHA as seen in Figure 32 (a) closely resembles
the font of MACS-TCHA as depicted in Figure 32 (b). Jun
Chen et al. have surveyed that by applying a RNN model
on a text CAPTCHA, a success rate of 55% can be easily
achieved.

This accuracy can be increased if we apply more recent deep
learning models that have emerged over the past few years.
Although, there will still be some hindrance because of the
different shapes around the characters in MACS-TCHA. Be-
cause most algorithms are using segmentation to differenti-
ate the characters from noise, the shapes in MACS-TCHA
will be a hindrance in recognition. It will be safe to assume
that recognizing the characters will not be very difficult for
MACS-TCHA. The existing models have a high accuracy of
breaking CAPTCHA s with irregular fonts. Since we wanted
to maintain human readability and have kept the font very
simple and legible, it will be a relatively easy task to rec-
ognize the characters. Although this is not the only thing
required for solving MACS-TCHA. The following subsec-
tions are equally important and discuss the greater barriers in
breaking MACS-TCHA.

B. Recognizing the colored circles in the variations of Nu-
meric_color based MACS-TCHA

Detection of thin color boundaries is a difficult task even for
some of the new deep learning algorithms. The low density
of pixels makes it difficult for models to recognize the colors.
Forero et al. analyzed the extreme color detection methods
to detects the color of thin pencils [27]. As seen in Figure 33
(a), the columns correspond to the methods studied by them,
the rows correspond to the color channels R for red, G for
green and B for blue respectively. Column (1) corresponds to
the proposed method,while the other columns are results of
the different models analyzed in the paper. The empty boxes
correspond to cases where the corresponding method does
not provide for the detection of that color. The limitation here
is that the model detects a single color, where the time taken
for detection is more than 1 second. As seen in Figure 33
(b) , for MACS-TCHA, the model should recognize multiple
colors at the same time while maintaining the order in which
they appear.

This model can be modified to find the color of circles in Nu-
meric_color based MACS-TCHA, but the success rate would
not be very high. Since MACS-TCHA has 3 different colors,
it will be difficult to recognize all at the same time and map
them to the correct position.
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Figure. 32: Program Generation CAPTCHA Vs Our proposed NumericShape based MACS-TCHA.
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Figure. 33: Color Detection for Model vs Colored circles in MACS-TCHA

C. Recognizing the shapes in the variations of Nu-
meric_shape based MACS-TCHA

There are many models which can recognize shapes which
are filled with colors. Most algorithms use neighbouring pix-
els to determine the boundaries of filled shapes. The image
is first converted into gray scale and then the resulting im-
age is fed to deep learning models like ANN and SVM for
classification, giving a very high accuracy as analyzed by
Chandra et al. [28]. The results for their work are shown
in Figure 34 (a). This can be used to recognize the shapes in
MACS-TCHA, though there are a few modifications required
in the algorithm used. As seen in Figure 34 (b), in the case of
MACS-TCHA, there is a very thin boundary and they are not
filled with colors, rather they contain a character inside them.
This makes it difficult for deep learning models to recognize
the shapes with characters inside.

Contrary to recognizing the characters, here the shapes are
not noise elements. In fact the characters are a hindrance in
the recognition process and must be considered as noise in
order to recognize the shapes efficiently. This increases the
task complexity by a great amount. Methods like segmenta-
tion would prefer the numbers over the thin bordered shapes.
This will decrease the accuracy of the current models drasti-
cally.

D. Recognizing the color/shape from the instruction state-
ment

The model has to extract the color/shape from the instruction
statement given in MACS-TCHA. This can be done using

machine and deep learning models with a high accuracy. But
after extracting the color/shape from the MACS-TCHA, the
model has to map this with the information it gets from the
above parameters sequentially, which increases the complex-
1ty.

As discussed in the above subsections, there are a few lay-
ers that can be detected using complex models. At the same
time, there are layers which will offer high resistance in de-
tection. Even if a complex model is designed to detect all
the above layers, there is one other constraint that will in-
crease the complexity manifold. The fact that any model
would have to map the findings from each layer and then
reach an optimal answer makes MACS-TCHA difficult to
break. For example, if a model for recognising characters is
applied to the image, it will only extract the characters. Sep-
arate models will be required to extract the information from
other layers. This brings light to the final constraint, where
no single existing model can break MACS-TCHA. Multiple
models with equally high complexity and modifications will
have to be combined in order to break MACS-TCHA. Also,
the combination of models would have to ensure that all the
colors, shapes or characters are mapped to proper location
according to the output image. The complexity of such a
model is very high because the mapping cannot be wrong
in any way. If even a single position mapping is wrong in
any of the layers, it will result in an incorrect output, reset-
ting MACS-TCHA. This shows the novelty, reliability and
robustness of MACS-TCHA.
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Figure. 34: Shapes for Deep Learning Model vs Shapes in MACS-TCHA

E. Ablation Study

The proposed MACS-TCHA schemes deal with different
layers and parameters involving shapes, colors, instruction
statements and alpha-numeric characters. Removing a
single parameter or layer could greatly decrease the security
of MACS-TCHA. The layers work parallel to each other,
contributing equally to the answer retrieval mechanism used
in the algorithm. Reducing the number of layers, will make
MACS-TCHA vulnerable to Deep learning techniques,
hence breaking the purpose of using multi-layer randomness
approach. Taking an example, if we remove a layer like the
randomization of instruction statement, and fix the instruc-
tion statement for all the schemes, a deep learning model
would easily penetrate the combination of the remaining
layers. Similarly, the random nature of the other layers, used
in combination, helps enhance the security of MACS-TCHA
and greatly reduces the vulnerabilities to bot attacks.

In contrast to MACS-TCHA, Chaurasia et al. [6] have used
parameters such as number of curvy lines, confusing char-
acters, distortion, etc. Alejandro et al. [43] propose differ-
ent metrics to parameterize their CAPTCHA. By using met-
rics like Gyroscope Readings, Touch, Accelerometer, Grav-
ity and Microphone readings, the authors create a new form
of text CAPTCHA. Similarly, other CAPTCHAs have differ-
ent parameters and comparing the metrics of one CAPTCHA
to another is impractical. The Parameters used in the recent
years are very subjective to a text CAPTCHA. We strongly
infer that since CAPTCHA designs have outreached the ba-
sic distorted text and noise, comparing such a wide range of
parameters with inputs of MACS-TCHA is not reasonable.

VI. Human Perception Analysis from the
Usability evaluations of MACS-TCHA
Schemes

Human Perception can be defined as a process of recogniz-
ing, organizing and interpreting information human’s sense
through their sensory organs. Perception of every human be-

ing is distinct from one another as different types of percep-
tion involve different signals. These are dealt with by the
nervous system of a human being. Such signals are gener-
ated differently as the sensory organs of humans have differ-
ent sensitivity. So the viewpoint on a similar topic can differ
for each individual due to the various factors involved in the
process.

There is a pattern in the mistakes which can be recognised
after analyzing the user evaluation studies. They seem to
be of a repetitive nature, indicating the commonalities in the
way humans perceive numbers, alphabets, colors and shapes.
After compressing all incorrect responses into specific cate-
gories, a few observations can be derived out of the usability
evaluation studies of our MACS-TCHA schemes.

o The very first mistake people make while replicating
alphanumeric characters in Alpha_Color based MACS-
TCHA and Alpha_Shape based MACS-TCHA, is the
confusion of letters like I, 1 and 1. Due to a very lit-
tle difference in the structure of the above characters,
there occurs a discrepancy in the accuracy of the correct
response. Similar to the above set, characters like 9, g
and q also pose a similar difficulty to the user. Though
we reduced the first set of discrepancy by involving only
small alphabets, this is a common mistake that accounts
for a large percentage of incorrect responses.

o Another common mistake that people make is to write
the whole sequence of alphanumeric sequences they
see, without even reading the instruction statement
given to them. It is also observed that people who read
the instruction statement also made mistakes as they
omit some words while reading, due to lack of con-
centration. For example, in Sum_Color based MACS-
TCHA which asked for the sum of the numbers encir-
cled by a certain color, people wrote the sequence of
numbers which are encircled correctly.

« Some people get confused between the different shapes
and colors, and give incorrect answers. This may hap-
pen due to various reasons, such as color-blindness,
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lower resolution of the display, poor eyesight, negli-
gence, etc. A common confusion is the inability to dif-
ferentiate between squares and rectangles in Sum_Shape
based MACS-TCHA and Alpha_Shape based MACS-
TCHA.

o A few incorrect responses consist of words that are
formed out of the alphabets displayed to the user. This
kind of mistake occurs usually when all the alphanu-
meric characters consist of alphabets. Although the in-
struction statement clearly states the intent of the re-
spective CAPTCHAS, some users try to create a word
out of the selected alphabets in Alpha_Color based
MACS-TCHA and Alpha_Shape based MACS-TCHA.
The likelihood of this mistake to occur at a regular inter-
val is not too high, as the chances for all the characters
to be alphabets is very less, considering the algorithm
generates both alphabets and numbers simultaneously.

o Many people tend to answer the CAPTCHA from their
mobile phones. One of the functionalities of smart-
phones is that whenever we write using the virtual key-
board, the first letter is capitalized by default. As
the CAPTCHASs are case sensitive, this feature can of-
ten lead people to answer Alpha_Color based MACS-
TCHA and Alpha_Shape based MACS-TCHA incor-
rectly.

o Some people are unable to determine the required for-
mat of the input and tend to insert commas, spaces, or
other separators between each character, which leads to
the submission of an incorrect answer.

VII. Conclusions, Practical Implications and
Future Directions

In this research, we have designed and developed various
text CAPTCHAs by manipulating colors, shapes and alpha
numerals in order to achieve better usability for the users.
Our work evaluates the usability of our novel CAPTCHA
named MACS-TCHA through a detailed survey analysis.
The survey studies have shown that the usability of the
text-based CAPTCHA schemes have significantly improved
after using the MACS-TCHA. We performed a detailed
theoretical analysis on the Reliability and Robustness of
the proposed MACS-TCHA schemes with the existing deep
learning models in order to thwart recognition attacks from
the bots.

The proposed MACS-TCHA schemes can be used by
different age groups, and does not restrict the usage to
highly literate groups of people. Even individuals with
limited education can solve the CAPTCHA since it requires
only elementary knowledge. Our proposed MACS-TCHA
schemes have several applications in the real time security
domains including use cases like Web Registration, Online
Polling and Mitigating Comment Spam. It has extensive
usage in the privacy protection of various downstream
applications in the networking domains of the World Wide
Web. MACS-TCHA'’s does not have any distortion which
will prevent the irritation faced by user when solving a text
CAPTCHA with distortion. The limitation for this work
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was that we were unable to apply any existing CAPTCHA
breaking models to our method because of the difference
in the inherent nature of the design. To develop a novel
CAPTCHA breaking method for MACS-TCHA using
Supervised and Unsupervised learning strategies is one of
the interesting future thread of research. It would be better
if we could test the effects of slight noise and distortion
in the existing MACS-TCHA schemes to understand its
robustness. Another area of research would be to reproduce
the algorithm for graphical based CAPTCHA rather than
a text CAPTCHA since it reduces the human effort even
further.
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