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Abstract: Critical infrastructure security will be a key challenge
in the years ahead. From a system-theoretic viewpoint, there is a
need to develop rigorous design and analysis tools, suitable for
addressing the security problems in the various critical infrastruc-
tures. In this work, we develop a mathematical framework suitable
for addressing security issues in drinking water distribution net-
works. In addition, we investigate the problem of evaluating the
most vulnerable node locations in the network in order to physi-
cally secure them, as well as that of determining a suitable set of
locations and/or sampling locations and times, so that the effects of
a contamination fault can be minimized. This work contributes to
the research by presenting a mathematical formulation of the prob-
lem suitable for solving the sensor placement and manual sampling
simultaneously, under realistic conditions. The optimization prob-
lem is solved using various optimization and evolutionary compu-
tation techniques. To illustrate the solution methodology, we pre-
sent results based on a real water distribution network.

Keywords: Water distribution networks, Water systems, Secu-
rity, Fault diagnosis framework, Sensor placement

1. Introduction

Critical infrastructure security has received significant at-
tention within the past few years, especially due to various
terrorist acts around the globe. Critical infrastructures are
defined by the European Commission' as those systems and
assets which are essential for the operation of vital societal
functions, and whose disruption of operation would have a
significant negative impact on society. They are comprised
of both physical and information technology facilities, net-
works and services. These may include energy and tele-
communication networks, financial services, transport sys-
tems, health delivery services as well as safe food and
drinking water supply. Addressing security issues for the
critical infrastructures is a complex task; for example, a
large number of different policy makers are involved for
each infrastructure, and some infrastructures may be shared
by many countries with different regulations. In addition,
various parameters can be considered for measuring the
damage caused on a critical infrastructure due to a fault,
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such as economic losses or the number of people affected.

Protecting the critical infrastructure from malicious acts,
natural hazards and accidental faults requires the develop-
ment of fault diagnosis and security frameworks; this in-
volves the synergy of various research fields, such as model-
ling, control, risk management and optimization.

In the present work, we examine a number of security is-
sues related with a certain type of distribution networks
which are part of the critical infrastructure, and in specific
with the drinking water distribution systems. Distribution
networks can be represented in an abstract manner as a di-
rected graph, with nodes at certain physical or virtual loca-
tions which are connected to some other nodes by a line, or
a transportation path. For example, a power distribution
network is comprised of buses and cables, an underground
metro network is comprised of stations and tube lines and a
water distribution network is comprised of pipes and junc-
tions.

Consider a simple distribution network as in Fig. 1.
When a fault occurs at a certain node, the fault may propa-
gate to the other nodes with some time delay, following the
direction of the flow. For example, a fault in node v, would
propagate, affecting nodes F, = {vs,v4,vs,vg,v7}, if the
fault is not detected and accommodated in time.

Figure 1. A simple transportation network.

In the case where the graph in Fig. 1 corresponds to a
drinking water distribution network, each node and each
directed edge would have a time-varying weight characteriz-
ing the volume of water consumed at that neighbourhood,
and the transport delays, respectively. A quality fault in the

' COM(2008) 676, Proposal for a Council Decision on a Critical Infra-
structure Warning Information Network (CIWIN).

1554-1010 $ 03.50 Dynamic Publishers, Inc.



501

system, i.e. a contaminant substance which has been in-
jected somehow at a certain node, will propagate along the
water flow and may be ingested by the consumers served in
its path. Health regulations require water utilities to monitor
the quality of water by collecting data (either by manual
sampling or by using on-line sensors) at various locations in
the network; these would serve to determine the chemical
concentrations of contaminants, disinfectants (such as chlo-
rine), or other chemical variables.

The standard approach is for the water utility to perform
manual water sampling for quality analysis, at various nodes
within a network, and for a few times during the day [1].
Advanced quality sensors installed permanently at fixed
locations in the network, are currently being used by some
water utilities for automated sampling; however, the high
cost required to purchase, install and maintain quality sen-
sors prohibits water utilities from installing them every-
where. In practice, a water utility would install a small num-
ber of water quality sensors in the distribution network, at
certain “‘strategic” locations.

In the present work we present a mathematical framework
suitable for addressing several security problems related
with drinking water distribution networks. In specific, we
examine the problem of determining which parts of the dis-
tribution network have a high-risk for contamination faults,
as well as the problem of computing where to install water
quality sensors or/and where and when to conduct manual
sampling, such that the damage due to a contamination fault
is minimized according to certain metrics. The proposed
approach is illustrated on a real water distribution network.

In Section 2, we provide a description of possible hydrau-
lic and quality faults in water distribution networks, and
present background information on research related to the
sensor placement problem. In Section 3, we present the
mathematical framework suitable for addressing security
issues in water distribution networks. In Section 4 we dis-
cuss various security issues and propose some solution
methodologies for minimizing the quality fault risk. In Sec-
tion 5 we demonstrate the methodology with an illustrative
example. Finally, in Section 6, we present some final con-
clusions and future work.

2. Description of Water Systems

2.1 Faults in Water Systems

There are two categories of faults affecting water distribu-
tion systems: hydraulic faults and quality faults; the former
are sometimes a consequence of the latter. Following, is a
brief description of hydraulic and quality faults in water
systems.

2.1.1 Hydraulic Faults

Hydraulic faults may be due to leakages, pipe bursts,
blocked pipes or malfunctioning pumps and valves [1]. A
burst is an abrupt fault requiring immediate attention, and is
usually easy to isolate. On the other hand, a leakage is an
incipient fault, which is, in general, difficult to detect and
isolate. Hydraulic faults can be detected by analyzing flow
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and pressure data acquired from SCADA [1].

Water loss due to hydraulic faults imposes a severe eco-
nomic burden on the water utilities, while water supplies are
reduced. In addition, hydraulic faults may cause quality
faults, since contaminants may infiltrate the distribution
system.

2.1.2 Quality Faults

Quality faults may occur due to the contamination of water
by certain substances, usually chemical, biological or radio-
active, which travel along the flow of water and may exhibit
decay or growth dynamics. Certain disinfectants, such as
chlorine, are used in prescribed concentrations, in order to
maintain the quality of drinking water by preventing bacte-
ria growth and neutralizing chemical agents [1]. However,
these disinfectants in large concentrations have a similar
effect as contaminants, since they can be a threat to human
health.

In addition to natural and accidental contamination of a
water distribution system, contaminants may be injected
intentionally in the network. These types of quality faults
are related to the security issue of water resources, which is
becoming more and more important. In the worst case sce-
nario, the contamination will be part of a well informed at-
tack, seeking to cause economic losses and affect the served
population's health dramatically. Therefore, although an
intentional contamination can occur practically anywhere in
the network, it may well occur in a part of the network, from
which a large part of the population is exposed. Apart from
the location, the time of fault occurrence also plays a sig-
nificant role in the damage caused. This is due to the vary-
ing contaminant's transport time delays, caused by the
propagation dynamics. Indeed, contaminant propagation
modelling and security issues have received significant at-
tention during the last decade, especially after the rise of
terrorist attacks around the globe.

2.2 Sensor Placement for Water Quality Monitoring

The problem of where to install sensors in order to keep
certain objectives and constraints satisfied within the net-
work, has been examined in various research disciplines
such as operational research, systems theory and control,
combinatorial optimization, etc.

The “Set Covering” has been one of the first mathemati-
cal formulations of the problem, having been applied in
various fields [2]. For the problem of where to install some
facilities, a topological graph is considered and a subset of
nodes is computed using an integer optimization program,
so that each node is adjacent to at least one solution node. A
related approach is the “Maximal Covering” formulation
described in [3] for computing a set of nodes which maxi-
mize the population served in an area within a certain dis-
tance. A similar formulation to the Maximal Covering was
considered in [4] for selecting the locations where to install
quality sensors in water distribution systems, in order to
inspect the maximum volume of water consumed. The au-
thors proposed a scenario-based approach which segments a
day into time-periods, corresponding to different flow pat-
terns, and the optimization was solved for all scenarios si-
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multaneously. Their approach did not address any security
issues.

A mathematical formulation suitable for the security is-
sues related to the location selection is the “p-median” [5].
A similar formulation was examined in [6], [7] for the water
distribution systems. By considering a number of contami-
nation scenarios and their impacts, the authors formulated a
mathematical program to minimize the average “‘contamina-
tion impact”. A multi-objective extension was further exam-
ined in [8]; for solving the mixed-integer optimization pro-
gram, however, significant computational power was
required.

Within the water resources management community, the
design competition of the “Battle of the Water Sensor Net-
works (BWSN)” in 2006, instigated significant research
interest and discussion on security issues of water distribu-
tion systems [9]; the task was to find sets of locations where
to install sensors using two real benchmark networks, so
that a number of objectives are optimized under various
fault scenarios. The majority of the participants formulated a
multi-objective integer optimization program, such as [10].

3. Mathematical Framework

In this section we present a mathematical framework, suit-
able for analyzing certain security issues in water distribu-
tion networks.

3.1 Advection and Impact Dynamics

Consider a water distribution network comprised of pipes,
junctions and water storages. The topology of this network
can be represented as a graph with edges corresponding to
pipes, and m nodes corresponding to junctions and water
storages; we assume that an injection of a substance can
occur at any one of these m nodes.

For modelling purposes, each pipe in the network is a pri-
ori virtually segmented into a number of finite volume cells.
Let n be the total number of the nodes and the finite volume
cells considered in the network. Let x;(k) denote the con-
centration of a certain contaminant at discrete time £ within
each node and finite volume cell, for ¢ = 1,...,m,...,n. The
vector (k) = [w1(k), ..o, T (k), ..., 2, (k)] T is the state of
the contaminant concentration dynamics. The set of all node
indicesis V = {1,2,...,m}.

The advection-reaction equations [11] describing the
propagation of a contaminant in a water distribution net-
work can be expressed in a state-space formulation:

w(k+1) A(R) (k) + C(x(k)) + Fo(k)
y(k) = Cu(k),

where A(k) is an n x n matrix which characterizes the ad-

vection dynamics, and ¢ : R"™ — R" is a function which
describes the reaction dynamics of the contaminant. For m
possible fault locations (i.e. at the nodes), let F' be an n x m
matrix describing the locations of a fault;
@ : Nt = R™ describes the change in the contaminant con-

function

centration at the contamination source. We can assume that
the fault function ¢ (k) can be represented through = linearly
parameterized basis functions p(k) = [p1(k),...,p.(k)]T,
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such that p(k) = Op(k), where © € R™*%. The (i,j)-th
element of O, denoted as ©; ;) represents the amplitude of
the basis function p; (k) which is added to the state z; (k).

The output vector y(k) corresponds to state measure-
ments, which are monitored using quality sensors. In spe-
cificc for M, quality sensors, C' is a binary matrix
C € {0,1}M=%"_such that its (i, j)-th element is C(; ;) =1
when the i-th quality sensor measures the j-th state, and
zero when there is no quality sensor, C'; ;) = 0. This matrix
can be chosen following a security-oriented methodology, as
we will demonstrate in the next sections.

When a contamination fault occurs, the contaminant is
propagated in the network and it may eventually reach the
customers who will consume the outflow water. Let YW C V
be the set of N,, = |[W)| node indices corresponding to loca-
tions which outflow water to consumers based on demand
requests. For each “demand node” w; € W, i =1,..., N,
an impact value can be computed at each time step. The
impact due to a contamination fault can be expressed by
using epidemiological terms, e.g. how many people are in-
fected, or by using economic terms, such as the losses cost.
Other impact measures which can be considered include the
consumed volume of contaminated water which exceeds a
certain concentration threshold [9].

In general, the impact of a fault depends on the volume
and concentration of the contaminated water consumed.
This can be described by a dynamic equation, which we re-
fer to as the impact dynamics. Let &€ € RN« be the impact
state vector which describes the “damage” caused at each
demand node, at discrete time k, after a contaminant has
been injected somewhere in the network. For w; € W, and
i=1,..., N, a state-space representation of the impact dy-
namics is given by

§(k+1) = &G(F)+ fe(ww, (F), du, (k)
v(k) = fe(E(R)),
where d,,, (k) is the outflow demand (in st) at demand node
w;, and fe : R x R — RT is a non-negative function which
characterizes the impact increase at each time step. The out-
put impact vector (k) characterizes the overall impact, or
“damage”, caused by a certain contamination fault; function
fy : RNv s RT computes the overall impact.

In the case when N impact metrics are considered, then
the impact dynamics for each metric are computed sepa-
rately. Considering more than one impact metrics is useful
for minimizing different types of “damages”.

All the dynamics are in discrete time, with time step At.
Hydraulic dynamics are approximately periodic; we define
T}, as the discrete time length of one period (i.e. one day),

given by T, = MAI;T'

3.2 Contamination Scenarios

For some security-related problems in water distribution
networks, it is useful to consider a number of representative
fault scenarios, within a specific time-period, while the sys-
tem is assumed to be operating under normal conditions. A
scenario is comprised of two elements: a) the parameter-
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matrix © which describes the fault signal, and b) the time-
delay t, in shutting down the system.
Let Z be the set of all fault parameter matrices, such that

z={0cR™ |0, <04, <8},
where ©; ]-),@(1;7 4 are prespecified lower and upper bounds

on the (i,j)-th element of ©, for i=1,...m and

crete time delays considered, for stopping the system after a
fault has been detected. We define the set

H* = {(@,td) | ©cZt,e 7:1}
as the set of all scenarios two-tuples. This set can be ex-
tremely large; a finite subset H C H* can be considered
with N, = |H| realistic fault scenarios, selected through
grid or random sampling.

3.3 Quality Sampling Measurements

For the security problems examined in this work, we assume
that from the set of all nodes indices V, a subset V, C V
corresponds to candidate locations for installing sensors or
for conducting manual sampling (at certain times).

It is useful to define 7, as the set of discrete time in-
stances when manual sampling can be performed, within
one day (e.g. during working hours).

From these, we define the two-tuples set Q,,,, correspond-
ing to candidate sampling node indices and sampling times,
given by

Q= {(s,ts) | s € Vs, ts € To}.
In addition, we define the set Q, of candidate sensing node
indices where sensors can be installed, such that
O, ={(s,0) | s € Vs},
where () is the empty set. Finally, we define @ = {Q, Q. }
as the set of all feasible sensing nodes and manual sampling
times.

3.3 Detection and System Stop Time

For each fault scenario, in order to evaluate the damage
caused, it is useful to compute the time of detection by either
a sensor installed at a node, or by manual sampling per-
formed at a node.

In practice, if a fault is not detected using sensor tech-
nologies or manual sampling, it will propagate for some
discrete time 7T,;xer, after its first occurrence, until it is de-
tected through other means, such as customer complaints,
hospitalizations, etc. In addition, we define a discrete
maximum time 7},.., so that for any fault scenario, its im-
pact will not increase after that time. For simplicity, we as-
sume that T,,,. = A\T,, where \ € Nt and T}, is the dis-
crete time duration of a one-day period. It is useful to define
T ={1,2,.... T4} as the set of time steps for which the
system dynamics are simulated, as well as the period index
set A ={0,1,...,A}

In order to compute the fault detection and system stop
time, we define the function g : H x Q x Rt + T . There-
fore, for a scenario fault » € H, a sampling ¢ € Q and a
concentration threshold ¢ € RT above which a contaminant
is assumed to be detected, we construct the function
g(h, g, €), which maps its parameters to a time step at which
the fault has been detected and the system has been stopped.
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In the following, the measurement of state i at time k
when a fault with parameter matrix © occurs, will be de-
noted as x;(k; ©). For h = (©,ty) € Hand g = (s,t,) € Q,
the fault detection and system stop-time function is given by

min{71} + tq 7T ¢0and t, =0

g(h,q,€) = { min{T2} + tq ifTo ¢ 0andts #0
min{73} + Tother +ta fTr €Por T2 €0
where
Ti = {k|zs(k;0)>e,keT}
To = {nTh+ts | xs(Th +1;0) >e€,m € A}
Tz = {k|l©pk)|] >0,k e T}

The fault detection and system halt time, in practice, de-
pend on whether sensors or manual sampling are used at a
certain node. The difference between them is that a water
quality sensor will detect a fault on-line, as soon as a certain
contaminant concentration threshold is surpassed; on the
other hand, manual sampling will only detect a fault after a
sample has been acquired at a certain time, and measured by
trained personnel.

3.4 Overall Impact

The overall impact is the “damage” caused by a contamina-
tion fault, measured through certain impact metrics, such as
the number of people infected or the volume of polluted wa-
ter consumed. We compute the overall impact for each fault
scenario with respect to each detection and system halt time.
The impact of a fault with parameter matrix © at time k will
be denoted as ¢ (k; ©).

For a certain impact metric, for N, = |Q| and N}, = ||,
we define € as the overall impact matrix, of size N x Ng;
the (7, j)-th element of this matrix is given by

Q(1'.,]’) = l[’(g(h, q, 6); @)
where h = (©,t4) € H,q € Qand ¢ € RT.

As mentioned previously, a number of different impact
metrics can be considered; for each, a different overall im-
pact matrix is constructed according to our methodology.
For N overall-impact metrics, we compute N, overall-
impact matrices, which

J = {le "'-,QN{}-

belong to the  set

4. Security Issues

4.1 Securing Neuralgic Locations
The first part of a security scheme in water distribution net-
works is to determine the locations in the water distribution
network which could be considered as “high-risk” for con-
taminant injection, so that proper action is taken in order to
secure them through physical means.

We first need to decide on a representative impact metric;
from its corresponding overall-impact matrix Q2 € J, we
will calculate the maximum scenario impact w, given by

w =

max  max_ Qg j,
N,

i=1,...,Np, j=1,...,]
where €2(; ;) is the (i, j)-th element of Q.

From this, we can compute the set of the worst-case sce-
narios; for example, the top 5% of set of fault indices is
computed by
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Vo = {Z | max Q) >095w, i € {1,2,...,Nh}}.
j=1,...,Ng

Thus, from the scenario indices included in ), it is easy
to construct a list of the most neuralgic locations in the net-
work which need to be physically secured. However, due to
the nature of the water distribution networks, certain con-
tamination faults can override physical security measures; it
is thus imperative to use an extra layer of protection by in-
stalling a number of sensors at different locations in the net-
work.

4.2 Minimum-Risk Quality Sensor Placement and
Manual Sampling Scheduling

Deciding where to install quality sensors, and also where
and when to perform manual sampling in a water distribu-
tion network, are problems with non-trivial solutions, which
need to be addressed. By considering the mathematical for-
mulation discussed in the previous section, the problem can
be reduced to risk optimization.

4.2.1 Definition of Risk

In order to address the problem of security, it is important to
have an understanding on what “risk” is and how it can be
quantified. In general, risk is the possibility of an unpredict-
able future event that will result in losses, thus preventing
the serving organization from meeting certain goals [12].
Risk has been examined in many fields and especially in the
financial and operational research literature.

In financial practice, the most commonly used risk-
objective is the “Value-at-Risk” (VaR), which represents the
maximum loss with a certain confidence level over a time
period. This metric, however, ignores the worst scenarios,
which may be crucial in the case of intentional water con-
tamination [12]. All in all, risk management provides useful
tools and insights for the problem of security in critical in-
frastructure systems [8].

4.2.2
We assume that the task is to select A/, out of Ny; =

Solution Methodology
Qs

locations where sensors can be installed, and A/, out of
Nym = |Qm| two-tuples of locations and time instances,
corresponding to where and when sampling can be per-
formed. We define £, = {1,2,...,N,,} as the set of the
candidate sensing node indices, and
Ly ={Ngs +1,Ngs +2,...,N,} as the set of candidate
sampling location and time indices. In addition, we define
X as the set of all solution combinations between these in-
dex sets, such that
X={{X;\, Xpn} | Xy € LM, X,, € L)},

For N;

problem is constructed as
Y = argmin {F;(X;Q,), ...
xXex

where F; : X — R is an optimization function decided by
the decision makers, and €, 2, € J. For Ny = 1, the solu-
tion ) corresponds to a single set of indices, whereas for
Ny > 1, Y corresponds to one or more sets of indices.

For a certain X' € X and a certain €2 € J the i-th objec-
tive function F;(X’; Q) is computed through a risk function.

different objective functions, the optimization

5 FZ\"f (X- Qb)}7
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In the next paragraphs we demonstrate some risk functions
suitable for the security problem in water distribution net-
works.

In computing the risk objective functions, it is useful to

define the scenario index set G* = {1,2,...,N;}, corre-
sponding to each of the N, fault scenarios considered. In
practice, a subset from the set of all scenarios could be ne-
glected in the optimization process, depending on the risk-
objective or on whether they are considered trivial with re-
spect to their impact magnitude.
Average Impact: The average impact metric is suitable for
optimizing reliability, in the case where contaminant injec-
tion can occur at any node with equal probability. This met-
ric, however, has limitations when considering the security
framework, since it does not take into sufficient considera-
tion rare faults with extreme consequences. For a certain
overall-impact matrix €2 € J, a scenario index set G = G*,
and for a specific set of solution indices X' € X, the average
impact across all faults is given by

FXx Inan @,

Maximum Impact: The maximum impact metric is used to
reduce the effect of the most extreme fault, in terms of caus-
ing the most damage. This metric is useful from a security
perspective; on the other hand, it does not take into consid-
eration the fault frequency distribution, and in specific, the
frequency of extreme faults. For a certain overall-impact
matrix Q € 7, a scenario index set G = G*, and for a spe-
cific set of solution indices X" € X, the maximum impact
across all faults is given by
F(x;Q) = max min Qi j)-
4.2.3

For N; =1, the single-objective problem can be solved

Solving the Optimization Problem

using an integer nonlinear optimization algorithm; a single
solution is computed, i.e. )V € X. In the multi-objective
case, where N; > 1, minimizing one objective may result in
maximizing others; it is thus not possible to find one opti-
mal solution which satisfies all objectives at the same time.
It is possible, however, to find a subset of solutions Y C X,
laying on a Pareto front, where each solution is no worse
than the other. In the multi-objective case, a feasible solu-
tion X' is called Pareto optimal if for a set of N objectives
and for Q,,Q, € J, there exists no other feasible solution
X’ such that Fi(X', Q) < Fi(X;Q4) with
F; (X' Q) < F;(X;€p) for at least one j. Therefore, a so-
lution is Pareto optimal if there is no other feasible solution
which would reduce some objective function without simul-
taneously causing an increase in at least one other objective
function [14, p.779].

Evolutionary computation approaches have proven useful
for handling optimization problems with multiple objectives
in the continuous and discrete domain. Some of these algo-
rithms (see, for example, [15]) have already been applied to
the sensor placement problem in various fields.

From a practical viewpoint, only one solution can be im-
plemented. Let Y € ) be the single solution selected
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through high-level reasoning by the decision makers; the set
Y is comprised of M, sensor location indices corresponding
to the first M, elements, and M,, manual sampling two-
tuples corresponding to the remaining elements. In addition,
the output matrix C' which is part of the advection and reac-
tion dynamics, is constructed using the set Y’; in specific, for
i =1,..., M, and for the node index j corresponding to the
Y;-th element in V, (the set of location candidates), then
C(i,j) =1, and zero otherwise.

5. Application Example

In this section, we present a simulation example to illustrate
the formulation and the solution methodology for the secu-
rity issues addressed in the present work, and in specific for
sensor placement and manual quality sampling scheduling
on a real drinking water distribution network, operating
under realistic conditions.

5.1 Network Description

The network is comprised of 321 pipes connected to 198
junctions, 100 of which are used for water consumption.
Disinfected water is supplied to the network from a single
node. The structural characteristics are assumed to be
known, i.e. pipe length, diameters and pipe roughness coef-
ficients, node elevations and daily average consumption
volume at each node. In addition, historical flow-data are
provided, measured at the supply node, and are assumed to
describe the normal operation over all nodes.

Let m =198 and V = {1,2,...,198}. A At =5 min-
ute time step for computing the hydraulic and quality dy-
namics is considered; each 24-hour period is therefore com-
prised of T}, = @ = 288 time steps. There are N,, = 100
nodes in the network which outflow water to consumers; the
set of demand nodes is W = {wq, ..., w100}, W C V. Only
one impact metric is considered (Ng = 1), the volume of

contaminated water consumed at demand node w; € W.
This is computed using
dy; (K)At if 24, (k) > €.

Fe(@u, (k). du, (K)) = § o if 2, (k) <€

and f,(£(k)) = & (k) + ...+ &n,, (k), where ¢, is the con-
centration threshold above which the consumed volume is
assumed to be polluted. In this example, we let €, = 0.

5.2 Framework Parameters

In constructing the contamination scenarios, a fault is mod-
elled as a step-function corresponding to contaminant con-
centration 1%, which starts at a certain time within the
first time period and is terminated when the fault has been
detected and the distribution system has been stopped. A
singe, zero stopping time-delay is considered, 7; = {0}. We
further assume that (k) = Op(k), such that © € R100%48
and p : Nt — R*® with 2z = 48 basis unit-step functions. In
specific, p;(k)=uw(k—1-6(i—1)), for i=1,....48,
where u(k) = 1if k > 0 and u(k) = 0 otherwise. From the
set of all fault scenarios H*, we construct the finite set

‘H C ‘H* through grid sampling for scenarios which initiate
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every half hour; the finite set H is comprised of NV, = 4800
single source contamination scenarios with concentration
174,

Furthermore we consider that the candidate sampling
nodes set V, is the same as the set of demand nodes W,
Vs, = W. Thus, we construct the set Q, with N,, = 100
two-tuples. According to the problem specifications, we con-
struct the finite sampling-times set, 7. Assuming that man-
ual sampling can be conducted every 30 minutes, then in the
case when sampling can be performed “any time” within a
day, the set is 7, = {6,12, ...,288}. In the case of “working
hours” constraints, e.g. 8pm-5am, then the set is
Ts = {96,102, ...,204}. In this example, for the “any-time”
sampling case, comprised of 48 discrete time instances and
100 candidate sampling node, the set Q,, is constructed,
with N,,, = 4800 elements. Finally, the set @ = {Q,, Q,,}
is comprised of IV, = 4900 two-tuple elements.

If a fault is not detected by a sensor or through manual
sampling, it is detected by other means 7,5 = 288 time
steps after it first occurs. For A\ = 2, we further define the
discrete maximum time 7,,,, = AT}, = 576 which will be
considered in the simulations, and 7 = {1,2,..., Tz} 18
the set of all time steps considered.

For computing the overall-impact matrix §2, it is assumed
that the time-varying matrix A(k) is known for all times,
that no reactions occur in the network (i.e. ((z(k)) =0),
that the contaminant detection threshold is zero (i.e. ¢ = 0),
and that the outflows d,, (k) for all demand nodes w € W
are known. By using the advection and impact dynamics,
the overall-impact matrix Q is constructed, with size
4800 x 4900; in addition, for Ne = 1, 7 = {Q}.

In order to provide more intuition on the information in-
cluded in ©, we provide the frequencies of the maximum
normalized overall-impact for each scenario, depicted in
Fig. 2. The tail distribution shows that a few scenarios can
cause extreme damage, and in addition that a large number
of scenarios have impacts greater than half the worst-case.
To simplify the problem, we might want to neglect scenarios
with impact less than a certain percentage of the maximum
impact.

Histogram of Maximum Impact per Scenario
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Figure 2. Histogram of the normalized worst-case impact
for all scenarios considered
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5.3 Reducing Contamination Risk
In order to detect the neuralgic locations which may cause
the top-5% of the worst-faults, we compute a set of ) of
scenario indices, corresponding to some node locations
which should be secured by physical means. We observe that
the worst contamination faults originate from a specific lo-
cation in the network. This is the first step of a complete
security and fault-diagnosis scheme.

As discussed, contamination risk is further reduced by in-
stalling quality sensors in the network and by conducting
manual sampling. To demonstrate the risk reduction when
sensors and manual sampling are considered, we follow the
solution methodology proposed. We define
Ls=1{1,..,100} and L,, = {101,...,4900}. In addition,
for a certain number of sensors M, and a certain number of
manual sampling M,,,, we define the set of all possible solu-
tions X. Let G = {1,...,4800} be the set of all scenario in-
dices considered.

We first examine a single-objective problem, so as to
compute a solution for various numbers of sensors and man-
ual samplings in the network, using the Average Impact

risk-metric; the optimization problem is defined as
Y = argmin {F(X;Q)}
Xex

1 .
Fi(X;Q) = Gl ; min Q. j)-

The results for various cases are summarized in Table 1.

Sensors Manual Average Impact
M, M,,
0 0 45.13%
0 1 7.20%
0 2 4.00%
1 0 0.70%
1 2 0.58%
2 0 0.45%
2 2 0.39%
2 4 0.35%
4 0 0.32%

Table 1. Normalized average impacts for various sensor and
manual sampling schemes (100% = maximum impact)

We observe that in the case when no sensors or manual sam-
pling is considered, the average impact is 45.13%, where
100% is the maximum impact. The results confirm the intui-
tion that manual sampling will decrease the average impact,
but not as much as the placement of sensors in the network.
Another observation from the results is that the rate of de-
crease in the average impact reduces when the number of
sensors is increased. Therefore, beyond a certain number of
sensors, the decrease of risk may not be significant enough
to justify the installation and maintenance costs.

To demonstrate the case where multiple-objectives are
considered, we consider the problem of deciding for two
manual sampling locations and times, where M = 0 and
M,, = 2. The optimization program is formulated as:
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Y = argmin {F;(X;Q), F5(X;Q)}
xex
1 .
Fy(X;0) = 9] - ﬂ?élg(lg(i,j)
i€g
Fp(X;Q) = maxminQy j

i€g jeX
and the Pareto front computed is depicted in Figure 3. Each
of the 10 elements on the Pareto front corresponds to a set of
manual sampling location and times, from which, the deci-
sion maker would choose a single solution, using high-level
reasoning.

Pareto front
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Figure 3. Pareto front of solutions for the multi-objective
example.

The optimization problems were solved using the Matlab
Optimization Toolbox. In specific, for the single-objective
problem, the genetic algorithm tool gatool was utilized by
creating a population of 1000 solutions and by using rank
fitness scaling and stochastic uniform selection. 80% of the
population crossovers through a scattered function and the
remaining population are subject to mutation through an
adaptive function. For the multi-objective case, the genetic
algorithm tool gamultiobj was utilized by creating a popula-
tion of 200 solutions. Crossover and mutation parameters
are the same as in the single-objective, while the most fit
population is kept down to 70%, in order to maintain a di-
verse population. The implementation is based on a variant
of the elitist multi-objective evolutionary algorithm NSGA-
IT [15].

6. Conclusions and Future Work

Critical Infrastructure security, especially in relation to
drinking water distribution networks, is receiving increasing
attention. In the present work, we developed a mathematical
framework suitable for addressing various security and fault
diagnosis problems in water distribution networks. In spe-
cific, we examined the static problem of selecting a number
of locations to install water quality sensors, as well as loca-
tions and times where and when manual sampling should be
performed, in order to reduce the damage risk due to a con-
tamination. In the mathematical framework we addressed
the problem of computing from a set of contamination sce-
narios and a set of feasible locations and times in the net-
work, the impact or “damage” caused by each fault, which is
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used as a metric of the effectiveness of various security
schemes. Various security issues were addressed and an op-
timization solution methodology was proposed, which was
demonstrated using a real water distribution network under
realistic operational conditions.

Protecting the consumers through quality sensor place-
ment and manual sampling constitutes the first step towards
a complete security scheme which would include more ad-
vanced techniques, such as using the water quality dynamics
for fault detection, as well as adaptively change the manual
sampling decisions in order to minimize the contamination
risk, if the system parameters change in time.
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