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Abstract— In the literature, several abscissae generation 

methods of chaff points in fingerprint fuzzy vault exist. In this 

paper, we make an experimental comparison between 

squares method and threshold methods. The experimental 

results show that the squares method is far better than 

methods based on threshold. But minutiae representation in 

squares method uses 2D representation while threshold 

methods are represented by composite representation. We 

proposed to implements squares methods using composite 

representation and made same experiments which showed 

less gain of time but more robustness and performance.  

Keywords- Fingeprint; Fuzzy Vault; Chaff-points; 

Minutiae representation; Abscissae generation. 

I. INTRODUCTION 

Fuzzy vault is an error tolerate data securing method 
using public information proposed first by Juels and Sudan 
[1] in 2002. The unstable nature of the different biometrics, 
due to the image captures, makes it difficult to obtain a 
single biometric template. A certain error threshold is 
tolerated during recognition, but this error threshold does 
not allow the use of conventional encryption techniques to 
secure templates. The fuzzy vault method has been applied 
in biometrics to secure templates, hence the use of new 
error-tolerant techniques such as Fuzzy Vault. In this paper, 
we focus in fingerprint fuzzy vault [2, 3, 4, et 5]. 

Fuzzy vault is composed of two phases: data encoding 
which consists of encrypting a secret key generated 
randomly, or imposed by the user, with fingerprint features 
and chaff points [7, 11, 18, 24 et 26]. The second phase is 
for data decoding, which consists to reconstruct the secret 
key from the Vault [19, 23, 29 et 30]. 

In this paper, the process of chaff points’ abscissae 
generation in fingerprint fuzzy vault is studied. 
Comparative experiments are performed between threshold 
methods [26 et 27] and squares method [20 et 29] as 
implemented in literature. The purpose of this work is to 
determine which chaff-points generation method is the best 

to use in terms of the chaff-point number actually generated 
and response time, and which features representation is the 
best to use with it. In section 2, we describe the two phases 
of the fingerprint fuzzy vault process. We present different 
fingerprint feature representation used in fuzzy vault in 
section 3. Section 4 describes the process of chaff points 
generation before carrying out comparison experiments on 
three most cited in literature (threshold methods and square 
method) in section 4. Finally, we present our proposal to 
adapt standard squares method to generate chaff-points with 
composite representation and make comparison 
experiments with thresholds methods. 

 

II. FUZZY VAULT APPLIED ON FINGERPRINT 

The principle of the fuzzy vault on fingerprint consist of 

two phases: 

1.  Encoding the Vault. The encoding consists to encrypt 

a secret key, generated randomly or imposed by the 

user, with fingerprint characteristics and chaff points. 

2. Decoding the Vault. Decoding consists to regenerate 

the key from the vault.  

Each phase consists in several stages. In the following, we 

describe these stages and we give details of the main 

proposals in the literature that worked on each one. 

A. Fuzzy Vault Encode Phase 

There are five stages in the encoding phase of fuzzy vault, 

which are detailed below: 

Stage 1: Compute the Characteristic Polynomial. 

Characteristic polynomials are generated from a secret key 

(S) [6, 7, 8 et 33] or its hash [9 et 10]. The latter is divided 

into k parts of the same size, Si, i=1...k, and integrated into 

the polynomial coefficients. Multiple polynomial 

generation can also be used when the number of features 

extracted from fingerprint is small and does not allow the 

interpolation of a k-degree characteristic polynomial. This 



Dellys et al. 

 

2 

method divides the secret key into m sub-secret keys, from 

which m k-degree polynomials are generated. 

Stage 2: Fingerprint Feature Representation. There is a 

plethora of features that can be extracted from a fingerprint. 

Only two of these features verify biometrics constraints: 

minutiae and descriptor representations. After, we 

summarize the main proposals of these two types of 

representation. [9, 10, 11, 12, 13, 29 et 30]. 

 

Stage 3: Chaff Points Modelling. The characteristics 

extracted from fingerprint are represented by a vector of 

coordinates. However, fuzzy vault requires their 

representations in scalar form [14]. Consequently, the 

modeling by concatenation is used. In this modelling, 

fingerprint characteristics attribute are concatenated to 

form the encoding units [7, 12, 14, 15 et 27]. 

 

Stage 4: Chaff Points Generation. The Chaff points are 

represented in two coordinates: abscissa ‘c’ and ordinate‘d’. 

All Chaff points are represented as 

CHAFF= {(𝒄𝒊, 𝒅𝒊); 𝒅𝒊 ≠ 𝑷(𝒖𝒄𝒊)}𝒊=𝟏
𝑹 , where uci are the 

encoding units obtained from ci.  [20, 23, 24, 26, 27 et 29] 

Generation of chaff points require two process: abscissae 

generation and ordinate generation. 

Stage 5: Vault Construction and Storage. In this stage, 

chaff and authentic points are combined to form a vault. 

The purpose is to hide all the encoding units by adding 

chaff points [16]. 

B. Fuzzy Vault Decoding 

This phase includes three main stages which are: the points’ 

alignment, correspondence set determination and 

polynomial reconstruction. 

 

Stage 1: Points Alignment. There are two techniques to 

align the fingerprints [11, 17 et 18]: 

1. Fingerprint Pre-alignment. Pre-alignment methods are 

based on fingerprint information extraction.  

a. Reference minutiae/point. This technique denotes a 

reference minutia against which other minutiae are 

represented using polar coordinates [13].  

b. Helper data. Helper data are a public information, it 

carries enough information to perform the alignment 

without revealing any information about the original 

fingerprint [6, 25, et 26]. Extraction of helper data is 

based on the principle of Orientation Field Flow 

Curves (OFFC) [18]. The OFFC representation is 

robust against noise generated by fingerprint 

acquisitions, including the Islands and ridges cuts [6]. 

2. Fingerprint Auto-alignment. Automatic alignment uses 

invariant representations to translation and rotation of 

fingerprint [16]. Thus, no pre-alignment process is used 

[23]. Amongst these techniques are found: 

a. Geometric hashing. Alignment by the geometric hash 

table is considered to be one of the most accurate. But 

requires a large storage space, and importantly 

computing time [1, 12, 15 et 33].  

b. Minutia structure. These representations which 

described in the second stage of encoding phase are 

invariant to translations and rotations [16]. 

Fingerprint Free-Alignment. This method has the 

advantage that doesn’t use alignment [21]. It uses the local 

texture around the minutia which is invariant to 

transformations of fingerprints that occurred during their 

acquisitions. 

 

Stage 2: Determination of Correspondence Set. The 

determination of correspondence set consist to identify the 

authentic points in the vault stored with those extracted 

from the aligned template in the query. This process creates 

a set of correspondence points that are authentic in their 

majority with a legitimate user [11, 17, 18, 32 et 34].  

Stage 3: Secret Polynomial Reconstruction. The secret 
polynomial reconstruction is generated from 
correspondence set obtained during the first stage. If the 
polynomial is properly constructed, the secret key can be 
recovered, and the user is successfully authenticated [8, 10, 
22, 32 et 33].    

III. FINGERPRINT FEATURE REPRESENTAION 

There are several features that can be extracted from 
fingerprint. Two of them check constraints of biometrics, 
the minutiae representation and representation by 
descriptors. Here below is a summary of the main proposals 
in these two types of representation: 
a. Minutiae representation as singular points 

In this representation, minutiae are described by a set of 
coordinates, so we find: 

i. 2D representation: Minutiae is described by its 
Cartesian coordinates (x, y). [6].  

ii. 3D representation: Minutiae is described by its 
Cartesian coordinates (x, y) and orientation θ [9 et 
20]. 

iii. 4D representation: Minutiae is described by its 
Cartesian coordinates (x, y), orientation θ and its 
type (endpoint / fork). [10 et 21]. 

This representation is easy to implement, but generates 
many errors of matching in authentication phase. 
b. Minutiae representation as part of a structure: 

Minutiae are described by its local or global structure, 
based on its geometry. So we find: 

i. Minutiae representation by local structure: this 
representation is used to describe minutiae 
compared to its neighbors. The main proposals in 
this representation are: 
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 The five nearest neighbors structure: this 
representation describes minutia (m) compared 
with its closest five minutiae (mi), in the form 

of{(𝒓𝒊, 𝜽𝒊)}𝒊=𝟏
𝟓 . The scalars ri are the Euclidean 

distances between m and mi, and θi, are angles 
formed between m and mi [11]. 

 Voronoï neighbors: this representation is very 
similar to the previous one, except that neighbors 
are determined according to Voronoi diagram [11].  

 Composite representation: the composite 
representation is also a representation of minutiae 
compared their neighbors [17]. The minutia (mi) 
compared to (mj) is described by a 3-tuple 
(𝒅𝒊−𝒋,𝝋𝒊−𝒋,𝜽𝒊−𝒋) where : 

 𝒅𝒊−𝒋: is the Euclidian distance between mi and 

mj ;   
 𝝋𝒊−𝒋: is the difference between orientation angle 

of mi and mj; 
 𝜽𝒊−𝒋, is the counter-clockwise angle between the 

orientation of mi and direction from mi to mj.  

 
ii. Representation according to the overall structure: 

this representation of minutiae is based on the 
fingerprint overall geometry.  
The main proposals concerning representation in 
triangle based [11], where fingerprint template is 
described as a set of triples of distinct minutiae. Each 

triplet, (p1, p2, p3), trace a triangle in 
counterclockwise direction, represented by ((r1-2, θ1-

2), (r2-3, θ2-3), (r3-1, θ3-1)), where: 
- rij : is the distance between pi and pj ; 
- θijis :the angle of pi to pj. 

This representation generate less matching errors, but 
requires more compute. 

c. Descriptors based representation : 
 This type of representation describes minutiae by a 

descriptor computed from fingerprint image. The main 
proposals in this representation are descriptive vector [12] 
and points around the nucleus [22]. This representation 
requires fewer compute, but generate more matching errors 
than the representation as part of a structure. 

IV. CHAFF POINTS GENERATION 

Chaff points are data, similar to the fingerprint minutiae 
representation, generated pseudo-randomly in order to hide 
actual minutiae. Chaff-points generation is subject to two 
constraints [23]: 
i. A Chaff point must not be very close to an actual point; 

ii. Two chaff points should not be very close. Otherwise, 
the Chaff points will be easily detected by the attacker. 

A. Number of generated Chaff-points.  
The greater is number of Chaff-points, the greater is 

security level. However, a great number of chaff-points 
affects other aspects, including: 
i. Storage memory space of the Vault will be more 

important [24]. 
ii. The freedom degree of the Chaff point increases 

significantly, and will be easily detected by an attacker 
[25]. 

iii. System response time increases significantly due to the 
computing complexity [26].  
 
A compromise between security, storage space and 

response time of the system is important to fix the number 
of chaff point must be generated. In several works [24, 9, 
20 et 27], the Chaff-points number is determined 
empirically after several tests. The authors of [28] argue that 
a good security level of biometric system requires a Chaff-
points number greater than authentic point’s number.  

 
B. Chaff points generation methods 

In this section, we explain how Chaff-points are 
generated. Chaff points are represented by two coordinates: 
abscissa (c) and ordinate (d). Abscissae and ordinates are 

 
Figure 3. Composite representation 

 

 
Figure 2. Voronoï representation. 

 
Figure 1.Five nearest neighbors representation. 

 
  

Figure 4. Triangle representation. 
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generated by different methods. We present the main steps 
as following: 
1. Chaff points abscissae generation 

The Chaff points abscissae are generated according to 
two strategies:  

i. Generation based on the spacing between points:  
This method generates R distinct points randomly 

according to two strategies [26 et 27]:  
a. The first strategy generate points using Euclidean 

distance. Actual and chaff points are separate at least 
by threshold (δ) (Fig.1-a). 

b. The second strategy takes into account the 
distribution of the authentic points. Authentic points 
can be fairly close together and formed a points mass. 
An attacker can distinguish this mass to find an 
actual points (Fig.2 - b). To resolve this problem, 
two threshold are used. The first distance (δ1), 
separate chaff point from others. 

In both strategies, threshold are chosen according to 
distance average between minutiae and number of chaff 
points want to generate, the experiments give the best 
threshold values. 

 
ii. Use of geometric forms:  

This strategy is based on geometric constraints to 
generate Chaff points: 

a. Squares based algorithms. This method 
detailed in [20 and 29] centres each point of the 
vault by a fixed size square, so the squares will 
never overlap, but they can be tangent (Fig.2-a). 

b. Algorithms based on cell image segmentation. 
A second method, detailed in [30], divides the 
image into cells, in the form of fixed-size squares, 
and considers only one point (Chaff or authentic) 
per square (Fig 2-b).  

2. Chaff points ordinates generation 

Ordinates generation of Chaff points ({𝑑𝑖}𝑖=1
𝑅 ,) is 

ensured by one of the following strategies: 
i. Ordinates are generated randomly after checking 

the constraint saying that (ci, di) is not on the 
secret polynomial [6, 10, 18, 19, 21 et 32]. 

ii. Ordinates are generated by taking di = P (ui) + α, 
where P is a secret polynomial, α is a real 
generated randomly and ui is locking unit 
obtained from ci [31]. 

The ordinates chaff point (di) is first determined 
using one of the methods listed above. Then, misleading 
polynomials are integrated into the Vault. Finally, Chaff 
points abscissae (ci) are re-evaluate by these misleading 
polynomials [32]. 

V. COMPARISON OF EXISTING ABSCISSAE CHAFF-

POINTS GENERATION METHODS 

Four methods are proposed to generate abscissae of 
chaff-points: One threshold method [ref], two 
thresholds method [ref], cells method [ref] and squares 
method [ref]. 

Since Cells method is a particular case of squares 
methods, we make comparison only between thresholds 
and squares methods 

 
 

EXPIRIMENTS 

 
In this section, we make experimental comparison 

between abscissae generation methods. The strategies based 
on the spacing between points and those based on squares 
are compared according to effective number of chaff points 
really generated and response time. The experiment are 
launched in DB2_A, FVC2006 database with 1680 
fingerprint and average of 38.15 minutiae per fingerprint 
[ref]. 
 
 The experiment was run using a software platform based 
on Java and Matlab, and a computer hardware based on an 
Intel Core 2 Duo processor and 8 GB of Random memory. 

A. Number of chaff points generated 

The first experiment concerns the chaff points really 
generated by each methods compared to chaff points want 
to generate (according storage capacity, security degree, 
etc.). In Figure 3, we note that the squares curve increase 
linearly, this is means that squares methods generate 
effectively the number of chaff points needed to generate. 

Otherwise, the one threshold curve increase linearly 
until around 200 chaff points generates. The curve stabilizes 

 
Figure 5. Chaff points abscissae generation with threshold 

methods. a- one threshold. b- two threshold. 

 
 

 
Figure 6. Chaff points abscissae generation. a- squares method. b- 

cells method. 
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after around 180 chaff point whatever the needed chaff 
points increased. 

 The same behavior are noted for the two threshold 
curve around 350 chaff points. This augmentation of 
maximum chaff points generated in two threshold methods 
can be explained by the second threshold which is smallest 
than the first. 
B. Chaff-points generation time 

The second experiment concerns generation time of 
chaff points for each methods. In Figure 4, we note that the 
generation time in squares methods remains insignificant 
around 0.03 second for 1000 chaff-points generated. 

  However, the one threshold curve becomes 
insignificant when number of chaff points generated is 
lower than 150. When chaff points generated are between 
150 and 200, one threshold curve increases exponentially 
until 200 second, then this curve oscillates between 120s 
and 210s. 

This oscillation is explained by the relatively fixed 
number of chaff points really generated after 200 chaff-
points. 

The same behavior is observed for the two threshold 
curve after 290 chaff points generated, but the oscillation is 
greater and maximum generation time is noted as 530s. This 
is explained by the second threshold that must be computed 
in this case. 

As shown in Figure 5, the curves of one threshold and 

two threshold have the same behavior. First, gain is very 

small around 1, then, curves increase exponentially by 150 

chaff points for one threshold and 290 for two threshold. 

The maximum is obtained with 220 chaff points for one 

threshold with gain of 24000, and 400 chaff points for two 

threshold with gain of 26400. Subsequently, the curves 

decrease oscillating according curves of Figure 4, because 

the generation of chaff points stopped after around 220 for 

one threshold and 350 for two threshold. 
 

 

 

 

 
Figure 7. Chaff points really generated compared to chaff points needed to generate. 

 
 

 

 

 
Figure 8. Generation time of chaff points. 
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VI. OUR PROPOSAL 

   
Several methods proposed in literature use singular point 

representation, but this representation is not robust have 

many inconveniences, the main of them need alignment 

Dellys et al [19]. As present by, alignment stages require 

great response time. In add: 

- Geometric hashing alignment: Very costly in 

computing time and storage space;  

 

- Helper data : Lose information details in the process 

of authentic points distribution  and take relatively too 

much computing time; 

- Reference minutiae/point: Poor performance of 

Reference minutiae extraction algorithms makes this 

method not much effective. 

 

In this paper, we propose to use composite representation 

and squares method to chaff-points generation. Despite the 

fact that composite representation increases computing 

time, robustness and the non-use of points-alignment stage 

and its high computing time make this representation more 

interesting than singular point representation. Concerning 

chaff-points generation, the squares method is better 

method according comparison made in section IV. 

 
 

EXPIRIMENTS 
 

We make experiments comparisons with the same 
environment that section V.  

A. Number of chaff points generated 

Chaff points actually generated by each method 
compared to chaff points need to generate is illustrated in 
Figure 10, we note that the squares curve increase linearly, 
this is means that squares methods always generate chaff 
points needed to generate even with composite 
representation. 

 

 
Figure 9. Gain of time between square method using 2D representation and threshold methods. 

 
 

 
 

 

 

0

 
Figure 10.Number of generated Chaff points based on the requested number. 
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Otherwise, the one threshold and two thresholds curves 
increase linearly until a certain value and stabilizes after 
around 180 chaff-points for one threshold method and 
around 250 chaff-points for two thresholds, whatever the 
needed chaff points increased. 

Then, as shown in figure 11, number of chaff-points 
generated using squares method is three times greater than 
one threshold method and two times greater than two 
thresholds methods. 

 
B. Chaff-points generation time 

Figure 12 illustrates generation time of chaff points. We 
note that the generation time in squares methods using 
composite representation remains still insignificant around 
1 second for 500 chaffs points generated.  

  However, the one threshold and two thresholds curves 
become insignificant when the number of chaff points 
generated is lower than 150. When chaff points generated 

are between 150 and 450, one threshold curve increases 
around 100 second, then this curve increase exponentially 
after 450 chaff-points. 

The two thresholds curve increase exponentially after 
150 chaff-points generated and maximum generation time 
is noted as 590s. 
As shown in Figure 13, gain of time achieved 119 between 
squares method and two thresholds method, and achieved 
60 between squares method and one threshold method.  

VII. CONCLUSION AND PERSPECTIVES 

In this paper, we first make an experimental comparison 
between the abscissae generation of chaff points in 
fingerprint fuzzy vault with singular point representation. 
As shown in table 7, squares method generates exactly the 
needed number of chaff points, while threshold methods 
stagnates around  

 
Figure 11.Gain in the generated number. 
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Figure 12.Generation time of Chaff 
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200 chaff points for one threshold method and 350 for two 
thresholds method. 

As shown in Figure 8, generation time in squares 
method still insignificant around 0.03s, while in threshold 
methods generation time increase exponentially after 150 
chaff points generated for one threshold and 290 for two 
thresholds. When a number of chaff points achieved a 
maximum, the generation of chaff points stopped which 
causes an oscillation of time generation. The gain of time is 
very great between squares method and threshold methods 
with singular point representation, as shown in Figure 9. 
These comparisons shown that squares methods are the best 
methods of chaff-points generation when singular point 
representation is used.  

However, singular point representation is not robust and 
it is vulnerable against attacks. Therefore, we use a 
composite representation that is more robust. Same 
experiments are achieved to compare chaff-points 
generation methods with composite representation. The 
chaff-points generated still same as needed chaff-points, 
when one threshold and two thresholds methods stagnates 
respectively around 180 and 250 chaff-points actually 
generated. Gain in the chaff-points actually generated is 
three times greater in squares method than one threshold 
method and two times greater in squares method than two 
thresholds method. Response time remains small around 1s 
when response time for one and two thresholds methods 
increase exponentially after 150 chaff-points generated. 
Response time for squares method are greater than squares 
method using singular points representation, but composite 
representation not need point alignment stages, which is 
stage that require most computing time. Gain of time in 
squares method achieved 60 time compared to one 
threshold method and 120 time compared two thresholds 
method. 

We conclude that squares method using composite 
representation are best choice in stages of feature 
representation and chaff-points generation. 

 This comparison is a step of several experiments that 
will help to determine the most efficient method to use in 

each fuzzy vault stages, in terms of performances, security 
level, response time and storage. 
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