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Abstract This paper proposes a new anonymous communi- of actions, respectively. An anonymous communication sys-
cation system based on multiple loopbacks, which uses prob- tem using cyclic routes is also proposed in [5], which uses
abilistic choice of actions. Our system provides both sender elementary cyclic routes.

anonymity and receiver anonymity. Our system also decreases These three systems have disadvantages: in Onion Rout-
the computation load of each relay node, because there exist no ing, the computation load of relay nodes by encryp-
multiple-encryption process in our system. Applying an anal- tion/decryption of a message is very large; Crowds does not
ysis method in an anonymous communication system called 3- provide receiver anonymity; in the anonymous communica-
Mode Net, we evaluate the number of relay nodes required for tion system using elementary cyclic routes, network topology
communication and sender anonymity. In addition, we evaluate is restricted. In addition, Onion Routing has an disadvantage
receiver anonymity by using a probability generating function  that the size of transmitted data is larger than those of the
and its properties. From these results, we investigate the rela- other systems because the size of the data changes by en-

tionship between the number of relay nodes and anonymity. cryption/decryption.

Keywords anonymous communication, 3-Mode Net, multipleAnonymous communication systems using multiple encryp-

loopbacks, performance analysis. tion or cyclic routes never overcome the above shortcomings.
For example, an anonymous communication system called

l. Introduction 3-Mode Net (3MN) [6], which can be regarded as an exten-

sion of Crowds-based anonymous communication systems,
As Information Technology (IT) has developed rapidly, weenables us to provide receiver anonymity unlike Crowds by
use various IT systems and services. In the deep penetratiatroducing multiple encryption of a message. In contrast,
of IT into our lives, one of the important issues is to provideSMN has a shortcoming that the computation load of relay
services where high anonymity is required such as medicabdes is larger than that of Crowds. Therefore, it is desir-
consultation and whistle-blowing on the Internet. This is beable to develop an anonymous communication system using
cause anonymity is not guaranteed on the Internet, althoughobabilistic choice of actions only.
we can protect data in a communication by using encryptiom this paper, we propose a new anonymous communica-
protocols. tion system using probabilistic choice of actions and multiple
In order to provide anonymity to a sender and a receiver ilmopbacks. We introduce loopbacks that mean that a message
a communication, several anonymous communication sy&hich a node transmits returns to itself through several relay
tems, which hide the identities of the sender and the receiveipdes. When a relay node chooses the action of loopbacks,
have been proposed in the past. In general, these systestms relay node does the following actions: first, changes the
provide anonymity by forwarding a message from its sendefestination of its message to itself; second, forwards the mes-
to its receiver through several relay nodes. As forwardingage to another destination. The actions about loopbacks en-
methods, there are three ways as follows: able us to avoid the situation where the destination of a mes-
sage indicates the proper receiver of the message. Compared
to 3MN, our method decreases the computation load of relay

2. probabilistic choice of actions in relay nodes [3, 4], nodes because of no encryption/decryption of a message.
3. cyclic routes [5]. We also analyze the performance of our method. First, we

evaluate the number of relay nodes required for communica-
For example, two well-known anonymous communication and sender anonymity because it is shown that a method
tion systems Onion Routing [1] and Crowds [3] providefor analyzing the performance of 3MN in [7, 8] is applicable
anonymity by multiple encryption and probabilistic choice

1. multiple encryption of a message [1, 2],
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to that of our method. Next, we evaluate receiver anonymity
by using a probability generating function and its properties.
From these results, we investigate the relationship betwe
the number of relay nodes and anonymity.

Some of the results describe in this paper have been re- LFo @y it o i e T il e o
ported in [9] The main contribution of this paper i1s to In- the chosen node, and forward to other relay node.
troduce receiver anonymity against collaborating nodes as
a measure for evaluating our method and to analyze our
method from the viewpoints of the number of relay nodes,
sender anonymity, and receiver anonymity.

I\l?\ﬁg\?virc;? Co:g\?vr(]jzztzlngﬂlgchiiisggg s:éegzgr:;rsneonl}geiver with encryption and decryption. In 3MN, each relay

o . node chooses one of three modes as shown in Fig. 1 ran-
communication systems where each relay node decides itS

action with predefined probabilities. In Section Ill, we pro- omly with predefined probabilities. We, here, refer to the

L . . data set as the set of data composed of a multiple-encrypted
pose an anonymous communication system using probabilis-

tic choice of actions and multiple loopbacks. In Section Mnessage and the address of the next destination.
we analyze the performance of our proposed system. In Sec-

tion V, we consider the influence of the probabilities of mode) Three Modes in 3-Mode Net

choice on the performance of our system through numerical

examples. We conclude this paper in Section VI. In Fig. 1, Decryption Mode (D-Mode) is the mode where a
node transmits a received data set to its destination directly.

Il Existi A C . ) S In this case, the destination node that receives the data set
- EXisting Anonymous Communication Sys- decrypts it with its decryption key, and produces a new data

tems Based on Probabilistic Choice of Ac- set.

tions Transmission Mode (T-Mode) is the mode where a node for-

o o wards a received data set to a node other than the destination
Existing anonymous communication systems are almost rgpe.

garded as communication systems, which forward a data $8hally, Encryption Mode (E-Mode) consists of the follow-
from its sender to its receiver through several relay nodeg,qg two processes: 1) create a new data set whose destination
where we refer to the data set as the set of data composg newly-chosen node except for the destination of a re-
of the address of the next destination and an encrypted megsived data set and whose data is created by encryption of
sage. Since sender anonymity and receiver anonymity dgre received data set with the public key of the newly-chosen
pend on the ways of forwarding and creating a data s&pge: 2) forward the new data set to another node except for
several anonymous communication systems have been pfRa destination of the new data set.

posed. In this section, we describe two anonymous commithe destination of a data set does not always indicate the
nication systems Crowds [3] and 3-Mode Net [6], which propoper receiver of a message because of the existence of

D-Mode: Send to the destination node.

T-Mode: Forward to other relay node than the destination node.

Figure. 1: Actions of a node in 3-Mode Net.

vide anonymity by the probabilistic choice of actions. E-Mode, and thus, each relay node cannot judge whether
the destination of a received data set indicates a proper re-
A. Overview of Crowds ceiver or one of relay nodes. 3MN, therefore, guarantees re-

' . ce]iver anonymity. This makes sharp contrast with the case of
In Crowds, sender S first prepares a data set that conS|stsCo o .
. rowds. Sender anonymity is also provided because no relay
the address of a proper receiver R and an encrypted messar%e ; .
. de understands whether the immediate predecessor of the
Next, S transmits the created data set to another node ex-_ ~ . .
. r(ljode is the sender of a message or not, like Crowds.
cept for S. When a relay node receives a data set, the node
chooses its action with predefined probabilities whether the
node sends the received data set to R or another node. $j-|ssues on 3-Mode Net
nally, the proper receiver R receives a data set by choosin . )
an action that a relay node sends the data set to R, and #¥N has a disadvantage that the computation load of relay
transmission of the message finishes. nodes is larger than that of Crowds owing to the existence
Crowds provides sender anonymity because each relay ndifemultiple-encryption, although 3MN has a big advantage
cannot distinguish whether the immediate predecessor of tHEt receiver anonymity is provided. 3MN also takes more
node is a message sender or one of relay nodes. Crowds di§¢ required for communication than Crowds by the pro-
has an advantage that the computation load of relay nodg@sses of encryption and decryption when the number of re-
is very small because of no encryption process except f&#y nodes required for communication in 3MN is equal to
encryption of a message that a sender performs. Crowds dd@gt of Crowds. _
not, however, hide the identity of a proper receiver becausihen a relay node chooses E-Mode, the size of the created
the destination of a data set always indicates the receiver. data set is larger than that of a received data set because a
new destination is added, and thus, the size of a data set is

not constant. Compared to Crowds where a data set consists
of the destination of a proper receiver R and an encrypted
3-Mode Net (3MN) is one of the anonymous communicatiomessage, there exists a shortcoming that the size of a data set
systems where a sender forwards a data set to a proper oe-3MN network becomes large.

B. Overview of 3-Mode Net
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Ps 6 S-Mode: Send to the destination node.

’ Pr 6 R-Mode: Forward to other relay node than the destination node. e

2 Insert the hash value of the data set and the destination A
o L-Mode: of the data set to the List,
create a data set whose destination is the own node,
and forward to other relay node.

. . . S
Figure. 2: Actions of a node in our proposed system. O

[msg | @
[ll. Anonymous Communication System Using
Probabilistic Choice of Actions and Multi- Figure. 3: Actions of a node in our proposed system.
ple Loopbacks

In Section Ill, we propose a new anonymous communicatioiird mode, the relay node forwards the data set to itself be-
system which enables us to provide sender anonymity agause the destination of the data set is changed to the address
receiver anonymity using only the probabilistic choice of acof its own node. That is, the relay node performs the action
tions in relay nodes without multiple-encryption in order toof “loopback”. Therefore, the third mode is called Loopback
overcome disadvantages of Crowds and 3-Mode Net. In olode (L-Mode).

system, it is important how the identity of a proper receiver iBecause of the existence of L-Mode, the destination of a
protected without encryption because our system is based @data set is changed, and thus, a relay node cannot understand
the framework of Crowds like 3MN. In the next subsectionwhether the destination of a data set indicates a proper re-

we proceed to introduce a “list”. ceiver or not. That is, our proposed system guarantees re-
ceiver anonymity. This is similar to the case of 3MN. In
A. List addition, a relay node cannot judge whether the immediate

redecessor of the node indicates a proper sender or one of

F_Qoute_rs a_nd relay servers can record transm|§§|o“n and rec Qéy nodes. Our method also provides sender anonymity like
tion histories. We here define a record called “list”. Crowds and 3MN

A list is a database composed of the hash value of an R ¢hown in Fig. 2, there exist no encryption and decryp-

crypted message and next destination in a data set. A data sgf processes in our proposed system although anonymity
consists of an encrypted message and next destination, like

. our system is similar to the case of 3MN. This is sharp
Crowds. For example, assume that a node receives a data&fﬁtrast to 3MN. Therefore, we show that, in our system, the

whose destination is node A. In this case, the node can rec‘%,rgmputation load of relay nodes is very small like Crowds.

the hash value of an encrypted message and next deStinatl'ﬂﬂthermore, the size of a data set in our system is equal to

A in the data set on its own list. that of Crowds because each data set always consists of an

Itis general to use the record of data like a list in otheranon)é-ncrypted message and the destination of a node. This im-

mous communlcanon systems. For exa_mple, relay nodes les that the size of a data set is smaller than that of 3MN.
Onion Routing and Crowds record previous and next nod ch relay node chooses one of the three modes randomly

in ordgr to reply from a receiver to a sender [1, .3]. Thro_ugr‘w,[h predefined probabilities. Lek, pr, andpy, denote the
out this paper, we assume that each node has its own list. probabilities to choose S-Mode, R-Mode, and L-Mode, re-

. spectively, wherggs + pr + pL = 1 andps > pr.
B. Three Modes in Our Proposed System P y s T PR+ PL bs = pu

Like 3MN, our proposed anonymous communication SYS_ Behavior of Our Proposed System
tem has three modes as shown in Fig. 2, Straight Mode

(S-Mode), Relay Mode (R-Mode), and Loopback Mode (LWe describe the behavior of our proposed system with Fig.
Mode). Each relay node chooses one of the three modes r&where data in square frames means an encrypted message
domly with predefined probabilities. and the letters on square frames indicate the next destina-
In Fig. 2, the first mode is the mode where a node sendstians. We refer to the set of an encrypted message and the
received data set to its destination directly. Since a data ge#xt destination as a data set. The letters in diamond frames
is transmitted to its indicated destination, this mode is callealso indicate chosen modes in relay nodes.

Straight Mode (S-Mode). Sender S first creates a dataBEtK i (msg) that consists of

The second mode is the mode where a node forwards a the address of a proper receiver R and an encrypted message
ceived data set to a node other than the destination nod€g (msg) with R’s public key Ky (|| represents the combi-
Since a data set is forwarded to another node, this moderiation of data). After that, S forwards the data set to another
called Relay Mode (R-Mode). node A.

In the third mode, a relay node performs the following thre&vhen a relay node has received a data set, the node first
processes: 1) first, insert the hash value of the data set and tivecks its destination. If the destination corresponds to the
destination of the data set to its own list; 2)second, createrelay node, the node searches a hash value from its list, which
data set whose destination is the own node; 3)finally, forwaiid the same as the hash value of an encrypted message in the
the data set to another node. When a relay node chooses theeived data set. Since the node inserts the hash value of the
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encrypted message to its own list in the case when L-Modg is equal tol when A receives a data set from node B and
is chosen, the hash value of the encrypted message in thechooses R-Mode. In node F, the multiplicity of loopbacks is
ceived data set corresponds to one of the hash values indigual to3. The multiplicity of loopbacks indicate$in the

list (if the hash value of the encrypted message corresponpioper receiver R.

to no hash value of its list, the relay node indicates the fina/hen S-Mode, L-Mode, or R-Mode is chosen, the multi-
receiver as discussed below). After searching the hash valypdicity of loopbacks decreases by one, increases by one, and
the relay node produces a new data set whose destination iemains unchanged, respectively. Thus the behavior of our
dicates the address of a node paired with the same hash valpgposed method is modeled by a random walk, because the
and chooses one mode randomly with predefined probabifaultiplicity of loopbacks for a data set changes in a proba-
ties. Otherwise, the node only chooses one mode randontdilistic manner. A random walk is defined as a stochastic pro-
with predefined probabilities. cess on a set of integers, which starts at the origin and moves
When node A receives the data set, A chooses one modee step on the positive or negative direction with predefined
randomly with predefined probabilities because the destinprobabilities independent of its location. As seen from such
tion of the data set does not indicate A. In this example, A& viewpoint, the behavior of our system is regarded as the
chooses L-Mode. Thus, A enters the hash value of the efellowing stochastic process.

crypted message and the destination R in A's list, createsModeling of our proposed system our proposed system is
new data sed || Ky (msg) whose destination is its own node, regarded as a random walk on the integers which starts at a
and forwards the data set to another node B. After B receivgssition 1 and at each point, moves one step to the negative
the data set, B also chooses one mode randomly with praiection with probabilityps, moves one step to the positive
defined probabilities because the destination of the data sktection with probabilitypr,, or stays on its position with

is not B but A. In Fig. 3, B chooses S-Mode, and thus, Brobabilitypr. Once the walk arrives at the origin, i.e., when
transmits the data set to A, which indicates its destination. the multiplicity of loopbacks is equal to 0, the walk finishes.
When node A receives the data set again, A first checks its

des?ina_ltion, and A understands that the destination of the dgfa Relationship and Comparison with 3-Mode Net

set indicates itself. Then, A checks the hash value of an en-

crypted messag& (msg) in the received data set againstin [7, 8], the performance analysis of 3-Mode Net is dis-
As list, and changes the destination of the data set to R. Aussed based on the multiplicity of encryption. From Fig.
ter that, A chooses and performs one of three modes rah- it is shown that when D-Mode, E-Mode, or T-Mode is
domly with predefined probabilities. In this case, A chooseghosen, the multiplicity of encryption decreases by one, in-
R-Mode, and A forwards the data set to another node C. creases by one, and remains unchanged, respectively. That
In a similar fashion, node C and the following nodes foris, the behavior of 3MN can also be modeled by a random
ward a data set with replace of destinations of data sets. Malk as presented above.

nally, the proper receiver R receives a dataRi¢i i (msg).  We here investigate relationships between the change of the
R first checks its destination and confirms that the destin&ultiplicity of loopbacks in our system and the change of
tion indicates R and the hash value of an encrypted messdfje multiplicity of encryption in 3MN. This is because the
corresponds to no hash value in R’s list. Therefore, R re@ehaviors of both 3MN and our system are discussed from
ognizes that the proper destination of the data set is itsethe viewpoint of multiplicity. The corresponding table is

R then acquires the message msg by decrypting the data seewn in Table 1K represents the initial number of multi-
R||Kg(msg). The transmission of the message finishes. plicity of encryption). Table 1 means that our system has the
same structure as 3MN in the case whegrg pg, pr, and

k in 3MN are equal tgs, pr, pr, and 1 in our system, re-
spectively. Therefore, we analyze our system in an exactly

In this section, we analyze the performance of our systerfimilar way as an analysis method of 3MN.
e also compare our system with Crowds and 3MN. As

We first model our system, and investigate the relationsh|W ) X
own in Table 2, the computation load of each relay node

between our system and 3-Mode Net. We then analyz

the number of relay nodes required for communication anid Smaller than that of SMN because our system needs no en-

sender anonymity by applying an analysis method in gVNETYption/decryption processes although'our system and SMN
We also define and derive a measure for receiver anonymity2ve the same structure. Further, the size of a data setin our
System is smaller than that of 3MN and is equal to that of

. Crowds because the size of a data set always consists of the
A. Modeling address of next destination and an encrypted message. Thus,
In our system, loopbacks occur repeatedly as shown in Fig. @r system can decrease network traffic. Consequently, our
We here define a value called the multiplicity of loopbacksSystem only inherits above merits of Crowds and a merit of
which indicates the difference of the number of times whedMN that sender/receiver anonymity is provided, and thus, it
L-Mode is chosen and the number of times when S-Modé said that our system is superior to 3MN and Crowds.

is chosen. We set the initial number of the multiplicity of

loopbacks tol. We also refer to this initial number as the

IV. Performance Analysis

initial multiplicity of loopbacks. Table t Relationship between 3-Mode Net and our system.
For example, in Fig. 3, the multiplicity of loopbacks in node Probabilities of mode choicé Initial multiplicity

A is equal to2 when A receives a data set from node S | 3-Mode Net || pp PE pT k

and chooses L-Mode, and the muiltiplicity of loopbacks in L_Oursystem|| ps PL PR 1
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Table 2 Comparison among Crowds, 3-Mode Net, and our,

system.

128

the immediate predecessors on the communication path is a
essage sender.
We consider the conditional probabili(7 | H;). In 3MN,

Crowds | 3-Mode Net| Oursystem| P(I|Hi4) is derived from a probability generating function

Sender anonymity Yes Yes Yes [8]. Using its method, we obtain the following theorem that
Receiver anonymity No Yes Yes concerns the probability of the message sender in our pro-

The number of encryption None High None d t
The computation load | Very small Large Small posed system.

The size of a data set Unchanged Changed Unchanged Theorem 3 Let Nt and e denote the number Of a” nOdeS

Network traffic Small Large Small and that of collaborating nodes in our proposed system.
Storage Need None Need Then, the conditional probability?(I | H;. ) is given by

C. The Number of Relay Nodes

(ng—ne)(ne + 1) — ng X gr, (ntgtnc)
P(I|H )= — , (D)
Applying the method in [7], we can obtain the following the- ny(ne — ne) {1 —9n (tnitc) }
orems which give the probability distribution, the expecta- _ N ) )
tion, and the variance of the number of relay nodes in Olyyheregn (A isa probab|I_|ty generating function for a ran-
proposed system. We defisel, andr as the numbers of dom variabler; representing the number of relay nodes un-

tively. 1, defined by

Theorem 1 Let N denote a random variable representing 5 5

the number of relay nods required for communication. Then ¢_ (\) = 1= prA - \/(12_ p;)‘) — 4pspLA . )
PL

the probability distributionP(N = z) is given by

>

rel(x)

1 2 ., E. Receiver Anonymity
Emps PL PR _ _ . -

At the end of this section, we evaluate receiver anonymity
against collaborating nodes who collude with each other in
order to identify a message receiver. The measure of receiver
anonymity is defined as the probability of the message re-
ceiver that means that the destination of a data set which
the last collaborating node among all the collaborating nodes
Theorem 2 The expectatiod/y and the variancé/y of the on the communication path receives is indeed a message re-

number of relay nodes required for communication are giveaeiver under the condition that a collaborating node receives

wheres = (x —r+1)/2,l = (x —r —1)/2,andI(z) is a
set of integers defined as
I(z) =

{rl0r<z—1,r=z—-1 (mod 2)}.

by a data set.
) Note that it is highly possibility that the destination of a data
My = 1 . V= (1 —pr) — (s _ pr) ) set is indeed its proper receiver when a relay node receives
Ps —PpL (ps —pL)3 the data set compared to any other nodes. As a typical exam-
respectively. ple, in Crowds, it is shown that the destination of a data set

Theorem 2 indicates that the expectation of the number of rBlWays indicates its receiver although relay nodes forwards a

lay nodes depends on the differencegp@fndpy,. We also data set to another node except for its receiver. _
observe that its variance can be controlled without changirget i (¢ = 1) denote the event where the last collaborating
its expectation by adjusting;. From a practical perspective, 10d€ on the communication path appears at-tienode on

it is not desirable to set its variance to be large because tH§ Path, and defing;;. = L; V Liy1 V Li2 V- --. Also, let
number of relay nodes may become extremely large. Consé_denote the eveqt where the destination of a data.set which
quently, we sepr, to be large in order to keep the expectatioﬁhe last collaborating node among all the collaborating nodes

unchanged and to reduce the possibility that the number 8F the communication path receives is a message receiver.
relay nodes becomes extremely large. We consider the conditional probabilif§(.J | L, ) that the

destination of a data set which the last collaborating node
among all the collaborating nodes on the communication
path receives is indeed a message receiver under the condi-
We evaluate sender anonymity against collaborating nodggn that a collaborating node receives a data set. Similar to
who collude with each other in order to identify a messagghe case of the derivation of sender anonymity, we use a prob-
sender. The measure of sender anonymity is defined as sility generating function and its properties [12]. Using the
probability of the message sender that means that the fifghction, we obtain the following theorem that concerns the
immediate predecessor among all the collaborating nodes probability of the message receiver.

the communication path is indeed a sender under the condineorem 4 Let n, and n. denote the number of all nodes
tion that a collaborating node receives a data set [3, 10, 11jnd that of collaborating nodes in our proposed system.
Let H; (: = 1) denote the event where the first collaboratingrhen, the conditional probabilit?(.J | L, ) is given by

node on the communication path appears atithenode on

the path (note that th&th node indicates a message sender),

and defined;. = H;V H;y1 V Hiyo V ---. Also, letI de- P(J|Li4)=
note the event where the first immediate predecessor among

D. Sender Anonymity

HC(nt_nc_l) X (ntr;nc> 1

(nt_nc)zps {1_97'1 (ntanc)} ntin67

®3)
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whereg., (A) is a probability generating function for a ran- ]

. . T ] P(I‘HH)
dom variabler; representing the number of relay nodes un- ]
der the condition that the initial multiplicity of loopbacks is T

1, defined by (2).

Proof of Theorem 4: The conditional probabilityP(J | o
L) is obtained by the following equation:
P(JALy) -
PO L) =5
P(JNZiy1)+P(JANZ1y2y)
- P(Ly+)
_ P\ Z141)P(Z111)+P(J | Ziy2p) P(Z11.21)

P(L14) (4)’

where Z; ; is an event where the multiplicity of loopbacks
is equal toj when the last collaborating node on the comFigure. 4. Sender anonymity under various probabilities of
munication path appears at th¢h node on the path and we mode choice.

defineZ; j+ = Z; ;V Z; j+1V Z; j+2V---. In the second
quality, we useL 4 = Z14 14+ = Z14.1V Z14 24+. Note also
thatP(J | Z1+’1) =1, P(J | Z1+72+) = 1/(7115771(5), and
P(L1y) = P(Hiy) = 1= g7, (ne — ne)/ma).

In order to calculate Eq. (4), we have to COmpHEZ; . 1).
This value is calculated as follows:

il

PUIL,)

— 100

L

P(Ziy1) = L}ps X gy <nt —nc). 5)

(Tlt — N¢ N

080

The derivation of this equation is given by Appendix A.
From Egs. (4) and (5)P(J| L1 ) is computed as follows: o

Pr e RS P
nc(nt_nc_].) X ng (nt'r;nc) ]_ " )
P(J|Liy)= - 77’1 .
(n¢—nc)?ps {1 —9n (%)} =N Figure. 5: Receiver anonymity under various probabilities of
mode choice.
This completes the proof. ]

Remark 1 It should be noted tha® (L) = P(H14). L1+ _ _ _
indicates an event where the last collaborating node appeats t0 be small ang, to be large in order to provide high re-
on the communication path, anH, indicates an event Ceiver anonymity. Therefore, we conclude that wezseto
where the first collaborating node appears on the communie small angy, to be large in order to guarantee both sender
cation path. Since both events imply that one or more collanonymity and receiver anonymity. .

orating nodes appears on the communication path, and In contrast, from Theorem 2, the expectation of the number
Hy, mean that a collaborating node appears on the comm@f relay nodes becomes large when we jseto be small

nication path. From [8],P(H..) is given as follows: andpy, to be large. There is a performance trade-off between
anonymity and the expectation of the number of relay nodes

P(Hiy) =1 ng — Ne required for communication. . .
o In nt ' From Fig. 6, which shows a relationship between sender

anonymity ancbr under the condition that the difference of
V. Numerical Examples ps andpy, is constant, it is also shown that sender anonymity
is guaranteed in the case wheggincreases when the differ-
In this section, we consider the impacts of the probabilitieence betweeps andpy, is constant. However, from Fig. 7,
of mode choice through numerical examples. In order to unwhich shows a relationship between receiver anonymity and
derstand the influence of the probabilities of mode choicgr under the condition that the difference @f andpr, is
on sender anonymity and receiver anonymity easily, we iconstant, we observe that receiver anonymity is not guaran-
lustrate sender anonymity and receiver anonymity under theed in the case whejg; increases when the difference be-
condition thath; = 20 andn,. = 3. tweenps andpy, is constant. From Theorem 2, we conclude
Fig. 4 and Fig. 5 show sender anonymity and receivahat, in the case where we reduce the variance of the number
anonymity under the various probabilities of mode choicef relay nodes under the condition that the expectation of the
in the region satisfyingd < ps < 1, 0 < pr, < 1, number of relay nodes is constant, receiver anonymity is lost
0 < ps + p < 1, andps > pr, respectively. Fig. 4 shows although we keep high sender anonymity.
that we sepgs to be small angh;, to be large in order to pro- As discussed above, we cannot select the probabilities of
vide high sender anonymity. Fig. 5 also shows that we setode choice so that the number of relay nodes required
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P(I|H\,)
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Figure. 6. Relationship between sender anonymity and
under the condition thats — pr, is constant.
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In particular, in order to confirm the utility of our system in
practice, we also plan to implement our system and to com-
pare our system to 3MN or other anonymous communication
systems, such as Tor [2].
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Appendix A: Proof of Equation (5)

Let 7, denote a random variable representing the number
relay nodes required for communication under the conditic
that the initial multiplicity of loopbacks ig, and P, (i) de-

note the probability that the number of relay nodes require

for communication is equal tg that is, Py (i) = P(m = i). @
Note thatP; (i) means that a receiver appears at(thel )-th ‘A.
node on the path. Considering that thin node sends a data
set to a receiver by choosing S-Mode, the probability that the
multiplicity of loopbacks of a data set is equal tavhen a
relay node appears at thigdh node on the path is equal to
Py (i)/ps. The probability that the multiplicity of loopbacks
of a data set is equal tbwhen a collaborating node appears
at thei-th node on the path is equal ta./n;) x P;(i)/ps.
We derive the probability?(Z; 1) that the multiplicity of
loopbacks of a data set is equalltavhen the last collabo-
rating node on the path appears at ttth node on the path.
Considering that collaborating nodes on the communication

path do not appear at larger than or equaHtad on the path,
P(Z,,) is given by

L

Ne X P1 (’L)

Pz = ng X Ps

) (I-1)
ng — Ne
o ()

=1

Ne X P1 (Z) Nt
= T A
ne X ps ><nt*nc><gl()
— nC‘Pl (’L)g‘f'l ()\) (6)

(ne — ne)ps

where the probability generating functign, (\) is given by
Eq. (2) and\ = (n: — n.)/ns. g, (A) is also defined as

gr(A) = Z P(r = j)N. (7)
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