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Abstract: This paper proposes a new anonymous communi-
cation system based on multiple loopbacks, which uses prob-
abilistic choice of actions. Our system provides both sender
anonymity and receiver anonymity. Our system also decreases
the computation load of each relay node, because there exist no
multiple-encryption process in our system. Applying an anal-
ysis method in an anonymous communication system called 3-
Mode Net, we evaluate the number of relay nodes required for
communication and sender anonymity. In addition, we evaluate
receiver anonymity by using a probability generating function
and its properties. From these results, we investigate the rela-
tionship between the number of relay nodes and anonymity.
Keywords: anonymous communication, 3-Mode Net, multiple
loopbacks, performance analysis.

I. Introduction

As Information Technology (IT) has developed rapidly, we
use various IT systems and services. In the deep penetration
of IT into our lives, one of the important issues is to provide
services where high anonymity is required such as medical
consultation and whistle-blowing on the Internet. This is be-
cause anonymity is not guaranteed on the Internet, although
we can protect data in a communication by using encryption
protocols.
In order to provide anonymity to a sender and a receiver in
a communication, several anonymous communication sys-
tems, which hide the identities of the sender and the receiver,
have been proposed in the past. In general, these systems
provide anonymity by forwarding a message from its sender
to its receiver through several relay nodes. As forwarding
methods, there are three ways as follows:

1. multiple encryption of a message [1, 2],

2. probabilistic choice of actions in relay nodes [3, 4],

3. cyclic routes [5].

For example, two well-known anonymous communica-
tion systems Onion Routing [1] and Crowds [3] provide
anonymity by multiple encryption and probabilistic choice

of actions, respectively. An anonymous communication sys-
tem using cyclic routes is also proposed in [5], which uses
elementary cyclic routes.
These three systems have disadvantages: in Onion Rout-
ing, the computation load of relay nodes by encryp-
tion/decryption of a message is very large; Crowds does not
provide receiver anonymity; in the anonymous communica-
tion system using elementary cyclic routes, network topology
is restricted. In addition, Onion Routing has an disadvantage
that the size of transmitted data is larger than those of the
other systems because the size of the data changes by en-
cryption/decryption.
Anonymous communication systems using multiple encryp-
tion or cyclic routes never overcome the above shortcomings.
For example, an anonymous communication system called
3-Mode Net (3MN) [6], which can be regarded as an exten-
sion of Crowds-based anonymous communication systems,
enables us to provide receiver anonymity unlike Crowds by
introducing multiple encryption of a message. In contrast,
3MN has a shortcoming that the computation load of relay
nodes is larger than that of Crowds. Therefore, it is desir-
able to develop an anonymous communication system using
probabilistic choice of actions only.
In this paper, we propose a new anonymous communica-
tion system using probabilistic choice of actions and multiple
loopbacks. We introduce loopbacks that mean that a message
which a node transmits returns to itself through several relay
nodes. When a relay node chooses the action of loopbacks,
the relay node does the following actions: first, changes the
destination of its message to itself; second, forwards the mes-
sage to another destination. The actions about loopbacks en-
able us to avoid the situation where the destination of a mes-
sage indicates the proper receiver of the message. Compared
to 3MN, our method decreases the computation load of relay
nodes because of no encryption/decryption of a message.
We also analyze the performance of our method. First, we
evaluate the number of relay nodes required for communica-
tion and sender anonymity because it is shown that a method
for analyzing the performance of 3MN in [7, 8] is applicable
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to that of our method. Next, we evaluate receiver anonymity
by using a probability generating function and its properties.
From these results, we investigate the relationship between
the number of relay nodes and anonymity.
Some of the results described in this paper have been re-
ported in [9]. The main contribution of this paper is to in-
troduce receiver anonymity against collaborating nodes as
a measure for evaluating our method and to analyze our
method from the viewpoints of the number of relay nodes,
sender anonymity, and receiver anonymity.
This paper is organized as follows. Section II briefly presents
overviews of Crowds and 3-Mode Net, which are anonymous
communication systems where each relay node decides its
action with predefined probabilities. In Section III, we pro-
pose an anonymous communication system using probabilis-
tic choice of actions and multiple loopbacks. In Section IV,
we analyze the performance of our proposed system. In Sec-
tion V, we consider the influence of the probabilities of mode
choice on the performance of our system through numerical
examples. We conclude this paper in Section VI.

II. Existing Anonymous Communication Sys-
tems Based on Probabilistic Choice of Ac-
tions

Existing anonymous communication systems are almost re-
garded as communication systems, which forward a data set
from its sender to its receiver through several relay nodes,
where we refer to the data set as the set of data composed
of the address of the next destination and an encrypted mes-
sage. Since sender anonymity and receiver anonymity de-
pend on the ways of forwarding and creating a data set,
several anonymous communication systems have been pro-
posed. In this section, we describe two anonymous commu-
nication systems Crowds [3] and 3-Mode Net [6], which pro-
vide anonymity by the probabilistic choice of actions.

A. Overview of Crowds

In Crowds, sender S first prepares a data set that consists of
the address of a proper receiver R and an encrypted message.
Next, S transmits the created data set to another node ex-
cept for S. When a relay node receives a data set, the node
chooses its action with predefined probabilities whether the
node sends the received data set to R or another node. Fi-
nally, the proper receiver R receives a data set by choosing
an action that a relay node sends the data set to R, and the
transmission of the message finishes.
Crowds provides sender anonymity because each relay node
cannot distinguish whether the immediate predecessor of the
node is a message sender or one of relay nodes. Crowds also
has an advantage that the computation load of relay nodes
is very small because of no encryption process except for
encryption of a message that a sender performs. Crowds does
not, however, hide the identity of a proper receiver because
the destination of a data set always indicates the receiver.

B. Overview of 3-Mode Net

3-Mode Net (3MN) is one of the anonymous communication
systems where a sender forwards a data set to a proper re-
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Figure. 1: Actions of a node in 3-Mode Net.

ceiver with encryption and decryption. In 3MN, each relay
node chooses one of three modes as shown in Fig. 1 ran-
domly with predefined probabilities. We, here, refer to the
data set as the set of data composed of a multiple-encrypted
message and the address of the next destination.

1) Three Modes in 3-Mode Net

In Fig. 1, Decryption Mode (D-Mode) is the mode where a
node transmits a received data set to its destination directly.
In this case, the destination node that receives the data set
decrypts it with its decryption key, and produces a new data
set.
Transmission Mode (T-Mode) is the mode where a node for-
wards a received data set to a node other than the destination
node.
Finally, Encryption Mode (E-Mode) consists of the follow-
ing two processes: 1) create a new data set whose destination
is a newly-chosen node except for the destination of a re-
ceived data set and whose data is created by encryption of
the received data set with the public key of the newly-chosen
node; 2) forward the new data set to another node except for
the destination of the new data set.
The destination of a data set does not always indicate the
proper receiver of a message because of the existence of
E-Mode, and thus, each relay node cannot judge whether
the destination of a received data set indicates a proper re-
ceiver or one of relay nodes. 3MN, therefore, guarantees re-
ceiver anonymity. This makes sharp contrast with the case of
Crowds. Sender anonymity is also provided because no relay
node understands whether the immediate predecessor of the
node is the sender of a message or not, like Crowds.

2) Issues on 3-Mode Net

3MN has a disadvantage that the computation load of relay
nodes is larger than that of Crowds owing to the existence
of multiple-encryption, although 3MN has a big advantage
that receiver anonymity is provided. 3MN also takes more
time required for communication than Crowds by the pro-
cesses of encryption and decryption when the number of re-
lay nodes required for communication in 3MN is equal to
that of Crowds.
When a relay node chooses E-Mode, the size of the created
data set is larger than that of a received data set because a
new destination is added, and thus, the size of a data set is
not constant. Compared to Crowds where a data set consists
of the destination of a proper receiver R and an encrypted
message, there exists a shortcoming that the size of a data set
on 3MN network becomes large.
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Figure. 2: Actions of a node in our proposed system.

III. Anonymous Communication System Using
Probabilistic Choice of Actions and Multi-
ple Loopbacks

In Section III, we propose a new anonymous communication
system which enables us to provide sender anonymity and
receiver anonymity using only the probabilistic choice of ac-
tions in relay nodes without multiple-encryption in order to
overcome disadvantages of Crowds and 3-Mode Net. In our
system, it is important how the identity of a proper receiver is
protected without encryption because our system is based on
the framework of Crowds like 3MN. In the next subsection,
we proceed to introduce a “list”.

A. List

Routers and relay servers can record transmission and recep-
tion histories. We here define a record called “list”.
A list is a database composed of the hash value of an en-
crypted message and next destination in a data set. A data set
consists of an encrypted message and next destination, like
Crowds. For example, assume that a node receives a data set
whose destination is node A. In this case, the node can record
the hash value of an encrypted message and next destination
A in the data set on its own list.
It is general to use the record of data like a list in other anony-
mous communication systems. For example, relay nodes in
Onion Routing and Crowds record previous and next nodes
in order to reply from a receiver to a sender [1, 3]. Through-
out this paper, we assume that each node has its own list.

B. Three Modes in Our Proposed System

Like 3MN, our proposed anonymous communication sys-
tem has three modes as shown in Fig. 2, Straight Mode
(S-Mode), Relay Mode (R-Mode), and Loopback Mode (L-
Mode). Each relay node chooses one of the three modes ran-
domly with predefined probabilities.
In Fig. 2, the first mode is the mode where a node sends a
received data set to its destination directly. Since a data set
is transmitted to its indicated destination, this mode is called
Straight Mode (S-Mode).
The second mode is the mode where a node forwards a re-
ceived data set to a node other than the destination node.
Since a data set is forwarded to another node, this mode is
called Relay Mode (R-Mode).
In the third mode, a relay node performs the following three
processes: 1) first, insert the hash value of the data set and the
destination of the data set to its own list; 2)second, create a
data set whose destination is the own node; 3)finally, forward
the data set to another node. When a relay node chooses the
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Figure. 3: Actions of a node in our proposed system.

third mode, the relay node forwards the data set to itself be-
cause the destination of the data set is changed to the address
of its own node. That is, the relay node performs the action
of “loopback”. Therefore, the third mode is called Loopback
Mode (L-Mode).
Because of the existence of L-Mode, the destination of a
data set is changed, and thus, a relay node cannot understand
whether the destination of a data set indicates a proper re-
ceiver or not. That is, our proposed system guarantees re-
ceiver anonymity. This is similar to the case of 3MN. In
addition, a relay node cannot judge whether the immediate
predecessor of the node indicates a proper sender or one of
relay nodes. Our method also provides sender anonymity like
Crowds and 3MN.
As shown in Fig. 2, there exist no encryption and decryp-
tion processes in our proposed system although anonymity
in our system is similar to the case of 3MN. This is sharp
contrast to 3MN. Therefore, we show that, in our system, the
computation load of relay nodes is very small like Crowds.
Furthermore, the size of a data set in our system is equal to
that of Crowds because each data set always consists of an
encrypted message and the destination of a node. This im-
plies that the size of a data set is smaller than that of 3MN.
Each relay node chooses one of the three modes randomly
with predefined probabilities. LetpS, pR, andpL denote the
probabilities to choose S-Mode, R-Mode, and L-Mode, re-
spectively, wherepS + pR + pL = 1 andpS > pL.

C. Behavior of Our Proposed System

We describe the behavior of our proposed system with Fig.
3, where data in square frames means an encrypted message
and the letters on square frames indicate the next destina-
tions. We refer to the set of an encrypted message and the
next destination as a data set. The letters in diamond frames
also indicate chosen modes in relay nodes.
Sender S first creates a data setR||KR(msg) that consists of
the address of a proper receiver R and an encrypted message
KR(msg) with R’s public keyKR (|| represents the combi-
nation of data). After that, S forwards the data set to another
node A.
When a relay node has received a data set, the node first
checks its destination. If the destination corresponds to the
relay node, the node searches a hash value from its list, which
is the same as the hash value of an encrypted message in the
received data set. Since the node inserts the hash value of the
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encrypted message to its own list in the case when L-Mode
is chosen, the hash value of the encrypted message in the re-
ceived data set corresponds to one of the hash values in its
list (if the hash value of the encrypted message corresponds
to no hash value of its list, the relay node indicates the final
receiver as discussed below). After searching the hash value,
the relay node produces a new data set whose destination in-
dicates the address of a node paired with the same hash value,
and chooses one mode randomly with predefined probabili-
ties. Otherwise, the node only chooses one mode randomly
with predefined probabilities.
When node A receives the data set, A chooses one mode
randomly with predefined probabilities because the destina-
tion of the data set does not indicate A. In this example, A
chooses L-Mode. Thus, A enters the hash value of the en-
crypted message and the destination R in A’s list, creates a
new data setA||KR(msg) whose destination is its own node,
and forwards the data set to another node B. After B receives
the data set, B also chooses one mode randomly with pre-
defined probabilities because the destination of the data set
is not B but A. In Fig. 3, B chooses S-Mode, and thus, B
transmits the data set to A, which indicates its destination.
When node A receives the data set again, A first checks its
destination, and A understands that the destination of the data
set indicates itself. Then, A checks the hash value of an en-
crypted messageKR(msg) in the received data set against
A’s list, and changes the destination of the data set to R. Af-
ter that, A chooses and performs one of three modes ran-
domly with predefined probabilities. In this case, A chooses
R-Mode, and A forwards the data set to another node C.
In a similar fashion, node C and the following nodes for-
ward a data set with replace of destinations of data sets. Fi-
nally, the proper receiver R receives a data setR||KR(msg).
R first checks its destination and confirms that the destina-
tion indicates R and the hash value of an encrypted message
corresponds to no hash value in R’s list. Therefore, R rec-
ognizes that the proper destination of the data set is itself.
R then acquires the message msg by decrypting the data set
R||KR(msg). The transmission of the message finishes.

IV. Performance Analysis

In this section, we analyze the performance of our system.
We first model our system, and investigate the relationship
between our system and 3-Mode Net. We then analyze
the number of relay nodes required for communication and
sender anonymity by applying an analysis method in 3MN.
We also define and derive a measure for receiver anonymity.

A. Modeling

In our system, loopbacks occur repeatedly as shown in Fig. 3.
We here define a value called the multiplicity of loopbacks,
which indicates the difference of the number of times when
L-Mode is chosen and the number of times when S-Mode
is chosen. We set the initial number of the multiplicity of
loopbacks to1. We also refer to this initial number as the
initial multiplicity of loopbacks.
For example, in Fig. 3, the multiplicity of loopbacks in node
A is equal to2 when A receives a data set from node S
and chooses L-Mode, and the multiplicity of loopbacks in

A is equal to1 when A receives a data set from node B and
chooses R-Mode. In node F, the multiplicity of loopbacks is
equal to3. The multiplicity of loopbacks indicates0 in the
proper receiver R.
When S-Mode, L-Mode, or R-Mode is chosen, the multi-
plicity of loopbacks decreases by one, increases by one, and
remains unchanged, respectively. Thus the behavior of our
proposed method is modeled by a random walk, because the
multiplicity of loopbacks for a data set changes in a proba-
bilistic manner. A random walk is defined as a stochastic pro-
cess on a set of integers, which starts at the origin and moves
one step on the positive or negative direction with predefined
probabilities independent of its location. As seen from such
a viewpoint, the behavior of our system is regarded as the
following stochastic process.
Modeling of our proposed system: our proposed system is
regarded as a random walk on the integers which starts at a
position 1 and at each point, moves one step to the negative
direction with probabilitypS, moves one step to the positive
direction with probabilitypL, or stays on its position with
probabilitypR. Once the walk arrives at the origin, i.e., when
the multiplicity of loopbacks is equal to 0, the walk finishes.

B. Relationship and Comparison with 3-Mode Net

In [7, 8], the performance analysis of 3-Mode Net is dis-
cussed based on the multiplicity of encryption. From Fig.
1, it is shown that when D-Mode, E-Mode, or T-Mode is
chosen, the multiplicity of encryption decreases by one, in-
creases by one, and remains unchanged, respectively. That
is, the behavior of 3MN can also be modeled by a random
walk as presented above.
We here investigate relationships between the change of the
multiplicity of loopbacks in our system and the change of
the multiplicity of encryption in 3MN. This is because the
behaviors of both 3MN and our system are discussed from
the viewpoint of multiplicity. The corresponding table is
shown in Table 1 (k represents the initial number of multi-
plicity of encryption). Table 1 means that our system has the
same structure as 3MN in the case wherepD, pE, pT, and
k in 3MN are equal topS, pL, pR, and 1 in our system, re-
spectively. Therefore, we analyze our system in an exactly
similar way as an analysis method of 3MN.
We also compare our system with Crowds and 3MN. As
shown in Table 2, the computation load of each relay node
is smaller than that of 3MN because our system needs no en-
cryption/decryption processes although our system and 3MN
have the same structure. Further, the size of a data set in our
system is smaller than that of 3MN and is equal to that of
Crowds because the size of a data set always consists of the
address of next destination and an encrypted message. Thus,
our system can decrease network traffic. Consequently, our
system only inherits above merits of Crowds and a merit of
3MN that sender/receiver anonymity is provided, and thus, it
is said that our system is superior to 3MN and Crowds.

Table 1: Relationship between 3-Mode Net and our system.
Probabilities of mode choice Initial multiplicity

3-Mode Net pD pE pT k
Our system pS pL pR 1
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Table 2: Comparison among Crowds, 3-Mode Net, and our
system.

Crowds 3-Mode Net Our system
Sender anonymity Yes Yes Yes

Receiver anonymity No Yes Yes
The number of encryption None High None

The computation load Very small Large Small
The size of a data set Unchanged Changed Unchanged

Network traffic Small Large Small
Storage Need None Need

C. The Number of Relay Nodes

Applying the method in [7], we can obtain the following the-
orems which give the probability distribution, the expecta-
tion, and the variance of the number of relay nodes in our
proposed system. We defines, l, andr as the numbers of
which S-Mode, L-Mode, and R-Mode are chosen, respec-
tively.
Theorem 1 Let N denote a random variable representing
the number of relay nods required for communication. Then
the probability distributionP (N = x) is given by

P (N = x) =
∑

r∈I(x)

1
x

x!
s!l!r!

pS
spL

lpR
r,

wheres = (x− r + 1)/2, l = (x− r − 1)/2, andI(x) is a
set of integers defined as

I(x) = {r|0 5 r 5 x− 1 , r ≡ x− 1 (mod 2)}.
Theorem 2 The expectationMN and the varianceVN of the
number of relay nodes required for communication are given
by

MN =
1

pS − pL
, VN =

(1− pR)− (pS − pL)2

(pS − pL)3
,

respectively.
Theorem 2 indicates that the expectation of the number of re-
lay nodes depends on the differences ofpS andpL. We also
observe that its variance can be controlled without changing
its expectation by adjustingpR. From a practical perspective,
it is not desirable to set its variance to be large because the
number of relay nodes may become extremely large. Conse-
quently, we setpR to be large in order to keep the expectation
unchanged and to reduce the possibility that the number of
relay nodes becomes extremely large.

D. Sender Anonymity

We evaluate sender anonymity against collaborating nodes
who collude with each other in order to identify a message
sender. The measure of sender anonymity is defined as the
probability of the message sender that means that the first
immediate predecessor among all the collaborating nodes on
the communication path is indeed a sender under the condi-
tion that a collaborating node receives a data set [3, 10, 11].
LetHi (i = 1) denote the event where the first collaborating
node on the communication path appears at thei-th node on
the path (note that the0-th node indicates a message sender),
and defineHi+ = Hi ∨Hi+1 ∨Hi+2 ∨ · · · . Also, letI de-
note the event where the first immediate predecessor among

the immediate predecessors on the communication path is a
message sender.
We consider the conditional probabilityP (I |H1+). In 3MN,
P (I |H1+) is derived from a probability generating function
[8]. Using its method, we obtain the following theorem that
concerns the probability of the message sender in our pro-
posed system.
Theorem 3 Let nt and nc denote the number of all nodes
and that of collaborating nodes in our proposed system.
Then, the conditional probabilityP (I | H1+) is given by

P (I |H1+)=
(nt−nc)(nc + 1)− nt × gτ1

(
nt − nc
nt

)

nt(nt − nc)
{

1− gτ1
(
nt − nc
nt

)} , (1)

wheregτ1(λ) is a probability generating function for a ran-
dom variableτ1 representing the number of relay nodes un-
der the condition that the initial multiplicity of loopbacks is
1, defined by

gτ1(λ) =
1− pRλ−

√
(1− pRλ)2 − 4pSpLλ2

2pLλ
. (2)

E. Receiver Anonymity

At the end of this section, we evaluate receiver anonymity
against collaborating nodes who collude with each other in
order to identify a message receiver. The measure of receiver
anonymity is defined as the probability of the message re-
ceiver that means that the destination of a data set which
the last collaborating node among all the collaborating nodes
on the communication path receives is indeed a message re-
ceiver under the condition that a collaborating node receives
a data set.
Note that it is highly possibility that the destination of a data
set is indeed its proper receiver when a relay node receives
the data set compared to any other nodes. As a typical exam-
ple, in Crowds, it is shown that the destination of a data set
always indicates its receiver although relay nodes forwards a
data set to another node except for its receiver.
Let Li (i = 1) denote the event where the last collaborating
node on the communication path appears at thei-th node on
the path, and defineLi+ = Li∨Li+1∨Li+2∨ · · · . Also, let
J denote the event where the destination of a data set which
the last collaborating node among all the collaborating nodes
on the communication path receives is a message receiver.
We consider the conditional probabilityP (J | L1+) that the
destination of a data set which the last collaborating node
among all the collaborating nodes on the communication
path receives is indeed a message receiver under the condi-
tion that a collaborating node receives a data set. Similar to
the case of the derivation of sender anonymity, we use a prob-
ability generating function and its properties [12]. Using the
function, we obtain the following theorem that concerns the
probability of the message receiver.
Theorem 4 Let nt and nc denote the number of all nodes
and that of collaborating nodes in our proposed system.
Then, the conditional probabilityP (J | L1+) is given by

P (J |L1+)=
nc(nt−nc−1)×gτ1

(
nt−nc
nt

)

(nt−nc)2pS

{
1−gτ1

(
nt−nc
nt

)}+
1

nt−nc , (3)
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wheregτ1(λ) is a probability generating function for a ran-
dom variableτ1 representing the number of relay nodes un-
der the condition that the initial multiplicity of loopbacks is
1, defined by (2).
Proof of Theorem 4: The conditional probabilityP (J |
L1+) is obtained by the following equation:

P (J |L1+)=
P (J ∧ L1+)
P (L1+)

=
P (J ∧ Z1+,1)+P (J ∧ Z1+,2+)

P (L1+)

=
P (J |Z1+,1)P (Z1+,1)+P (J |Z1+,2+)P (Z1+,2+)

P (L1+)
,

(4)

whereZi,j is an event where the multiplicity of loopbacks
is equal toj when the last collaborating node on the com-
munication path appears at thei-th node on the path and we
defineZi,j+ = Zi,j ∨Zi,j+1∨Zi,j+2 ∨ · · · . In the second
quality, we useL1+ =Z1+,1+ =Z1+,1∨Z1+,2+. Note also
thatP (J | Z1+,1) = 1, P (J | Z1+,2+) = 1/(nt−nc), and
P (L1+) = P (H1+) = 1− gτ1((nt − nc)/nt).
In order to calculate Eq. (4), we have to computeP (Z1+,1).
This value is calculated as follows:

P (Z1+,1) =
nc

(nt − nc)pS
× gτ1

(
nt − nc
nt

)
. (5)

The derivation of this equation is given by Appendix A.
From Eqs. (4) and (5),P (J |L1+) is computed as follows:

P (J |L1+)=
nc(nt−nc−1)× gτ1

(
nt−nc
nt

)

(nt−nc)2pS

{
1−gτ1

(
nt−nc
nt

)}+
1

nt−nc .

This completes the proof. �
Remark 1 It should be noted thatP (L1+) = P (H1+). L1+

indicates an event where the last collaborating node appears
on the communication path, andH1+ indicates an event
where the first collaborating node appears on the communi-
cation path. Since both events imply that one or more collab-
orating nodes appears on the communication path,L1+ and
H1+ mean that a collaborating node appears on the commu-
nication path. From [8],P (H1+) is given as follows:

P (H1+) = 1− gτ1
(
nt − nc
nt

)
.

V. Numerical Examples

In this section, we consider the impacts of the probabilities
of mode choice through numerical examples. In order to un-
derstand the influence of the probabilities of mode choice
on sender anonymity and receiver anonymity easily, we il-
lustrate sender anonymity and receiver anonymity under the
condition thatnt = 20 andnc = 3.
Fig. 4 and Fig. 5 show sender anonymity and receiver
anonymity under the various probabilities of mode choice
in the region satisfying0 < pS < 1, 0 < pL < 1,
0 < pS + pL < 1, andpS > pL, respectively. Fig. 4 shows
that we setpS to be small andpL to be large in order to pro-
vide high sender anonymity. Fig. 5 also shows that we set

)|( 1+HIP

Lp
Sp

Figure. 4: Sender anonymity under various probabilities of
mode choice.

)|( 1+LJP

SpLp

Figure. 5: Receiver anonymity under various probabilities of
mode choice.

pS to be small andpL to be large in order to provide high re-
ceiver anonymity. Therefore, we conclude that we setpS to
be small andpL to be large in order to guarantee both sender
anonymity and receiver anonymity.
In contrast, from Theorem 2, the expectation of the number
of relay nodes becomes large when we setpS to be small
andpL to be large. There is a performance trade-off between
anonymity and the expectation of the number of relay nodes
required for communication.
From Fig. 6, which shows a relationship between sender
anonymity andpR under the condition that the difference of
pS andpL is constant, it is also shown that sender anonymity
is guaranteed in the case wherepR increases when the differ-
ence betweenpS andpL is constant. However, from Fig. 7,
which shows a relationship between receiver anonymity and
pR under the condition that the difference ofpS andpL is
constant, we observe that receiver anonymity is not guaran-
teed in the case wherepR increases when the difference be-
tweenpS andpL is constant. From Theorem 2, we conclude
that, in the case where we reduce the variance of the number
of relay nodes under the condition that the expectation of the
number of relay nodes is constant, receiver anonymity is lost
although we keep high sender anonymity.
As discussed above, we cannot select the probabilities of
mode choice so that the number of relay nodes required
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Figure. 6: Relationship between sender anonymity andpR

under the condition thatpS − pL is constant.
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Figure. 7: Relationship between receiver anonymity andpR

under the condition thatpS − pL is constant.

for communication becomes small and high anonymity to a
sender and a receiver is guaranteed. Thus, we need to es-
tablish the proper probabilities of mode choice according to
circumstances.

VI. Conclusion

In this paper, we have proposed an anonymous communi-
cation system, which provides sender anonymity and re-
ceiver anonymity, using probabilistic choice of actions in re-
lay nodes only. We have introduced loopbacks that indicate
that a message, which a relay node sends, returns to itself.
The main characteristics of our proposed anonymous com-
munication system is as follows:

• Our system provides both sender anonymity and re-
ceiver anonymity.

• Our system does not need multiple-encryption unlike
Onion Routing and 3-Mode Net.

• The computational load of each relay node is as small
as that of Crowds.

• The size of a data set is always constant.

The remaining works are mainly as follows:

1. realize a bidirectional communication.

2. implement our system, including peer-to-peer (P2P) and
DHT approaches to improve scalability such as [13, 14].

In particular, in order to confirm the utility of our system in
practice, we also plan to implement our system and to com-
pare our system to 3MN or other anonymous communication
systems, such as Tor [2].
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Appendix A: Proof of Equation (5)

Let τ1 denote a random variable representing the number of
relay nodes required for communication under the condition
that the initial multiplicity of loopbacks is1, andP1(i) de-
note the probability that the number of relay nodes required
for communication is equal toi, that is,P1(i) = P (τ1 = i).
Note thatP1(i) means that a receiver appears at the(i+1)-th
node on the path. Considering that thei-th node sends a data
set to a receiver by choosing S-Mode, the probability that the
multiplicity of loopbacks of a data set is equal to1 when a
relay node appears at thei-th node on the path is equal to
P1(i)/pS. The probability that the multiplicity of loopbacks
of a data set is equal to1 when a collaborating node appears
at thei-th node on the path is equal to(nc/nt)× P1(i)/pS.
We derive the probabilityP (Zi,1) that the multiplicity of
loopbacks of a data set is equal to1 when the last collabo-
rating node on the path appears at thei-th node on the path.
Considering that collaborating nodes on the communication
path do not appear at larger than or equal toi+1 on the path,
P (Zi,1) is given by

P (Zi,1) =
nc × P1(i)
nt × pS

×
∞∑

l=1

P1(l)
(
nt − nc
nt

)(l−1)

=
nc × P1(i)
nt × pS

× nt
nt − nc × gτ1(λ)

=
ncP1(i)gτ1(λ)
(nt − nc)pS

, (6)

where the probability generating functiongτ1(λ) is given by
Eq. (2) andλ = (nt − nc)/nt. gτ1(λ) is also defined as

gτ1(λ) =
∞∑

j=0

P (τ1 = j)λj . (7)

As a result,P (Z1+,1) is calculated as follows:

P (Z1+,1) =
∞∑

i=1

P (Zi,1)

=
ncgτ1(λ)

(nt − nc)pS

∞∑

i=1

P1(i)

=
ncgτ1(λ)

(nt − nc)pS
. (8)
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