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Abstract: Semantics-driven monitoring discovers attacks against a
process by evaluating invariants on the process state. To increase
the robustness and the transparency of semantics-driven
monitoring, we propose an approach that introduces two virtual
machines (VMs) running on the same platform. One VM runs the
monitored process, i.e. the process to be protected, while the other
one evaluates invariants on the process state each time a process
invokes a system call. The evaluation of invariant exploits an
Introspection Library that enables the monitoring VM to access the
memory and the processor registers of the monitored VM.

After describing the overall architecture of the proposed approach,
we focus on the Introspection Library and the problems posed by
the introspection of variables in the memory of a program running
in a distinct VM to evaluate invariants. A first prototype
implementation is also presented together with a set of performance
results.

Keywords: intrusion detection, virtual machine introspection,
invariants, process self, anomalous behavior.

1. Introduction

Virtualization is becoming increasingly popular, because
enterprises can reduce the total number of servers by
migrating the real environments, hosted on physical
machines, to virtual machines (VMs) running on a single
server. Since a VM is an exact replica of a real machine, it
can execute the same operating system (OS) and applications
but several VMs can share a single physical host
concurrently. The consolidation of multiple server
environments onto a single platform harnesses unused
computing power and cuts hardware and lifetime costs.

While these advantages cannot be neglect, we believe that
virtualization should also be exploited to build more robust
systems [4, 7, 16, 28, 29]. As an example, the Virtual
Machine Monitor (VMM), i.e. the software that runs,
confines, and manages the VMs, exports a control interface
that enables a monitoring VM to analyze the current state of
other VMs through Virtual Machine Introspection (VMI)
[6]. The introspection capability leverages the fact that a VM
completely encapsulates the state of the corresponding
physical host, so that a monitoring VM can analyze in full
detail a host running inside another VM. As an example, the
monitoring VM can search for specific values in the memory
of another VM or inspect the content of the VCPU registers.
In this way, a monitoring VM can analyze and compare the
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data obtained through VMI against those returned by
invocations to the OS of a monitored VM. Any discrepancy
signals that an attacker may have altered the OS of a
monitored VM [1]. Furthermore, by analyzing the status of
the VCPU of a monitored VM, the monitoring VM can
access register values to retrieve the parameters of a process
system call and check their correctness.

This paper proposes a semantics-driven approach to discover
attacks against a process P based upon the evaluation of
invariants on the state of P each time P invokes a system
call. This approach requires two tools: a static tool that
analyses P program to pair each system call with an
invariant, and a run-time tool that intercepts the system calls
that P issues and evaluates the corresponding invariants.
Each invariant is paired with a system call invocation and it
constrains the values of the process variables and of the
parameters of the system call. The model underlying the
definition of our framework is focused on those attacks that
modify the behavior of a process as expressed in the source
code, such as those that inject and execute malicious code.

In this paper we focus on the run-time tool, which is
implemented by two VMs: a Monitored VM (Mon-VM),
which runs P, and a monitoring Introspection VM (I-VM).
The I-VM runs an Assertion Checker that evaluates
invariants on the state of P. The Assertion Checker accesses
the values of P variables and the processor registers of the
Mon-VM through an Introspection Library, which has a
low-level access to each component allocated to the Mon-
VM, such as the main memory. Every time P issues a system
call, the Mon-VM transfers control to the I-VM, which:

@) retrieves the value of the processor registers of
the Mon-VM that store the system call number
and parameters;

(ii) determines the invariant paired with the system
call that P has issued;

(iii) retrieves the values of P variables that the
invariant refers to;
@iv) evaluates the invariant and kills P if the invariant

is false, because this signals a successful attack
against P.

Our framework does not require any modification to the
source code of P, which is statically analyzed to compute the
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invariants paired with each system call invocation. Instead,
the system call handler of the Mon-VM kernel has been
hijacked to transfer control to the I-VM every time P issues a
system call. In this way, the monitoring is both fully
transparent to P and highly robust. In fact, any process P is
not aware of being monitored and the monitoring is
implemented by a VM that is separated from the one that
executes P. The current version of the run-time tool is not
fully transparent because a module in the Mon-VM kernel
traps the system calls and notifies them to the I-VM. The
integrity of this module is periodically checked by the I-VM
through VMI. Furthermore, our solution does not introduce
any additional hardware units.

The rest of the paper is organized as follows. Section 2
briefly outlines some features of Xen memory management,
which we have exploited to implement the current prototype.
Section 3 describes the overall architecture of the run-time
tool, the Introspection Library and the Assertion Checker.
Section 3 evaluates the overhead of the current prototype.
Section 4 discusses related works. Finally, Sect. 5 draws
some conclusions and outline future developments.

2. Xen Memory Management

This section recalls some features of Xen memory
management that influences the overall architecture of the
run-time tool.

Besides robustness, a main goal of our framework is fully
transparency, so that the monitoring of an application should
not require any updates to the application itself or to the
underlying OS. Transparency also increases robustness
because the monitoring cannot be avoided even by attacking
the underlying OS. The basic technologies we adopted to
achieve transparency and robustness are virtualization and
introspection. Virtualization introduces the virtual machine
monitor (VMM), which is a thin software layer that runs on
top of a physical machine and that creates, manages and
monitors virtual machines (VMs). Each VM is an execution
environment that emulates, at software, the behavior of the
underlying physical machine. Virtual machine introspection
(VMI) extends the VMM so that a privileged VM can
analyze any data structure of any other VM in full detail.
VMI does not require any hardware support and it offers full
system visibility because the VMM can access every VM
component, such as the main memory or the processor's
registers. According to these considerations, the run-time
tool is built around two VMs: the monitored VM (Mon-
VM), which executes P, and the introspection VM (I-VM),
which monitors P through VMI. The Mon-VM transfers
control to the I-VM each time P reaches an invocation i of a
system call. The I-VM evaluates A(P, i), i.e. the invariant
paired with i of P, through VMI. Assertions can involve each
component of the Mon-VM, for example any program
variable. A further benefit of this solution is that the tools
that implement the checks run at the user-level on the I-VM
and this strongly simplifies their implementation with respect
to a kernel-level solution.
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Xen [3] is the virtualization technology that has been chosen,
mainly because of its high performance and complete
integration with the Linux kernel. Xen is an open source
VMM (or hypervisor) that supports the virtualization of
machine hardware resources and their dynamic sharing
among OSes running inside several VMs, or Domains in
Xen terminology. Xen adopts a para-virtualized approach
because the guest OSes have to be modified to run on top of
the VMM. However, by exploiting the hardware support for
virtualization Xen can also execute unmodified guest OSes.
Xen provides isolated execution for each Domain,
preventing failures or malicious activities in one Domain
from impacting other ones. Domain0 is a privileged VM
because it can directly access hardware resources and
configure and create other Domains to run guest OSes. In the
following, we will use the term VM instead of user Domain
and privileged VM instead of Domain0.

A first consequence of the para-virtualized approach is that
each time a guest OS updates the memory mapping of a
process, Xen has to intercept the operation to prevent a VM
from interfering with another one. To deal with memory
virtualization, one the most complex task for a hardware-
level VMM, Xen considers three distinct issues:

@) physical memory management, e.g. how to avoid

memory fragmentation;

(i1) virtual memory management, e.g. how to
minimize the overhead introduced when a VM is
scheduled;
page table (PT) management, e.g. how to validate
each memory access to satisfy the isolation
requirement among VMs.

(iii)

To give to guest OSes the illusion of a contiguous address
space, Xen defines two distinct address spaces: Machine
memory, i.e. the total amount of physical memory of the host
that runs Xen, and Pseudo-Physical memory, i.e. the set of
addresses as seen inside a VM. Two tables implement the
mapping between the two address spaces: Machine-to-
Physical (M2P), which maps the physical memory pages into
pseudo-physical pages, and Physical-to-Machine (P2M), one
for each domain, which implements the reverse mapping.
The size of M2P is proportional to the physical memory,
whereas the size of a P2M is proportional to the memory
allocated to each VM. To minimize the performance
degradation of VM context switching due to TLB misses, the
topmost 64MB (for 32 bit architecture) of the virtual address
space of each process contains a mapping for the Xen
hypervisor itself. As far as concerns the management of PTs,
there are two possible solutions: shadow PTs or direct
management of the PTs by guest OSes. Shadow PTs require
that a guest OS implements virtual PTs that are not visible to
the MMU. In this case, to prevent interferences among VMs,
Xen traps each access to the virtual PTs and propagates their
updates to the real PTs used by the MMU. Direct
management of PTs requires that guest OS PTs are read-only
so that the OS has to invoke Xen through hypercalls to
update the mapping.
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3. Architecture of the Run-Time Tool

Our semantics-driven approach detects attacks against a
process P by evaluating invariants, e.g. assertions, that
constrain the values of P variables at each system call
invocation. System call sites are one of the most appropriate
choices for program points to check the values of the
variables, because they are the points where the monitored
system switches from user-level to kernel-level. Therefore,
this is the most critical time when an attacker may exploit
some vulnerability to gain control of the system. Invariants
are the output of a static analysis of the program source
code. To be fully integrated with the run-time tool, the static
tool is focused on the generation of an invariant for each
system call that relates values of programs variables and of
system call parameters. Then, this invariant is paired with the
PC value when P executes the system call.

As previously mentioned, the architecture of the run-time
tool is based upon the cooperation of two distinct VMs: the
Monitored VM (Mon-VM), which executes the monitored
process P, and the Introspection VM (I-VM), which verifies
the integrity of P. The I-VM runs an Assertion Checker
process that evaluates invariants on P state and accesses P
variables through VMI. Even if the Assertion Checker can
monitor several processes concurrently, for the sake of
simplicity, we assume that P is the only process that is being
monitored.

The input of the Assertion Checker is a set of invariants of
the form:
PC, addr:

{expr on
vars}

{var name: type},

where:

e PC is the program counter paired with a system call;

e {var name: addr: type} is a set of variable
names, their virtual address and their type;

e {expr on wvars} is a set of relations among

variables with the following structure:

0 <var (OP wvar)* REL value >,

where OP is an arithmetic/logic operator

and REL is a relational operator, such as: a

> 10; a + b >= 0; 1 == 5;
0 <var (OP var)* REL var >, such
as: a + b > ¢c; ¢ == d.

The Mon-VM kernel transfers control to the I-VM every
time P invokes a system call. Then, the I-VM freezes the
execution of the Mon-VM and the Assertion Checker
invokes the Introspection Library to retrieve the current PC
of P and the values of the variables of P that the invariant
paired with the current PC refers to. If the invariant is false,
the I-VM kills P, otherwise it resumes control of the Mon-
VM from the current PC.

By pairing an invariant with each call, we can detect non-
control-data attacks [18], [19]. Invariants can either be
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deduced by monitoring the program execution [20] or
computed by applying a static tool to P source code [21].
Any non-empty assertion is the conjunction of assertions in
the following classes:

e Parameters assertions. They express data-flow
relations among parameters of distinct calls, e.g. the
file descriptor in a read call is the result of a
previous open call.

o File Assertions. To prevent symlink and race
condition attacks, they check, as an example, that
the real file-name corresponding to the file
descriptor belongs to a known directory.

e Buffer length assertions. They check that the length
of the string passed to a vulnerable function is not
larger than the local buffer to hold it.

e Conditional statements assertions. They prevent
impossible paths [22] by relating a system call and
the expression in the guard of a conditional

statement. As an example, in if (uid == 0)
then syscall, else syscall, we pair the
assertion uid == 0 with syscall, to prevent a

normal user from executing the same call of the root
user. They may also check that the current return
address matches the call issued by P.

3.1 Introspection Library

The Introspection Library is invoked by the Assertion
Checker whenever P issues a system call. The library
implements two introspection functions, namely Memory
Introspection, to access the memory of a monitored VM both
at the user and at the kernel level, and VCPU-Context
Introspection, to retrieve the state of the Mon-VM virtual
processor.
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Figure 1. User-Space Address Translation

3.2.1  Memory Introspection
The implementation of memory introspection poses three
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main problems:

@) distinguish among the various kinds of addresses
introduced by Xen when virtualizing memory
and correctly translate them;

(ii) directly manage accesses to the PTs of both user
processes and the kernel;

(iii) map into the Assertion Checker address space the

memory areas of the Mon-VM allocated either to
a process or to the kernel.

To implement user-space memory introspection, the library
needs to access any physical memory location allocated to
the Mon-VM that corresponds to a virtual address of P. To
translate a virtual address, the Introspection Library directly
accesses the PTs of P and then follows the pointer to walk
the paging levels to retrieve the pairing between a virtual and
a physical address. In the case of para-virtualization, the
addresses in all the page levels and in the registers of a
virtual context of a VM are machine addresses, such as the
page directory address in the cr3 register. This implies that
the Introspection Library has to map three pages to translate
a virtual address into a machine address and maps the
corresponding page using the
xc_map_ foreign range () function, as shown in Fig.
1.

Conversely, Xen manages static addresses in a para-
virtualized OS, such as those paired with the kernel-exported
symbols, as pseudo-physical addresses. To this end, when

Xen starts a VM, kernel static addresses are relocated, and
the original addresses are managed as pseudo-physical ones.
Hence, to translate a pseudo-physical address PPA paired
with a kernel symbol, the Introspection Library executes the
following steps (see Fig.2):

e translate PPA into a machine address MA using
the P2M table. Note that MA does not reference
the kernel symbol because it is relocated, i.e. Xen
adds a further level of indirection to the kernel
pseudo-physical addresses;

e request Xen to map the page at the base address
of MA and retrieve from the resulting offset the
relocated pseudo-physical address PPA; of the
kernel symbol;

e access the P2M table to translate PPA, into the
corresponding machine address MA;;

e request Xen to map the page at the base address
of MA; into the address space of the Assertion
Checker process. This page stores the kernel data
structure pointed to by the kernel symbol.

As soon as the Introspection Library has mapped the page
that stores the pointer to the kernel page directory,
referenced to by the swapper pg dir symbol, it can
translate pseudo-physical addresses by accessing the kernel
PTs in the same way of a process virtual address. In this
case, the Introspection Library maps three pages instead of
executing the previous four steps.
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Figure 3. Invariant Evaluation

Finally, when exploiting processor virtualization extensions,
Xen applies the shadow PTs mechanism and both the page
directory and PTs store pseudo-physical addresses. Each
time a PT needs to be updated, Xen propagates the update to
the real PT, which is known to the MMU. To this end, the
Introspection Library exploits the Xen page array
structure, which stores the pairing between pseudo-physical
frame numbers and machines frame numbers.

To optimize the translation of variables allocated in the same
page, the Introspection Library implements a TLB-based
software solution to keep track of the pairing among virtual
addresses and machine addresses for the monitored process.
The optimization exploits a table that stores (Monitored
Virtual Base Address, Mapped Virtual Base
Address) pairs and where each pair records the
association between a virtual base address of the monitored
process and the virtual address of a machine page in the
address space of the Assertion Checker. Before translating a
virtual address, the Introspection Library searches this table
for the virtual address of the page including the virtual
address of P. If the address is found, then the page of P is
already mapped in the memory of the Assertion Checker.

3.2.2  VCPU-Context Introspection

The VCPU-Context introspection enables the Assertion
Checker to monitor, and modify, the content of any Mon-
VM register. To support the context switch between two
VMs, Xen saves the values of the CPU registers in a Virtual
CPU-Context paired with each VM. When a VM is going to
be scheduled, the current values of the registers are saved

into the VCPU context of the running VM, while the
registers of the new VM are restored from the proper VCPU
context. The VCPU-Context is implemented by the
vcpu_guest context t data structure, which contains
the following fields:

e unsigned long ctrlreg[8], i.e. the control
registers for the virtual CPU. As an example, the
control registers can be used to access the page
directory through the CR3 register;

e struct cpu user regs user_regs, ie.
the user registers, such as the EIP and all the
registers used to save the parameters of a system
call.

The Introspection Library has been implemented and tested
on 32-bit x86 architectures both with Regular Paging and
Physical Address Extension (PAE), in the two cases of para-
virtualized OS guest or full-virtualized VMs.

3.3 Run-Time Invariant Evaluation

The current run-time architecture exploits two tools: (i) a
kernel module in the Mon-VM to hijack system calls issued
by P and (ii) the Assertion Checker. Each time P invokes a
system call, the kernel module traps the call and, before
servicing it, it informs the Assertion Checker. The Assertion
Checker evaluates any assertion paired with the current
system call. The Assertion Checker accesses the Mon-VM
memory and its VCPU register through the Introspection
Library. Since the interactions between the Assertion
Checker and the kernel module in the Mon-VM have to be
synchronous because the state of P cannot be updated during
assertion evaluation, the Assertion Checker freezes the
execution of the Mon-VM and resumes it only if the
assertions are satisfied. To accomplish this, the hijacking
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sys_exit sys_mknod sys_setfsgid sys_setfsuid sys_read
sys_chmod sys_lchown sys_setresgid Sys_write sys_vhangup
sys_symlink sys_mkdir sys_open sys_stat sys_chown
sys_ioctl sys_close sys_lseek sys_setgid sys_ftruncate
sys_waitpid sys_getpid Sys_setgroups sys_flock sys_creat
sys_mount sys_setresuid sys_brk sys_link sys_fchown
Sys_rename sys_reboot sys_unlink sys_setuid sys_fchmod
sys_swapoff sys_chdir sys_setregid sys_setreuid sys_stime
sys_delete_module sys_mlock sys_settimeofday sys_setdomainname sys_truncate
sys_setrlimit sys_ioperm sys_sched_setparam Sys_swapon sys_mlockall
sys_nice sys_sethostname sys_socketcall sys_syslog sys_rmdir
sys_dup?2 sys_nfsservctl sys_kill sys_setpriority sys_adjtimex
sys_umount sys_sysctl sys_sched_setscheduler sys_quotactl Sys_exec
sys_time

Table 1. Traced System Calls

kernel module and the Assertion Checker are synchronized
through an event channel, which is a Xen data structure that
emulates the interrupt mechanism. At startup, the Assertion
Checker allocates a new event channel and waits for
notifications from the kernel module: each notification
corresponds to a system call that P wants to issue. Since just
a few calls in the Linux kernel can be exploited to attack a
process [23], the kernel module only hijacks the system calls
listed in Tab. 1.

To evaluate the invariants, the Assertion Checker exploits
the VCPU-Context introspection capability of the library to
retrieve the current PC of P and to map the pages storing the
variables of P into its address space to fetch their values. At
runtime, when P issues a system call, control is hijacked and
transferred to the I-VM, where the Assertion Checker:

i) reads the current PC;

(i1) reads the current value of the variables to
evaluate the invariant paired with PC;

(iii) evaluates the invariant.

During static analysis a set of invariants is paired with any
address paired with a system call. Since at run-time the
address found in the PC register is paired with the current
system call, the Assertion Checkers needs a way to retrieve
the PC at the system call site, since this is the address
deduced during static analysis and paired with an invariant.
The easiest way to do this is to retrieve the current system
call return address (more precisely, the system call handler
return address) because it points to the system call site PC+1.
This address is located in the user stack. But, since the Mon-
VM is in kernel space, the ESP register points to the kernel
stack not to the user stack. Thus, the Assertion Checker
needs to retrieve the value of the saved ESP register in the
kernel stack. Then, it locates the return address in the user
stack.

In more detail, the Assertion Checker (see Fig. 3):

1 accesses the VCPU context to read the
kernel sp register, which points to the top of the
kernel stack;

2 maps the kernel stack;

3 reads the value of the ESP register, which points to
the base of the user stack;

4 maps the user stack;

5 locates in the user stack of P the return address of
the system call. Since the offset of the return
address from the stack pointer depends upon the
system call type, the Assertion Checker reads the
EAX register to identify the system call;

6 after reading the return address, which is paired
with a set of invariants, the Assertion Checker maps
the pages storing the variables paired with this
return address;

7  reads the value of the variables;

8 evaluates the invariant.

If the invariant is satisfied, the Assertion Checker resumes
the execution of the Mon-VM, otherwise it kills P.

4. Performance Results

Since only the run-time tool has currently been fully
implemented, we manually build the invariants to be
evaluated at run-time. Furthermore, after compiling the
source program, we manually search inside the object code
for invocations to the 1ibc system call wrapper routines or
for direct invocations of system calls through the int
$0x80 mechanism. In this way, we pair each system call
invocation with its return address to uniquely identify both
the invocation and the corresponding invariant. In the
current prototype, some modifications are required to the
source code to retrieve the run-time address of any variable
referred to by an invariant, its name and type. This
information is stored into the XenStore database and can be
accessed by the Assertion Checker to retrieve the value of P
variables. In a future version, the static tool will compute
variable addresses by considering both the frame pointer
(EBP register) and the debugging information in the object
code as well.

As far as concerns the monitoring performance, the most
critical operation of an invariant evaluation is the time to
access the variables. The average time to map a page of P
into the Assertion Checker address space is about 50 psecs.
For each system call, at least two pages have to be mapped
for, respectively, the kernel and the user stack. Moreover, at
most one further page for each variable that the invariant
refers to has to be mapped. Thus, the corresponding
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overhead is at least 150 psecs, because each invariant refers
at least one variable. By exploiting the software TLB, this
time can be considerably reduced anytime several program
variables are stored in the same page (see Fig. 4). In this
way, the Assertion Checker can access the variables without
mapping further pages of the virtual address space of P. If
the variables are stored in the same page, each access
requires 20 psecs. Therefore, since the software TLB can
also be exploited to access the kernel stack, anytime the
Assertion Checker has to retrieve the value of just one
variable, the overhead due to the mapping and the evaluation
is about 60 psecs for each system call. Taking into account
the rate of system call invocations, the overhead of the
execution time is lower than 10% on the average. This
overhead can be justified because the monitoring is fully
transparent and because of the robustness due to the
cooperation between distinct VMs.

Assertion Checker

400 //
E 350
@ 300
2
S = — [No-TLB]
W /
£ 150
=
100
e — - —
o T T T T T 1

WVariable Access Number

Figure 4. Time to Retrieve a Variable Value

5. Related Works

An approach to VM introspection is proposed in [13] with
XenAccess, a monitoring library for OSes running on Xen,
which provides virtual memory introspection and, as
opposed to our library, virtual disk monitoring capabilities. It
exploits the XenControl library to access the memory of a
VM from a distinct one and applies introspection in a way
that is similar to our approach. XENKimono [24] detects
security policy violations on a kernel at run-time, by
checking the kernel from a distinct VM through virtual
machine introspection. XenKIMONO proposes 2 strategies:
(1) integrity checking, to detect illegal changes to kernel code
and jump-tables (system call table, IDT, page-fault handler);
(i) cross-view detection to detect the malicious
modifications to critical kernel objects. Moreover, it
monitors critical processes, detects suspicious activities and
applies a white-list based detection, such as a list of
applications that can have root access, a list of network ports
that the applications can bind to and a list of kernel modules
that can be loaded into the kernel. Lares [14] is a security
tool that can actively control an application running in a
guest VM by inserting hooks into the execution flow of the
process. These hooks transfer control to another VM that
checks the monitored application using introspection and
security policies. The guarded model [15] combines control
flow and data flow analysis by generating and propagating
invariants to detect mimicry attacks. This model exploits the
control flow graph where system calls are guarded by
invariants, which are properties about system call arguments,
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return values, input variables and the values of branch
predicates. KernelGuard [25] is a prevention solution that
blocks dynamic data kernel rootkit attacks by monitoring
kernel memory accesses using VMM policies. It
preemptively detects changes to monitored kernel data states
and enables fine-grained inspection of memory accesses on
dynamically changing kernel data. For each kernel data
structure that needs to be protected, a policy is written which
describes how the VMM should identify the data structure in
a raw view of memory as well as the characteristics of an
attack against that data structure. In addition, the policy
describes the pointers within the kernel's memory that point
to the data structure so that those can be tracked and
protected as well. At runtime, the VMM finds the data
structure in memory and intercepts all writes to its address in
order to validate them and ensure they do not violate the
policy. [10] presents an architecture model to protect host-
based intrusion detectors. It exploits the confinement
provided by a VMM to separate the IDS from the monitored
OS so that it cannot be subverted by intruders. With respect
to our approach, this system provides a learning mode, such
as the one in [5] to build a database that stores the sequences
of invoked system calls. In the monitoring mode, an
intrusion detection module compares data received from the
VM against the data in the database. Xenprobes [12] is a
framework to probe several Xen guest Kkernels
simultaneously and that allows developers to implement their
probe handlers in user-space. [8] demonstrates a technique to
debug guest kernels of Xen VMs through gdb. A limitation
of this approach is that it cannot debug arbitrary devices.
This stems from Xen architecture, because Xen guest OSes
can only see the hardware devices that Xen emulates. PAID
[9] is a compiler-based framework that derives system call
patterns from an application source code. Null system calls
are inserted into the application source code to increase the
amount of information available at run-time. Manitou [17]
is a system implemented within a VMM that ensures that a
VM can only execute authorised code by computing the hash
of each page before executing the code it includes. Manitou
sets the executable bit for the page only if the hash belongs
to a list of authorised hashes. Lycosid [27] is a VMM-based
hidden process detection and identification service. Lycosid
uses cross-view validation to detect maliciously hidden OS
processes by comparing the lengths of process lists obtained
at a low (trusted) and a high (untrusted) level. If the trusted
list is longer than the untrusted list Lycosid concludes that at
least one process has been hidden. Lycosid introduces a new
technique called CPU inflation that transparently placing
patches in guest program code and, by forcing processes to
run more frequently and more aggressively than they
normally would, CPU inflation effectively increases the
resolving power of Lycosid's identification techniques. The
VIX Tools [26] are designed to allow an investigator to
perform live analysis of a guest VM from a privileged VM.
VIX consists of a library of common functions, and a suite
of tools which mimic the behavior of common Unix
command line utilities, such as ps, Ismod, netstat,
Isof, who, top. The basic approach taken by these
tools is to pause the target virtual machine, acquire the data
necessary to perform the requested function using read-only
operations, and then un-pause the target VM. Using this
approach VIX can ensure that the state of the VM does not
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change during the data acquisition process, and that the state
of the VM is not modified while its execution is suspended.

6. Conclusion and Future Developments

We have proposed a semantics-driven approach to monitor
program execution that exploits the virtualization technology
to access the process memory and evaluate an invariant for
each system call. We believe that this is a very general and
selective strategy to detect attacks, because it can discover
malicious updates to data structures anytime a process
requires a critical operation to the OS. Moreover, the
isolation of the monitoring VM from the one that runs the
monitored process increases the overall robustness.

An area of future research is the automatic extraction of
invariants from the application source code of the monitored
process. Since we are currently focused on the run-time
aspects of the monitoring, to evaluate both its efficacy and
efficiency, the deduction of invariants through a static
analysis has been formally specified through a data-flow
framework [2]. In particular, we are interested in
relationships among system call parameters. Moreover, we
are currently working on a strategy that integrates static and
dynamic information to compute the addresses of local
variables, whose address may vary from run to run, by
keeping track of the value of the frame pointer.
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