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Abstract: The production, distribution and consumption of
information goods have evolved through continuousidruptions,
such as the invention of the printing press. Presdy, these
activities are being disrupted by the Internet and digital
technology revolutions, which are triggering a pardigm change
in this field. P2P content delivery is included inthe disrupting
factors. It has endured an explosive development irthe
non-commercial sector. Commercial content deliverig entities
reacted slowly to these changes, but have also begto employ
P2P technology. This employment, however, has beereditant
and its results unremarkable. Also, commercial iniiatives which
employ this technology have frequently been econoaqailly
unsuccessful.

In this paper, we argue that these two realities &
interconnected. We present and analyze the curre®2P content
delivery scenario (commercial and otherwise). Basedon
previously developed work, we expose the cause,RZP’s lack of
success in the commercial sector, as techno-econoatj rather
than just technical, as it is intimately connectedo the enforced
business models. Finally we present our solution fa reliable
commercial P2P content delivery, and embody it infte definition
of an exemplifying P2P system (under implementation that
provides the necessary support for business modetsjequate for
on-line operation.
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[. Introduction

Throughout time, the production, distribution
consumption of information goods (IGs), and thesaxiated

inter-consumer interactions. Naturally, the use tbfs
technology has seen an explosive growth, whiclergits low
start-up costs, occurred primarily in the non-comuizd
sector. P2P systems operating in this sector hgpieatly
neglected security related aspects presenting eraignlow
reliability in that field. This has facilitated tinefrequent
involvement in copyright infringing activities.

Established commercial actors have had troubleorefipg
to this process. After considerable initial resis& (which
has not yet been entirely abandoned), contentitalistrs
(CDists) have begun to embrace the Internet mediaumhG
delivery. More recently, P2P content delivery hdsoa
commenced being commercially employed. This embrace
though, has been timid and conservative, as Chiatse
generally, only, transposed “Brick-and-Mortar” ogtmg
modes onto their on-line operation. This directitation of
legacy Business Models (BMs), has typically lead to
considerable restraints on user's freedom to méatipu
content, in comparison to what has become custoomaiie
on-line world. The enforcement of such BMs and eisged
content manipulation restrictions has placed sicpuift
demands, on the content securing prowssio
associated to the P2P delivery systems, and thierehave
frequently failed.

The above described scenario as resulted in amalbver
situation (illustrative examples will be presented the

andollowing section), which may be predominantly cizterized

by: frequent user rejection of the imposed contesage

socio-economic systems, have gone through numeromstrictions; user breaking of content securing suess,

changes. The greatest such changes, with an ingpeater
event that that of the printing press, are the oagdlting from
the appearance of the Internet. This innovatiod,associated
technologies, is shaking the centuries-old edifi€emedia
production, distribution and consumption. In ecormh
terms, their impact derives from
reproduction, nearly costless data exchange
disintermediation of the consumer-creator relatijmshat
they enable [4].

P2P computer interaction follows in this logicabfstep, as it
optimally takes advantage of the offered cost rédoc
potentials, and vastly disintermediates the constartest and

evasion of usage restrictions and circumventiothefriginal
content providers; consequent failure of contentegaance
provisions and their reoccurring patching and gnowi
complexity; abandonment of P2P distribution; user
abandonment of commercial content delivering itiitess; and

the costless dateconomical failure of such initiates.
and

A new approach is thus necessary so that commercial
entities may employ a P2P delivery of media contana
reliable way.

In this work, we present, in section I, the cutrsate of
P2P content delivery employment, in the commereiad
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non-commercial sectors, focusing on the comprismatent
delivery schemes, the associated security measuméshe
employed BMs. In section Ill, we analyze that scEna
identifying the root causes for the lack of succeds
commercial P2P content delivery. We then infer & afe
techno-economic guidelines to be employed for na-thedia
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for instance, from a dedicated website). The cligtains,
from the .torrent file, the URL(S) of the trackgr(shich is
responsible for the coordination of the exchangbefesired
content (the content’s torrent). It contacts ttecker(s) and
obtains a list of peers which are at that timeipi@iting in the
exchange of the content. The client then proceedsrinect to

delivery success (section IV) and embody them ia iffhose nodes to retrieve the content by simultargous

definition of a P2P content delivery system (settif). In
section VI we highlight our proposal's advantages i
comparison to the state-of-the-art and, finally,pwesent our
conclusions (sectionVIlI).

II. P2P Content Delivery Scenario

A. Non-Commercial Sector

Since the rise of Napster, (the first notorious P2Rvork),
this technology has endured a prolific evolutiorunMrous
P2P protocols and systems coexist in today’s letefh. In
sub-section 1, a few illustrative P2P systems vii#
approached. Sub-section 2 presents an overvieledfeld.

1) Sudy Cases

a) Gnutella

Gnutella began as a fully decentralized [1] protofar
distributed search on a flat topology of peers [22dperates
as an unstructured network (no algorithm mappineciic
contents to specific storing peers), thus, in otdelocate a
specific data item, peers must query their neighbor

The initial content discovery method in Gnutellaswa
flooding. This mechanism was highly resilient toepe
population transience. Still it was not scalabled an
overburdened the network. Gnutella has thus evointda
partially centralized system, which employs an &@yer
network. The system’s nodes are either leaf noddsgher
level nodes, called ultra-peers. Ultra-peers agh leapacity
nodes which behave as proxies for the network'rnedes.
Content discovery is now performed in an optimineghner
employing the Ultra-peer sub-structure as depictédgure 1.
This protocol includes no relevant security meas{28].

Ultra
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® Ultra CE)
O S @-
Query Peer @ Ultra B
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>

Content Transfer
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() (o}

Figure 1. Gnutella Structure and Content Search

b) BitTorrent

BitTorrent is a centralized P2P protocol [23]. Hpoys
central nodes called “trackers” for the coordinatiof
information transfers. Trackers maintain an indérmgoing
torrents (individual content exchanges) and of ithelved
nodes. For a client to obtain some specific contemiust be
given the corresponding .torrent file (which maydixained,

downloading different fractions of it, from multglsources.
The content retrieval process just described isctieg in
Figure 2.
This  protocol
functionalities:
limited content integrity validation — after eaantent
fraction is downloaded, the client checks its initgg
by calculating its SHA1checksum and validating it
against the corresponding valued specified in the
.torrent file (which contains the sizes and chenisu
of all fragments). This scheme assumes the injegrit
of the .torrent file.

enforcement of fair use — employs a strict reciftyoc
strategy for content diffusion which constitutesaas
trade-based incentive mechanism, (or bartering
scheme), designed to discourage free-riding. Peers
upload to those peers who have uploaded to them and
they download from those which have downloaded
from them.

Info Request

provides the following security

imultaneous
Content

Pownload And

Upload _ }

Info Response

 —

Figure 2. BitTorrent Protocol Operation

) eDonkey

eDonkey is a hybrid decentralized P2P system. idtisork is
composed by two functionally different types of e client
peers and server peers. Server peers are higldpleetentral
nodes which are loosely connected and are run éxsend
the “community”. They perform the role of commuriioa
hubs and content indexes, allowing users to ldidatewithin
the network [24].

At connection time, client peers register the confdes
that they possess, with a server peer, by providimg
meta-data describing said files.

Content files within the eDonkey system are dividiet
blocks. A checksum is computed for each of the Kdcand
they are propagated between peers on demand. ksthmof
all the checksums is employed by the system asfillne
identifier. Content may be located either by quegyihe
server peers with values that will be matched éodibscriptive
meta-data that the server peers host, or by reggest
particular file through its unique network idereifi Server
peers deliver, to client peers, the locations wileeedesired
fles may be obtained. Content files are then diyec
exchanged between client peers.
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This protocol provides the following security

functionalities: In what pertains to security, these systems presentlittle
» limited content integrity validation — at contentsuch provisions. Those which they do offer, (tyfljceontent
retrieval time, if a downloaded block presents éntegrity validation and fair use enforcement), aog robust.
different checksum value from the one specified by A number of proposals exist, mainly in the acadefigid,

the peers community, the block is discharged arfdr enabling these systems to support such furalities as
retransmitted [24]. This scheme assumes the iyegrianonymity provision, peer registration, contenhauticity or

of the communication links through which thecontent availability. These are generally basedlistributed
“correct” value of the checksum was obtained aed thalgorithms, typically, independent from any fixeéntral
honesty of the involved peer(s). entity. The most robust of such proposals emplogeséorm

« enforcement of fair use — some provisions exist b@f collective/mutual authentication between pe&sme of
they vary with the implementation of the protocolthese are: threshold cryptography [27], (which as purely

(peer). distributed as it requires a trusted third parfyzP [26]
(which requires human evaluation of trustworthipess
d) FastTrack “trusted peer group” based authentication [28].
FastTrack [25] is a proprietary semi-centralize@Reotocol. ~ All of these solutions, however robust, still pretse

lts constituting peers are either ordinary nodedigOor considerable weaknesses in the face of sufficierdlst and
supernodes (SNs). SNs occupy a more central positithe sophisticated attacks, and Ie_ad to apon&deraﬂﬁeaponal
network and handle a greater and more relevangfgesks. Overhead. Furthermore, their adoption by the predant
They perform the role of temporary content indexsses. The P2P content delivery structures on the Interngtasginal.
indexed information, (delivered by the ONs, abdwet ¢ontent o ] . )
that the latter are making available), consiststiug: content ~ Provisions expressively designed for the enforcofg

file name: the file size; the file hash; and aafedescriptors Ccontent usage rights and the protection of copyr(@RM
describing the content. provisions), are practically universally absentnirahese

systems.

Any of the FastTrack's nodes, with sufficient CPUg commercial Sector
capability and network connectivity, can voluntatiecome
an SN. ONs connect to a specific SN through a 1) Sudy Cases

semi-permanent TCP connection. Several initiatives have sprung up in the fieldP&P based

FastTrack is unstructured protocol. Content disbpve  ommercial content delivery. As it is not possilderelevant,
performed through the employment of query diffusieer the to address all of them, only a few illustrative emsare
overlay network of SNs. For each match at an Shlliiete, the described below

respective SN returns the IP address, server ponbar, and
metadata corresponding to the match, to the irisdrying

SN which sends it to the inquiring ON. 3 Veoh

Veoh [12], was an Internet TV service run by a foatiia

This protocol provides the following security Pased company. It employed P2P technology (amoher ot
functionalities: means), for the diffusion of commercial (and usemeyated)
« limited content integrity validation — after rewing a  content.In regards to security provision, Veoltriiated both

content file, the ON calculates its checksum anBRM protected and unprotected content. That ismiployed
validates it against the value specified by it§ parallel DRM structure, to enable user and peer
coordinating SN. This scheme assumes the integriguthentication, content integrity and authenticigfidation,
of the communication link between the SN and thand access control on some of its content.
ON. It searched for years for a successful BM, bumadtely,

» enforcement of fair use — the Kazaa variant of thand under legal pressure from Universal Music Gr{iuj,
FastTrack system, implements an incentivedeclared bankruptcy in 2010.
mechanism to reward fair use of the network’s
resources. The mechanism is based on the b) Babelgum

calculation, at each peer, of its level of contlibu  papeigum [2] is a free Internet TV service. Oridipait

to the community. As thls_ value is calcula_ted an%mployed a proprietary P2P streaming technology, has

stored Iocglly, t_he mcen_tlves system defined b¥3ventualllydr0pped it in favor of a client-serveeaation. The

FastTrack is obviously of little or no robustness. platform employs DRM protective measures whichudel the
2) Overview encryption of the exchanged content data streafs [1

The study cases highlighted in section II.A.1, edwbat the ~ Babelgum is a privately backed project which fosuee
field of non-commercial P2P content delivery issmwdiverse ~Professionally produced content. It enforces sometemt
one. Many different types of P2P protocols exishede access restrictions based on user geographicdidoca
present varying levels of decentralization, wittu@fia asone ~ Babelgum’'s BM is advertisement based, employing
of the most decentralized, but also as one ofdke éfficient. advertising revenue-sharing. Content owners recejvertion

In time a return as occurred to more centrally dowted of advertising revenues. If no advertisement i®eissed to
modes of operation, (BitTorrent, FastTrack), in esrdo the content this system guarantees producers anomimiof $5
increase operational efficiency. for each 1000 unique views [15].
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) Joost
Joost [6] is an Internet based system for theidigion of TV
content (and other forms of video), developed lyfttunders
of Skype and Kazaa. It employs a P2P strategy i@rsd
initially), for the delivery of content, under pnogtary DRM
protection.

Joost’s employs an ad-supported BM, in a similanmea to
that of regular TV, exposing users to both
video-advertisements as well as additional intéract
advertisements via overlays and short clickable-yop[17].
It was eventually faced with economical difficuitie
and remade itself as a “cost-effective” white-labgtleo
provider [18].

d) PPLive
PPLive [10] is a P2P Internet video streaming seraffering
un-protected content under an add-supported BM.

€) Reel Time
ReelTime was a video-on-demand provider that dediye
movies and television shows over the internet. &untvas
delivered through a proprietary software systemte(ligent

injecte
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2) Overview

a)
Commercial, P2P based, media delivering initiativas
shown in section 11.B, generally employ either piefary P2P
solutions or pre-existing ones, which are predontigdbased

n Gnutella.

The details of the proprietary solutions are tyjhjcaot
disclosed. Still, from the few which are, it may d@ncluded
that such solutions employ some form of partiatintcalized
operation, often times similar to the bitTorrendtoicol.

Gnutella is a purely distributed P2P protocol whigkery
robust, in terms of fault tolerance, but also cdesibly
inefficient in terms of content discovery and dmttion.

Technical Operation

In terms of content access control, most of theg®fives
employ classical DRM technology, that is, inteliedtrights
protection technology, which focuses mostly, if not
exclusively, in a restrictive governance of contesages. In
P2P terminology, this DRM assistance, in securifters, to
the P2P delivery structure, may be described asra bf
Trusted Third Party (TTP) solution. The typical uking

Rapid Delivery System), which employed some P2Bop.ipRM structure may be depicted, albeit in a kfieg

networking to reduce the bandwidth demands oneitgess.
To this end, while the most part of the contentsfilvere
delivered to the users by the system’s serversacidn of
such files were transferred between the systemiminal
machines (i.e., peers). The delivered content w&MD
protected.

ReelTime employed a subscription and pay-per-vid B
It has subsequently ceased to operate.

f) Qtrax
Qtrax [11], supplies a legal P2P music deliveryiser built
upon the Gnutella network. It employs Microsoft'ands
DRM technology for content protection and accesgroband
to enforce advertisement consumption.

In time Qtrax has moved to a strictly advertisenteaged
BM from a previous two tiered BM, which also empady
subscription revenue capture.

Qtrax faced legal and financial problems that Haveed it
to restart its operation, after a pause period.[19]

0) iMesh
iMesh [5] is a media content delivery system andoaline

social network which employs a Gnutella based edin&d
P2P strategy for content distribution. For conterdtection

the system uses Microsoft Digital Rights Managemernsecmsg (x) =enc (x)

technology [21].

Its BM allows free access to some content but sadie the
permanent purchase or on the paid subscriptionthero
content [20].

manner, by Figure 3, (taking into consideration rio¢ation
defined bellow).

u; = aspecificsystermuser
psswdu_ = password of u,

I
usname,, = theusernamef y;
1

¢; = aspecificsystenclient
KCi =thepublickeyof ¢

K¢ ! = theprivatekey of ¢,

0, = aspecificmediaobject
o; . .
Lu'i = thelicensegoverningtheuseof o; by y,

K g = asecretsymmetricencryptionkey
K ™" = acommsessiorencryptionkey
K$* = a0, 'sencryptioridecryptian key

K s =theprivatekey of theLicenseServer
K_As = theprivatekey theUserAuthenticaion Server

h(x) = cryptograghic hashfunctionappliedto x
encK (x) = theencryptionof x with K,
1

X
signed (X) = eng, (h(x))|x = signedx with key K

Its operation is as follows: At an initial momenbf displayed
in the diagram), all clients will authenticate with
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User Auth @ License Key
D Server Server @ Server
["ECIH"(—’Ksessson IM&CSHOA I ‘ secins { S7 o4 b
& seC bggsessx'o»s e T
SECSE, sosnion UAC; | SLy =signed {L‘;i )
whe, = signed Kk (1he) L
uhc= IJ3_,=1||C-v=1||7"‘ml’?’”p ® - o (SfLoA y }
SCCMSE  ouon \SL2 Juthic, |
RECINSE, 1 \hsdAuth Data, | | ) _ _
. g |
hsdAutham _f'authaf@A ! CJ’IE'HT/PE'E'I’A E'a('ln"g se'ssx(.:n»s{l(‘»':'f}1 i
atha:ouA = usrmm%d psswduA

’D
F_ i 7]
-Ro Ol = enc, ., lo, 3
TTP Component -

Client/Server+P2P  (3) Content @2 Client/Peer_
Component Server 5

Figure 3. Typical Commercial P2P Content Delivery Systemhitacture
the TTP components agreeing on a common secret keﬁ’rchased suchahcens@_A is signed by théSso that its
(KZ¥"), which will be used for a client/TTP interaction

session. From that point on, all communication lkeetwa Validity may be checked, then sendsSLu’:\ (arrow 7) to the
client and any TTP component will be encrypted vtk

.y [0}
agreed upon secret key (as representQEWnsgmm(x)). Key Server KS). KS assesses the validity (ﬂ_uﬁ and the
S

When the session terminates, the key is discarded. rights that it grants tal,. If all is ok, it returns (arrow 8)3's

Before a user (e.gJA) can be attended/hosted by a SpeCiﬁ@ecryption key KgA)_ CA is then ready to access and rer@er

client/peer (e.gC,), he must first be authenticated. To do soy, U,’s consumption.

the user supplies his username and password; gratkages

it into hsdAuthData, , by performing some hash function on In spite of their complexity and sophisticatioine tsecurity
A services provided by the TTPs, have frequently d@eken

and circumvented by users [30], as this is “incéhtey the

uncomfortable content usage conditions that refsofh the

operation of such security measures.

that information (employment of digest access attbation).
The latter information package is sent (arrow 1jh® User
Authentication ServerUAuthS). After validating the user’s
credentials, UAUthS sends G, (arrow 2), a user hosting
certificate (uhc, ), signed with UAuthS private key  In the studied cases, the P2P delivery mode géyeral
performs a parallel, or even just, auxiliary ralectient/server
delivery mode. Furthermore, the earlier mode fretjyeends
whishes to consume some media object (3. G, may up being entirely abandoned.

retrieve it from the Content Server (client/sereperation, ~ 1here is also a visible decoupling of the contegiivery

. structure from the security structure, where tterlperforms
arrow 3), or from another clientpeer , such @(P2P o entioned TTP role, and the potential synergeseen

operation, arrow 3a). The content is obtainedsrpibtected the TTP structure and the P2P content deliverycstra are
form, (o} ), which is encrypted with a secret symmetric keyeft unexploited.

(K_xs)-uhcsproves thaG, is hostingu,. If a user (e.gu,)

KgA .The client that contacts the License Serues),(to b) Economical Operation

inquire it aboutl_ja’s usage rights oven, by sending it (arrow Commercial P2P based content delivery initiativaseh
) L , been trying a variety of BMs, such as subscriptmchase or
5), uhc,, (proving thatG, is indeed hostingl,), and the ;4 ertisement based ones. They have frequently gdmp
identification of the media object in question. T8 then  petween several BMs in their search for a suitabke There
responds (arrow 6), with the signed "CGHSQ_ZA) that IS tr_]us no globglly predominant BM in this area ghd
A attained economical results are also unremarkable.

specifiesU, 's rights over Q, (assuming U, previously
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usage conditions that drive users away.
Furthermore, these initiatives have generally régarP2P

The employment and massive popularization of P2B,q qiion as a merely auxiliary aspect of their rabe

content delivery technologies, started in the nommercial

sector. The main concern driving the developmerthsu

initiatives was the building of distributed structs capable of
enabling a “good-enough” content discovery and flinient
content exchange between peripheral
Guarantying content authenticity or copyright potiten, were
never the goals.

These technologies have had an explosive sucdéss,io
connection to copyright infringing activities. Thigs upset
the content industry which has frequently targethdse
initiatives, both technically (poisoning [7] of P2tworks),
and legally. Their proliferation was unabated, tio{0], [3].

Perhaps in reaction to this failure, the contedustry has
begun, even if reluctantly, to use P2P technology the
Internet as a content delivery platform in moreowative
ways. Still, in spite of the success of non-comra¢re2P
content delivery, its commercial counterpart hasernbe

unremarkable, as demonstrated by the frequent cakes
or P2PR

economical failure (e.g. Veoh or ReelTime),
abandonment in the initiatives exposed in 11.B.3y(doost or
Babelgum).

This panorama of failure and technological retheat been
caused, as argued in [4], by the non-observatiothe part of
CDists, that the Internet medium has come to réiglialier the
technical, economic and social premises underlifi@g’
production, distribution and consumption. This nesdium
virtually eliminates storage, reproduction and risition
costs, and enables the disintermediation of thetaxnsumer
relationship. Its establishment represents the ofsa new
technical paradigm in the field of information eacige and
manipulation [4].

In the “Brick-and-Mortar era”, CDists controlled eth
content distribution structure (stores, CDs, DVBR). This
structure was both socially useful and inescapdiole
consumer access to IGs. It was the scarcity antladtzability,
inherent to the materiality of the distributionustiure that
secured a useful and profitable role for CDistse Tiiternet,
given the automaticity and immateriality that assaciated to
it, is a far more cost effective alternative aninalates the
need for such a material structure. This is remgdethe
CDists’ traditional role, useless. To regain thaefulness,
CDists are adopting new platforms for their acyiyvit
apparently moving in a progressive way. Still tdeyso while
attempting to preserve their age-old reliable BMsis, with
regressive objectives.

This conservativeness means that many of thesativéts
have employed BMs which are based on the direc$dbes of
media goods (or close to that), and thus, on th&ricgve
control of access to them [4]. That is, BMs basedtle
exploitation of content scarcity in a medium, (inéernet),
which is adverse to the preservation of such siyao secure
such BMs, DRM technologies are employed in an gitem
artificially maintain the necessary 1Gs scarcitheTenforced
access restricting practices result in uncomfoetatintent

operation, and have frequently delegated the hagdli such
aspects (P2P content exchange), to already exifRi2g
structures (e.g. Gnutella), which are outside eirticontrol
and present unreliable performance. The inevitdtds of

equUIPMENtSynirol over content, that all this implies, isdantradiction

with the control levels required by the chosen Bits] thus,
P2P content exchange is frequently abandoned.

The employment of P2P content distribution techgiele
in the commercial sector, (event if gaining momentus still
in an immature phase. This is so because of thehamaic
attitude with which CDists have employed this teabgy.
The maturing of P2P’s commercial employment as agthe
reacquisition of a useful social role, by CDisesquires that
the later accept and embrace the changes broughhedy
Internet revolution, relinquish absolute controlepwvtheir
information goods, and employ radical new BMs whdomot
depend on content scarcity.

IV. The Way Forward

A new technical paradigm for media reproduction and
distribution is being established. As explained[4d, the
scarce resource under exploitation should no lothgethe
information commaodity but the user’s attention. Tdeglier
should be considered an investment that is madeder to
acquire the later. The employed BMs must thus teamrds
the free consumption of info goods, by the user roamity,
laterally deriving gains from the context surroumgithat
activity, while taking full advantage of the techeconomical
characteristics of on-line all-digital operation.[4

Consequently, a most adequate strategy is onestdring
a culture of proximity and interdependency, (alsead the
rise), between consumers, artists and CDists wdrielbles the
voluntary funding (e.g. Wikipedia, The Real Newstiark
[13], or Radiohead’s and Nine Inch Nails’ experitsewith
voluntary user donations), of the two later ersitley the
earlier ones and facilitates other indirect reveangaction
means (e.g. advertisement, merchandising sale,sliavs,
etc) [4].

Commercial initiatives, that whish to thrive in bne media
delivery, must embrace the new paradigm. Thisfvék their
technical infrastructures from the excess of cansatess
control tasks which they are presently responsibie Said
structures will then be able to operate in muchrfiend more
innovative ways, enabling commercial P2P contelwelg to
succeed. These initiatives will then achieve tliabdity that
they have thus far been unable to attain — cordetivery
reliability, content governing reliability and ecmmical
reliability.

V. The P2PTube

A. Introduction

The P2PTube system is P2P based a content delivery
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system, (under implementation), tailored to supBds that o taxes all donation transactions;
are fully inline with the emerging paradigm in medi
reproduction and distribution. Furthermore, given the system’s P2P nature, itiliges

Its architecture provides superior content delivaryd the costs of content reproduction, storage andilolision
security capabilities (to existing alternativeshrough the throughout the user/peer community.
employment of a set of innovative technical pravisi such ¢, Architecture
as: its hybrid P2P structure, which combines thoeisy and
coordinative capacities of a centralized systemh vilie
(reproduction and distribution) costs reductionpganies of
P2P content distribution; the integration of itbust security
provisions with the hybrid content delivery struetuwhich
enables the exploitation of synergies betweenwiog and its
user action monitoring capabilities

P2P content delivery systems have typically evolfrech a
hybrid centralized/P2P operation mode (Napster)mtore
decentralized ones (Gnutella), especially in the
non-commercial sector. This occurred for technmajposes
(avoid an expensive central entity, and centrattaii failure),
and to avoid the legal targeting of the centralvjgions of
such systems (e.g. the shutting down of Napstehis, T
owever, has resulted in a number of trust, cordefivery
fficiency and content discovery problems, amonigers.
Therefore, as explained in section II.A.2, somerafenal
centralization has been re-embraced, but maingirdn

P2PTube thus enables an improved exploitation ef tfg
Internet medium’s potential for costs reductioral#o enables
the maintenance of a virtual social interaction imex] where
the authenticity and/or integrity of all entitiesdacontents is compromise between technical performance, globatatipn
verifiable. This makes it possible for a securehexge and costs and legal targetability.
consumption of media and user interaction and
inter-rewarding to take place. All this facilitatesreliable
lateral extraction of gains.

B. Business Model

The BM is the key aspect determining if an on-linedia
delivery initiative is inline with the emerging aligm. Info Transfer
P2PTube is meat to provide support to BMs, inliriti such Content Transfer
paradigm. For that reason it was conceived arouskaific
open access BM, simplistically, described bellow:

e consumer (and all other) users:
o0 may consume any and all Media Items (MIs)
made available by the system, free of charge;

o load their accounts with currency which they Figure 4.P2PTube Overall Structure
may extract at any later time. That currency may
be: Usage Environment Layer
= transferred directly from the user’s E—
bank account; purenment
= obtained by the user, by specifically Manager
watching commercial advertisements,
which the system rewards; User DRM Media ftsm
o perform donations to producer users they deem Manager Manager Manager

meritorious: —
e producer users:
0 supply Media Items (MIs) to the system, for no E
if

immediate payment, specifying they ‘
expect/accept to be rewarded (by the user PeerLink Layer
community) for the delivery of such items;

Inter Peer Communication Layer

0 obtain revenue from the user’'s voluntary Figure 5. Peer Architecture
donations to them; . . .
» advertiser users: As P2PTube is designed to operate legitimately @nd

0 supply advertising media items to the systenpbtain revenue (that can be invested in the systeanitinuous
specifying the level of exposure they desire foupgarde), the optimal point of that compromisedsassarily
them, in terms of its cost in the system'sdifferent. It does not need to avoid having a @rgrovision.
employed currency, which is calculated inas such, it employs a hybrid P2P structure [1], posed by a

accordance with a system defined price for us§fingle coordinating Core Peec ), and any number of,
attention time;

o funds are deducted from their account, by thE€ripheral Peers (PP), as presented in Figure 4. .
system, as user’s are exposed to their message;The Cp s which is owned Operated by P2PTube’s CDist,

+ the system: _ runs on high capacity hardware, and coordinatesystem.
o freely delivers all Mi to all consumers; The PPs, which are owned and operated by reguéss,usin
o rewards the watching of advertisements; on household PCs and interface (host) the usets thi

o sells users’ attention to advertiser users; system’s interaction environment.
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All system peers have the same internal structitrife 5).
Each peer is divided into three layers, (and slhdsystem, as
these layers traverse all the system’s peers):

The Inter-Peer Communication Layer (IPCL) handtes t
exchanging of information packets between differe
peers.

communication and handles the resolution of pestac
endpoints.

management and authentication operations, thenatigi
indexing, distribution, removal and discovery ofdyithe
maintenance and validation or MI

The Peer Link Layer (PLL) secures all inter-pee

The Usage Environment Layer (UEL) handles user

integrity and

Castro, Alves and Andrade

The registering peef] , begins by (step 1), sendit@pa
message encrypted with the latter’s public kKyCF(), so that
only CPmay read it (assuring confidentiality). The mes&age

fontent’s are signed ¥, in order assure its integrity and

cp
F\uthenticity of origin. The messagegregmsy , contains
Pi

R ’s identification package signed by, (sid, ),and a
I
unigue randomly generated nounce toptwill have to sign

to prove its identity.Sidp_ is signed by[) so that any system
|

authenticity, the preservation and validation of Mieer can assert thgy validates that information (its thus can

authorship rights, the maintenance of user accotims
secure performing of currency transactions,

thRot be faked even bgp). Itis signed independently from (and

maintenance of a coherent interaction medium aed thedundantly to) the overall message so that it fattgr be

interfacing of the users with that medium.

D. Operation

Each system layer develops its own independentniate
operations. Depending on their requirements, sqmeeations
are conducted in a client/server manner while athez so in a
P2P manner. The following sub-sections presensysem’s
operation, in aper-layer basis, with a focus on security
aspects.

1) IPCL Operation

The IPCL, operates in a purely P2P fashion. It jples the
upper layers with communication services, handlihg
exchanging of information packets directly betwpenrs.

2) PLL Operation
Every peer has a unique identifier,9(), and a unique

asymmetrical key pair composed of a public kd¢, (), and a
I

private key d(;_l), which it employs for its authentication.
I

The ultimate register of the public part of thighantication
information, (K b Pi ), and of the contact endpoints of peers i
|

the CP’s PLL. Itis assumed that the PLL of allipeeral peers
knows CP's public key.

The PLL handles the registration, login and logoff
peripheral peers from the system (in a client/semanner),
and the resolution of peer contact endpoints (ihyarid
manner). It also ensures the confidentiality, intgg
authenticity and non-repudiatiability of all messag
exchanged between peers.

a) Peripheral Peer Registration
This process is performed in a client/server mattinerfirst
time a peripheral peer interacts with the systehe process,
occurring at the PPL, is depicted in Figure 6 figkinto
consideration the notation defined before thatréju

independently redistributed.
Cp then verifies the validity of the received messdfell

is ok, it sends back (step 2) a challenge messgjgért order

to check if it truly possesses the private key esponding to

KH , (thatp specified insid , ), as the message received in
I

step 1 may be a repetition attack. The challengesage is
encrypted WitH(q so that only[d may decipher it and its

contents are signed B. It contains the first nounce (thus

u;, = aspecific system user id

psswd u - password of u,
usname lIJ = the username of u,
K, = the public key of user u;

Ku':l = the private key of user u,

; = aspecific peripheral peerid
= the public key of p,

= the private key of p,

p
K b
K pl
cp = the core peerid

K, = the public key of cp
K = the private key of cp

0, = aspecific media item/objec t
iji = the license governing the useof o, by u;

p; —cp
K:g = asecret symmetric key for the encryption
of inter - peer communicat ion during the g™

cooperatio n session between p; and cp, (s;" )

h(x) = cryptograp hic hash function applied to x
enc, (x) = the encryption of x with K
signed , (x) = enc, (h(x))|x = signed x with key K

secmsg, (x) = enc, (x)
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Figure 6. Peripheral Peer Registration Process

-

proving CP's identify), and a second new unique nounce thaection V.D.2.a, this process, occurring at the R$tepicted

[ will have to sign to fully prove its possessior‘r@f. In Figure 7.

P proceeds to sign the second nounce and send ittback This processes' initial step (step 1), is, in siliilar to the
first step described in the registration proce$e difference

Cp (step 3). FinallyCp validates the nounce’s signature andbeing that the sent message contains the peripheeats id
if all is ok, produces and signs the peer's regi&in

: (R), instead of itssid, . cpvalidates the message and
certificate,Certlfp‘ , and sends it tof . This certificate :
I

checks if its internal DB as any record Pf. If so, it then

containssid , and the validity term after which it expires. It .
' proceeds to send, fd(step 2), a challenge message, in order

may be freely exchanged amongst the peer commasity

S to check the veracity of its claimed identity.
proof of J 's andC|P’s mutual acceptance ¢f’s participation

That message is encrypted V\,I{t;g1 so that only [ may
in the system and of the latters public autheriboat

credentials. decipher it (assuring confidentiality), and its tents are

signed by. It contains the nounce sent Uiy (thus

b) Communication Session Establishment provingCp's identify), and a second new unique nounce that
Before any two peers can communicate they must firs

establish a communication session between thethelnase P Wil have to sign to fully prove its identity. s contains
of inter-peripheral peer communication, such aieasgs the new prospective session’s id and the sessipn ke

opened if two specific peripheral peefd,and P need to I3 proceeds to sign the second nounce and sendskitdac
interact. The communication between peripheralpaedcp,  CP(step 3). FinallyCp validates the nounce’s signature and, if

is always necessary for a peer to participate ensystem. all is ok the session is considered open. In thEosite case,
event if the session id and key have already beeh the

session will not be valid, the key will be discatdand [ will

Thus, whenever a registered peripheral p¢er, comes

on-line, it must first establish a new (tk@th one)
no be logged on.

communication sessionsgi P ), withCp, (the equivalent of  The process of establishing an inter-peripheral

communication session is similar to the one preslipou

described. The only difference is that the involpedipheral

communication case) enables the combination, betwpe Peers will need the assistance of @f@to obtain each other’s
p-cp public keys, if they do not yet have them.

S,
andcp, of a secret symmetric keyK(,® ), to employ in the

loging into the system). This PLL processp(- CP

ciphering of all later communication between theithin that
session. Taking into consideration the notatiofindd in
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Figure 7. Peripheral Peer Login Process
from [ toCp within sessiorg} ™), indicating the number of

) Message Securing
The PLL assures the confidentiality, integrity,ertticity and messages sent frof to CP within the current session
non-repudiatiability of the messages exchanged émiw  Every peer keeps count of all the messages exctiange
communicating peers. within every communication session, in both direes, so that
In what regards the PP-CP communication, it does 8T8  they are able to detect any repeated incoming gessand to

manner depicted in Figure 8 (taking into considerathe  correctly produce the serial identifiers of the stfeey send.
notation defined in section V.D.2.a).

Assuming that a communication session has prelyious
been established betweprandcp, if the “client” peer i , it timestamp indicating the overall message’s crealae, and
o the id of the sending peefX).
sends a reqtrf(i nfos,info) message, (step 1), to cpthen sends the adequate reply in a response reessag
P (sent in step 2), which has much the same strucfuitee one

received formd . The differences are that the signing key is
information being transmitted arithfois the non-sensitive Cp’s private one, and the serial identifier is obsgigua

The serial identifier also contains the sessiopgli ™), a

Cpexpressing its requestnfo, is the sensitive part of the

part. infois signed with 's private key, to assure integrity, different one. It will be a two parts serial iddieti. The first

prove origin authenticity and ensure non-repudisits. partis the serial identifier of the received resfusessage. The
second part is another serial identifier, (withshene structure

as defined before), containing the count of messapnt
from Cpto [ within the ongoing session. This way, the

info is concatenated with a serial identifier, signedfyfor

the above stated purposes), and ciphered with ¢oceets
PP
S . . . .
session keyK.? ), so as to ensure its confidentiality. The/ ©SPONSE MESSage 1S differentiated and also assbd@mthe
request message to which its responds.

The communication procedure employed is the santieeas
one defined before if the communication is betwdéen

purpose of the serial identifier is to uniquelyfeliéntiate all
exchanged messages so that no two messages asadilexelf
a repetition is ever detected, it is either anreooa replay ] ) ] ) ]
attack. For that reason the serial identifier cimsta counter PeriPheral peers or, if the “client” peergs, with ; playing

o Sgi -cp the responder role (interactions 1a and 2a in Eigjr
value (msgcnt = the jth message counter value sent

B i
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Figure 8. PP-CP Communication

» the injection or removal of MIs — employing the Med
d) Peer IP Discovery Item ManagerNIIMngr) and/orDRMMngr components;

This process is performed in a client/server orrigdyimanner,

whenever a peripheral pe¢) needs to know the IP of another In all such casesp's UEL plays the server role and the

involved PP’s UEL, plays the client role. The ctipeers will
typically send their requests to the server sida@chvjudges
defined in section V.D.2.a, this PLL process hagpes their legitimacy and, if adequate, enforces thenprawides
follows. some required information, if that is the case.

P begins by sending, t€pP, a request message

peripheral peep,. Taking into consideration the notation

- A mixed P2P and client/server operation mode isleyeqal,
(reqtrf(infos,info) ), indicating that it wants the IP address oby UEL, in:

Pi » the semantics based searching for Mls;
p. - CP may immediately send back a package the retrieval/distribution of Mis;

o . . » the searching and retrieval/distribution of infotioa
(‘pplocs = 3|gneq<c_p1(pk||lPk)), signed bycp, containing that objects pertaining to users, peers or other aspddtse

information or it may redirec) to some other peripheral system.

peer, p; , by sending j a signed retrieval permit The core peer's UEL instance holds all the inforomat
pertaining to the location of individual Mis in tleystem’s

(retrperm|tpploc —signeq(c_l[ngijk] ), enabling it to .(periphe.ral) tissu_e, as vv_eII as the MIs_emanticraJd:tarization
’ information, against which user queries must becheat for

retrieve the desired information from frqop. content searches. It also holds all other relevdatmation.
Whenever such information is needed, peripheratpwill
3) UEL Operation request it from thecp, which may respond by handing it over
The UEL handles, in a client-server manner allgherations directly or by informing the “client” PP about appriate
related to: “server” PPs for the acquisition of the desireainfation.
» the registration, login and logoff of users — emypig the o
User ManagerdMngr) components (see Figure 5); a) User Registration

» the collection of information on user actions, thérhis UEL process is performed in a client/servennea and
maintenance of user accounts ano_l performing otoayr s depicted (taking into consideration the notatitefined in
or credits transactions — employing tbdingr and/or  section V.D.2.a), in Figure 9.
DRM Manager PRMMngr) components;
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The registering user, (identified ds), delivers, to her

hosting peer, ), her public identification packagéd, ,
|
(containingU , unameui ;

and also her private authentication componed&sswy, ,
|

and the user's public ke, ),
|

and private keyK " (step 1). p signsid, with K" (to
1 1 1

prove, without repudiability, thatU approves that

information), and sends it, together wipasswd,, , tocp
1

(step 2). That information is sent as the sensipagt of
cp

areqtrf message (see section V.D.2.c), thus assuring
Pi

confidentiality, integrity and origin authenticity.all is ok CPp

registers the new user and produces a signed icateif

validating the user’s participation in the systegextif, ),
1

which it sends (step 3), t) as the sensitive part of a

rsptrf message. Finallyy delivers certif, oy (step 4).
op

il

@

| Ee
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Figure 9. User Registration Procedure
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b) User Light Authentication

The purpose of a light authentication is to enablealready
registered user, to login, without having to sugply/key pair
to his hosting peer, and gaining access to onlyesofrthe
system’s services. The user will only be allowedérform
actions which do not imply any change or additionthie
system’s data (typically only Ml searches and cam#ions).

This UEL process is performed in a client/servemnrrer
and is depicted (taking into consideration the thatadefined
in section V.D.2.a), in Figure 10.

The user supplies her light authentication datarfume
and password) to her hosting pefr,(step 1).[d executes a

specific hash functiom[lauthdat%_], on that information

Castro, Alves and Andrade
(employment of digest access authentication), andsit in a
secure fashion t€p (step 2). If all is ok CP prepares a signed
(by itself), user hosting certificatehostcer tifu_p' St
|
containssid, , @ and a timestamp. It demonstrates the
|

system’s acknowledgment thaf) is hostingU up to the time

instant specified by the timestamp. After that tinlemust

again logirl} . hostcertifuf)i is then securely sent tf (step
I

3).
pl
m = 1sptif linfo, . info

= lauthdata,
i
@
v ® info, :]ﬂmfm-ﬁfpf info=0

hostcer! nf i _signed ](w/u sz H(Wmupj

fmrrlm’m'ﬁuZ = [usmmwuZ pass vduz ]

P Peerb)

( m= 1eqt1t [mfo Jgfo]
i

nfo, = t[Jmfz‘]idam ] inifo=0

P Peer3
P Peer5) PPeerd

Figure 10.User Light Authentication Procedure

P Peer2

@

Core Peer

) User Full Authentication

A full authentication enables the user to make afsall the
system’s services. This UEL process is performedain
client/server manner and is depicted (taking imtesideration
the notation defined in section V.D.2.a), in Figlide

U delivers her full authentication data to her hagtin
peer, (step 1). That package contains the user’s password
username and key paif) communicates witliCp (step 2),
indicating that it wishes to do a full login of.CpP responds
(step 3), with a nounce thf} will have to sign withu’s

private key to prove that it is in fact hostibh. [ (in the
employment of digest access authentication), erscut
specific hash function or‘.mamqJi H passwui), and then
returns toCp, (step 4), a signed package containing the
calculated hash value and the received nounce,piaisng
that it is indeed hostingt . If all is ok Cpthen returns (step 5)

a similar user hosting certificate to the one dbed in the
previous section.
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d) Further Client/Server User Attending Operations Cp produces the adequate response and securelyisends

As mentioned the maintenance of user accounts arﬁl (step 3), which displays the relevant outputifo
performing of currency or credits transactions &4 as the For instance, if this was an MI injection operafidhe
injection of MIs are handled in a client/server manat the ' ! P

UEL. The typical system procedure to handle sucér usnon-sensitive input p<31ramet<iar1putui , would be the MI
request is depicted in Figure 12, (taking into adesation the i

notation defined in section V.D.2.a). object, identified a§ . This means that it would be sentap,
U delivers the sensitive and non-sensitive input matars

Figure 11.User Full Authentication Procedure

signed bylu , but not encrypted with the session key, as this
that make up its request, to his hosting pdgi(step 1). would be resource consuming and not security-wéssvant.
P then signs both parameters withs private key (for origin Qs signature would prove thaf , and not anyone else, did in
authenticity ~ proof non-repudiability  assuring)fact submit it. If all was ok, th€p would accep® , and notify
concatenates each of them with(so that the receiving end

and
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Figure 12.Client/Server User Attending Procedure

Core Peer

[ of this. It would then sigrQ, with its own private key, to
signal the system’s acceptance of that objectgiign into it,
thus producingd 's delivery-ready versionQCp. Finallycp

would perform the initial seeding mf”, through the system’s

tissue, by sending it for storage and redistributio some
selected peripheral peer.

€) Hybrid Operations

As stated in section V.D.3, a mixed P2P and clentver
operation mode is employed, by UEL, in operatiomshsas
the semantics based searching for Mis and
retrieval/distribution of MIs among others. The wtnese
operations unfold is similar. To explain them weegant
bellow the MI retrieval operation.

The typical system procedure to retrieve a spedific

object,Q”®, is depicted in Figure 13, (taking into considierat
the notation defined in section V.D.2.a).

the

may know which public key to employ to validate the

signatures), and securely sends thengflo (step 2).
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Figure 13.Hybrid Operation for Ml retrieval

. . . . cp cf
U informs it hosting peef) , that she wishes to consumerequesting fragmentsagg and fragfp respectively. In such

MI, ®(step 1).p signs the request information with's

private key (establishing its origin), and securegnds the
signed request toCp (step 2).CP prepares an Ml retrieval

permit (retrpermitpcip), enablingQ to perform the retrieval
9

messages it includes the permit received fi€jn so that the

Pcandp, can verify thatf is indeed authorized to retrieve,

from them, the requested MI. Finalfy andp, deliver said

fragments (steps 5), tfy which reconstitutchP, validates its

of Q*from a number of other peripheral peers. The permititegrity and renders it for user consumption.

contains the identification of the peer to whicthits been

emitted (3 ), theloclistobj , object, and a timestamp indicating

the permit's validity termloclistobj,, is signed byCp, and

carries a list of the peers from whif’, may be retrieved

This procedure thus enables an efficient P2P diffysof
Mls, between peripheral peers. It may also be agyt other
information objects as user participations ceifs

(certifpi ), user hosting certiﬁcates,h()stcertiflfi ), content
I

' search response objects (&R0 in section V.E.a), or Ml

the fraglist object and a timestamp indicating the time alocation describing objectddclistobj,).

which loclistobj jwas compiledfraglist contains the MI's id

(0™) and the identification of the fragments into vihig " has
been subdivided to enable it fragmented redistidiout
retrpermit ’:’Cip is signed byCP to assure its authenticity.

9

The independent signing
retrpermit”cip andloclistobj, enables the later independen
9

P2P distribution ofoclistobj ;amongst the peripheral peers.

Cp then sendsretrpermitpcip to O (step 3). After that,
G

[ proceeds (in a P2P fashion),

to simultaneousl

f) User Action Monitoring

User treatment of different MIs will vary. After Viag
retrieved an MI, from the system, for local constiom the

consuming uset} , may for instance, watch it numerous times,

only once or not at all. These different consumpbehaviors
indicate different preferences on the part of users

U Information pertaining to such user behaviors nfay,

instance, be employed for directed marketing ogeted
advertising. Thus, in order to provide further o to the
lateral extraction of gains, P2PTube also provides
functionalities for the gathering of information amser
gehavior.

retrievchP’s composing fragments, from its delivering peers Operations regarding the gathering and submissidhis

(e.g. Ppjand p,). It sends messages @ andp; (steps 4),

type of data, are performed at the peripheral p@srthese are
the ones hosting the users), but are requestetheiater), by
the CP. The typical procedure is the following.
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WheneverCpneeds such information about udgrhosted
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knowledge is typically obtained through contentskes (e.g.
googling).

atp, itsends, (149 ), a signed Event Report Request (ERR), The user will thus specify a number of semantitedia that

soliciting the monitoring of specific events on thart of U .

P validates the ERR. If all is okp sends a signed

his target MI(s) must respect and tell his hosfiagr to obtain
a list with such Mls. The searching procedure thidltthen
ensue, will unfold in the same hybrid manner asojteration

acknowledgment t€p and proceeds to perform the requesteBresented in section V.D.3.e. This way the host e

monitoring.
If and whenever the targeted user action occfrprepares

the corresponding Event Report (ER), signs it aadls it to
cp.

E. Data and Metadata Objects

The regular operation of the system involves thmdpction
and exchange/distribution of a set of differentoinfation
objects. To assure systemic reliability, these mbst
structured so as to guarantee their integrity, enttbity and
temporal validity.

In P2PTube, MPEG-21 is employed for the structuof
such objects, given the security-wise and inforomati
structuring capabilities of that standard. The miekvant of
these objects are presented bellow.

a) Search Query Response Objects

<DIDL xmIns="urn:mpeg:mpeg21:2002:02-DIDL-NS"

xmins:sqro="urn:p2pt:sqro”
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:dsig="http://www.w3.0rg/2000/09/xmldsig#"
xsi:schemalocation="urn:mpeg:mpeg21:2002:02-DIDL-NS
didl.xsd">

<Container id="sqro">

<Descriptor id="sqro_signature">
<Statement mimeType="text/xm|">

<dsig:Signature>

</dsig:Signature>
</Statement>
</Descriptor>
<ltem id="sqro_milist">
<Descriptor id="sqro_milist_emissiontime">
<Statement mimeType="text/plain">
"YYYY-MM-DDThh:mmTZD"
</Statement>
</Descriptor>
<Descriptor id="sqro_milist_answeredquery">
<Statement mimeType="text/xml">

</Statement>
</Descriptor>
<Component>
<Resource mimeType="text/xml">
<sqgro:MIList>

</sqro:MIList>
</Resource>
</Component>
</ltem>
</Container>
</DIDL>

Figure 14.SQRO Example

Before a user decides to consume a specific méeha i
(causing the operation exemplified in section V.B)3 he
must first learn about the existence of such ardaibjThat

ultimately receive an object (file), containing thesponse
from CpP or another peripheral peer (undg indication).

This Search Query Response Obj&pRO), is expressed
as an MPEG-21 DID [33] (example depicted in FigL4g,
with the following structure:

* aninnerdid:ltem— it carries:
 the emission date of the query response information
within did: Descriptor “sqro_milist_emissiontime”;
» the answered query withindid: Descriptor
“sgro_milist_answeredquery”;
» the actual query response information — within the
“sgro:MIList” child of its did: Component child;
* an outerdid:Container — it carries:
* the innerdid:Item;
* the security assuring provisions — consist of tigial
signature, (b¢pP), of the innexid: Item, expressed by a

dsig: Sgnature element of  did:Descriptor
“sgro_signature”.

Thesgro:MIList element is structured in accordance with
the schema depicted in Figure 15.

[ attributes

-
(ra]

1. = Semantics

Figure 15.MIList Schema Depiction

The signing of the inner item, (bYP , at the time ofCP ’s

original production of theSQRO), assuresSQRO’s integrity
and origin authenticity during its propagation a&srcthe
system’s periphery, thus enabling its P2P diffusion
independently of th&p.

SQRO's emission date, contained within the
“sgro_milist_emissiontime”  did:Descriptor, enables any
peripheral peer to assess the freshness or stalafiethe
information.

b) MI Location Describing Objects
Objectloclistobj, , is simplistically described, in section

V.D.3.e, assigned _1(fraglistHIocIisthstampj . In more
Kep

precise terms it consists of an MPEG-21 DID witte th
following structure (example depicted in Figure:16)
* aninnerdid:Item— it contains:

« a list of peripheral peers available to deliver kie—
within the childmilo: PPList element oflid: Descriptor
“milo_loclist”™;

+ the identification of the Ml at stake — as the eaddi the
ref attribute of the did:Resource child elementhe
did: Component;
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« the specification of the fragments into which theii
divided. For each fragment there will belid: Anchor
element (inside thdid: Component), which carries the
identification of the fragment as its id, and casrihe
fragment’s definition within adid: Fragment element
[31].

* a middle did:Item containing:

+ the emission time of loclistobj
did: Descriptor “milo_emissiontime”;

* the innerdid:Item;

* an outerdid:Container — it carries:

 the middledid: Item;

+ the digital signature, (b§p), of the middledid:Item,
expressed within did: Descriptor
“milo_cp_signature”.

within

<DIDL xmIns="urn:mpeg:mpeg21:2002:02-DIDL-NS"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:dsig="http://www.w3.0rg/2000/09/xmldsig#"
xsi:schemalocation="urn:mpeg:mpeg21:2002:02-DIDL-NS didl.xsd">
<Container id="milo">
<Descriptor id="milo_cp_signature">
<Statement mimeType="text/xml">
<dsig:Signature>.......... </dsig:Signature>
</Statement>
</Descriptor>
<Item id="milo_middle">
<Descriptor id="milo_emissiontime">
<Statement mimeType="text/plain">
"YYYY-MM-DDThh:mmTZD"
</Statement>
</Descriptor>
<Item id="milo_inner">
<Descriptor id="milo_loclist">
<Statement mimeType="text/plain">
<milo:PPList>
</milo:PPList>
</Statement>
</Descriptor>
<Component>
<Resource mimeType="application/mi" ref="targetM|_ID"/>
<Anchor id="frag_0">
<Fragment fragmentld="offset(0,100000)"/>
</Anchor>
<Anchor id="frag_1">
<Fragment fragmentld="offset(100000,200000)"/>
</Anchor>
</Component>
</ltem>
</ltem>
</Container>
</DIDL>

Figure 16. loclistobj, example

The signing of the middle item b§ enables the validation
of the loclistobj’s integrity and of its origin authenticity.

) Media Items Objects

P2PTube’'s Mls consists of TAR archives which hake t
following content:

e Ml Head File MIHFile) — this file contains all of the )

MI's metadata;
* Ml Content File(s) MICFile) — each containing an
actual media (video) content;

Castro, Alves and Andrade

<DIDL xmIns="urn:mpeg:mpeg21:2002:02-DIDL-NS"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"
xmins:r="urn:mpeg:mpeg21:2003:01-REL-R-NS"
xmins:dsig="http://www.w3.0rg/2000/09/xmldsig#"
xsi:schemalocation="urn:mpeg:mpeg21:2002:02-DIDL-NS
didl.xsd">
<Container id="mih">
<Descriptor id="mih_cp_signature">
<Statement mimeType="text/xml">
<dsig:Signature>.......... </dsig:Signature>
</Statement>
</Descriptor>
<Item id="mih_mid">
<Descriptor id="mih_mid_u_signature">
<Statement mimeType="text/xm|">
<dsig:Signature>.......... </dsig:Signature>
</Statement>
</Descriptor>
<Item id="mih_mid_inner">
<Descriptor id="mih_mid_inner_semantics">
<Statement mimeType="text/xml">
<rdf.RDF>............... </rdf:RDF>
</Statement>
</Descriptor>
<Descriptor id="mih_mid_inner_rights">
<Statement mimeType="text/xm|">
<rlicense>............... </rlicense>
</Statement>
</Descriptor>
<ltem id="base_item1">
<Descriptor id="base_item_signature">
<Statement mimeType="text/xml">
<dsig:Signature>.......... </dsig:Signature>
</Statement>
</Descriptor>
<Component>
<Resource mimeType="video/mpeg" ref="video1.mpg"/>
</Component>
</ltem>
</ltem>
</ltem>
</Container>
</DIDL>

Figure 17.MIHFile Example

ThisMIHFile, carries an MPEG-21 DID (example depicted
in Figure 17), with the following structure:
* aninnerdid:Item— it contains:
» the semantically qualifying information for the Ml
within did: Descriptor “mih_mid_inner_semantics’;
 the rights information pertaining to the MI — REL
element rel:license [8], within did:Descriptor
“mih_mid_inner_rights”;
» adid:Item element for the declaration of each of the
MICFilesin the MI. Each sucHid:Item contains:

o the digital signature, (by the owner uséy, of

the corresponding MICFile within
did: Descriptor “base_item_signature”;
o a did: Resource element referencing the target
MICFile;
a middledid: Item containing:

« the digital signature, (bW ), of the innerdid:ltem —
within did: Descriptor “mih_mid_u_signature”;
 the innerdid: Item;
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* an outerdid: Container — it carries:
* the middledid: Item;
+ the digital signature, (b§p), of the middledid:Item,
expressed - within did: Descriptor
“mih_cp_signature”.

all exchanged messages, guaranteeing the autlgntici
integrity and non-repudiability of all the MI, andther
information objects exchanged across the systetinefein a
client/server or P2P fashion), and guaranteeing, pser and
MI identity. P2PTube is thus capable of supportingecure
management and transaction of monetary funds.
Even if compared to typical non-commercial P2P esyst
employing distributed collective/mutual authentioat
the validation of their integrity and of their ongauthenticity.  golutions, as those mentioned in section II.A.Z22Pibe is at
It also guarantees their non repudiability. Fum!hra’,rre, the an advantage because such solutions:
signing, byu , of the inner item enables the same actions <« imply a considerable operational overhead — meltipl
interactions between peers are necessary to achieve
some security. In P2PTube a more robust level of
security is achieved, with far less interactions;
» present considerable weaknesses in the face of
sufficiently vast and attacks — require that a mimin
qguorum of “honest” peers is present. No such négess
in P2PTube;
frequently assume the reliability of the networke-
such assumption in P2PTube;

The signing, byl , of each of the MI'MICFiles enables

towards the inner Item, thus securing the semantit rights
metadata.
The signing, bycp , of the middle item proves that the

system has effectively accepted the insertion @Mih

In accordance with what was expressed in secti@n3/d,
at the production time of an MJ,, U produces the signatures .

of all MICFiles, prepares the inner item declaration, produces
the signature of the latter item and then buil@srtiiddle and

outer item declarations, placing them in MEHFile which it It may be argued that, as P2PTube is coordinated by

central entity, it is less scalable than the typica
concatenates with th&ICFiles. This way U produces a non-commercial solution. This is not so. Fully disited P2P
systems present a vast range of scalability prabliéselves,
related to the inter-discovery of peers and todiseovery of
Q is sent toCP which unpackages it, calculates thecontent, as the number of peers in the system gamasno
entity exists with a global and consistent vievitef system’s
state. In P2PTubeCp eliminates such problems, and, if

enough resources are invested i6@it’s centrality will not

be a problem, just like no problem is posed byctrgrality of
Wikipedia’s and Google’s central server farms.

0 which is effectively signed by him.

signature of the middle item and inserts it in dger item. It
then repackage$) into what then is its distribution ready

formQ®™.

d) User Monitoring Requests and Responses ) ) ] ) ]
The ERR and ER objects mentioned in section V.DaBef For all this, .th|s system is capable OT rehablpmrjung a
number of business models, for the delivery of medintent,

MPEG-21 DIDs carrying MPEG-21 ERRs and MPEG-21 ERs; . .
. which the non-commercial systems clearly cannot.
respectively [32].

In what regards the commercial systems, approaamed
VI. . ; .
section I, P2PTube presents several technicalegodomic

When compared, with the systems and initiativeseed in  advantages.

section Il, P2PTube presents considerable advasitagerms ~ P2PTube is tailored to support BMs that derive gana
of its overall reliability — delivery reliability, security lateral manner to the actual consumption of mediadg,

reliability and economical reliability. (through advertisement and donations). Therefooés not
have to “fabricate” content scarcity or enforceessccontrol.
In what regards the non-commercial systems, P2@Tab  This enables the system to maintain a simpler antem
much more reliable in the discovery and retrievatantent. ~ efficient operation, as it does not require theigate DRM
Its central registry, (at thep), of all the systems Mls, enablesProvisions implied by content access restrictiorstéad the
content searches to be performed over the entireoke system needs only to assure the confidentialilygrity and

available Ml in a rapid manner without flooding thetwork aug:en:!c!iy ?fthcomwunlcgtlo?ﬁ E:jn(i ths_ '?@gﬁgd an
with queries and in a single inter-peer interacijoetween a authenticity of the Mis (and other data objects) re

; . : g diffused through it. This way, P2PTube providesweel of
heral . Content ret I I t d . o
peripheral peer arep) on.en retrievat 1s .a sg_op imize security which is, contextually, better than thafesystems
becauseCp has a global view of the availability for Ml nresented in section I1.B, as it has simpler andemealistic
redistribution by the peripheral peer collecti@p directs

security ambitions (than, for instance, Qtrax oelRane),
downloading peers to the most appropriate otherspeieus Which it achieves with greater solidity and effiuy.
performing an optimized load balancing and elinimafree
riding.

Comparison

Also, the P2PTube system does not rely on any xigtheg
P2P structure (such as Qtrax and iMesh do), wHizhedjy is

The system’s central structure also enables irdwige a
number of security facilities which are generalbsant from
the non-commercial sector, such as guaranteeing
confidentiality, authenticity, integrity and nonprediability of

out of the system’s control and presents religbilisues.
Instead it employs a hybrid structure of its owron@nt
teearching and retrieval are performed in a P2Pidashut
under the optimizing coordination of the systemd&ljable,
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central provisions, which also handle all trust aedurity trust” approach for the maintenance of trust amdisg. This

demanding tasks and maintain a global and upda&sd of evolution will render the system more efficient.

the system’s overall state. This hybridness allB&BTube to
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